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5. Executive Office of the President, “Addressing the Threat from Securities Investments That Finance

Communist Chinese Military Companies,” Federal Register, November 17, 2020.

6. “Addressing the Threat from Securities Investments that Finance Certain Companies of the People's Republic
of China,” U.S. Department of the Treasury, June 3, 2021.
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8. U.S. Department of Commerce Bureau of Industry and Security, “Expansion of Export, Reexport, and

Transfer (in-Country) Controls for Military End Use or Military End Users in the People's Republic of China,
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9. “§ 744.21 Restrictions on certain 'military end use' or 'military end user' in Belarus, Burma, Cambodia, the
People's Republic of China, the Russian Federation, or Venezuela,” Code of Federal Regulations, up to date as
of May 18, 2022,
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1. “Executive Order on America’s Supply Chains,” The White House, February 24, 2021.

12, “FACT SHEET: Biden-Harris Administration Announces Supply Chain Disruptions Task Force to Address
Short-Term Supply Chain Discontinuities,” The White House, June 8, 2021.

13. “America’s Strategy to Secure the Supply Chain for a Robust Clean Energy Transition,” U.S. Department of
Energy, February 24, 2022.

14.  “Supply Chain Assessment of the Transportation Industrial Base: Freight and Logistics,” U.S. Department of
Transportation, February 2022.

15.  “USDA Agri-Food Supply Chain Assessment: Program and Policy Options for Strengthening Resilience,” U.S.
Department of Agriculture, February 2022.

16.  “Public Health Supply Chain and Industrial Base One-Year Report,” U.S. Department of Health & Human
Services, February 2022.

17. Prepared by U.S. Department of Commerce and U.S. Department of Homeland Security, “Assessment of
the Critical Supply Chains Supporting the U.S. Information and Communications Technology Industry,” U.S.
Department of Homeland Security, February 23, 2022.

18.  “Securing Defense-Critical Supply Chains,” U.S. Department of Defense, February 2022.
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19.  “Alibaba Cloud is on US’ radar as Washington is obsessed with assaulting Chinese high tech sector,” Global
Times. 19 Jan. 2022; “Exclusive: US examining Alibaba’s cloud unit for national security risks - sources,”
Reuters. 20 Jan. 2022; “Pfluger: China May be Using Autonomous Vehicles to Spy on Americans” Press
Release by Congressman August Pfluger. 22 Nov 2022. (https://pfluger.house.gov/news/documentsingle.
aspx?DocumentID=616);

20.  Roy, Diana. “China’s Growing Influence in Latin America.” Backgrounder. CFR. 12 Apr. 2022; “The US and
China are Battling for Influence in Latin America, and the Pandemic has Raised the Stakes.” Time. 4 Feb 2021.
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2.  “Worsening China-US relations ‘raise risk’ of conflict in Asia-Pacific,” SCMP, 4 Nov. 2022; Bateman, Jon. 2022,
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<EH1> BEEH| AR HY

Amount in million USD Growth in %
2022 Q2
2021 2022 2023 2021 2022 2023
Americas 121,481 150,064 157,302 27.4 235 48
Europe 47,757 54,451 56,203 27.3 14.0 3.2
Japan 43,687 49,880 52,374 19.8 14.2 5.0
Asia Pacific 342,967 378,843 396,481 26.5 10.5 4.7
Total_World 555,893 633,238 662,360 26.2 13.9 4.6
Discrete Semiconductors 30,337 33,408 34,662 274 10.1 3.8
Optoelectronics 43,404 43,500 45,120 1.4 0.2 3.7
Sensors 19,149 22,319 23,184 28.0 16.6 39
Integrated Circuits 463,002 534,010 559,393 28.2 153 4.8
Analog 74,105 90,338 96,116 331 21.9 6.4
Micro 80,221 84,974 87,993 151 59 3.6
Logic 154,837 192,182 207,791 30.8 24.1 8.1
Memory 153,838 166,517 167,494 30.9 8.2 0.6
Total_Products 555,893 633,238 662,360 26.2 13.9 4.6

XHE: https://www.wsts.org/esraCMS/extension/media/f/WST/5636/WSTS_nr-2022_08.pdf (ZAQ!: 2022.11.1.)
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20224 6Y AMA HEE 3 >8] FibS AR APIREEA 7} thRke] TSMC

N
of

SHF= )| 714 (IDM, Integrated Device Manufacturer) JHEA] A A9 A4 D RS BT A4 7|48 oJn|E,

=)

2= (Foundry) A= A71= 3HA FaL Qe WA S Akt sh= 719l
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+ Logic chips with non-planar transistor architectures (l.e., FInFET or GAAFET) of 16nm or 14nm, or below;
+ DRAM memory chips of 18nm half-pitch or less;
+ NAND flash memory chips with 128 layers or more.
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PROFESSIONAL REPORT

Dr. Sascha
Lohmann

The US~EU
. ecuri ffairs

Trade and Technology Council: ™"

A Velvet Glove of

U.S. Economic Statecraft

After World War 11, transatlantic relations between the United States (U.S.) and its European
allies have displayed different patterns of cooperation, competition, and conflict. To a large extent,
this variance was driven by the conduct of U.S. economic statecraft through the use of instruments
such as unilateral sanctions as well as export controls by policy-makers in the administration and
Congress in the pursuit of national security and foreign policy objectives. After the end of the East-
West confrontation, the conflict surrounding the extraterritorial reach of unilateral sanctions and export
controls, pursuant to the various applicable congressional statutes and executive orders, has been a
recurring feature in transatlantic relations.”

Since the mid-1990s, the U.S. government has employed different strategies, ranging from
persuasion to coercion, to garner European support for its respective policies toward state and non-
state actors targeted by unilateral sanctions and export controls around the globe, and with varying
degree of success. With the People’s Republic of China (PRC) emerging as main rival for the United
States in world affairs in the 21st century, policy-makers in Washington, DC face the question of
how U.S. allies can be effectively incentivized to support unilateral sanctions and export controls
increasingly targeting Chinese state actors. While there seem to be no general agreement for the time

being, the Joseph R. Biden, Jr. administration so far has publicly prioritized persuasion over coercion.

1. Sascha Lohmann, “The Convergence of Transatlantic Sanction Policy against Iran”, in: Cambridge Review of
International Affairs, 29 (2016) 3, pp. 930-951.
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1. Prioritizing Persuasion: The U.S.—EU Trade and Technology Council (TTC)

Shortly after his electoral victory, President Biden seized upon the idea for an “EU-US Trade
and Technology Council” floated by the European Commission in early December 2020 in order
to revitalize transatlantic relations after four traumatic years of America First under his predecessor
Donald J. Trump.” In doing so, President Biden made good on his campaign promise to rebuild
U.S. alliances. Together with President of the European Commission Ursula von der Leyen, he
officially launched the TTC during his visit to Brussels on June 15, 2021.’ The TTC was mandated
“to coordinate approaches to key global trade, economic, and technology issues and to deepen
transatlantic trade and economic relations based on shared democratic values.”

In order to carry out its encompassing mandate, the TTC is co-chaired by senior officials on
both sides of the Atlantic: Secretary of State Antony J. Blinken, Secretary of Commerce Gina M.
Raimondo, United States Trade Representative Katherine Tai on the U.S. side and on the EU side
by Competition Commissioner Margrethe Vestager and Trade Commissioner Valdis Dombrovskis,
who are both European Commission Executive Vice-Presidents at the same time. The TTC meets at
ministerial level twice a year, with the first meeting in September 2021 in Pittsburgh, PA, the second
in May 2022 in Paris-Saclay, and the third scheduled for early December 2022 in the Washington, DC
area, with U.S. departments and federal agencies, as well as other members of the EU Commission
participating in these sessions as needed. The main work of the TTC is carried out in 10 working
groups, each tasked to “operationalise the political decisions into deliverables, coordinate the technical
work and report to the political level.” In doing so, the ten working groups collect input from multiple
stakeholders hailing from industry, civil society, and academia, collected through public roundtables
as well as consultation administered by the competent agencies in Brussels and Washington, DC.

Among the ten working groups, which collectively cover key areas of strategic importance in
the technological and economic competition with the PRC, including semiconductors, artificial
intelligence, cyber-security and human rights, climate change and the environment, one of the most
relevant for garnering European support for U.S. economic statecraft vis-a-vis the PRC has been to
be the Export Controls Working Group (ECWG). This seventh working group focusses on technical

consultations to foster the convergence of U.S. and EU export controls through bilateral or multilateral

2. European Commission/High Representative of the Union for Foreign and Security Policy, Joint
Communication to the European Parliament, the European Council and the Council, A New EU-US
Agenda for Global Change, December 2, 2020, p. 7 (https://ec.europa.eu/info/sites/default/files/joint-
communication-eu-us-agenda_en.pdf)

3. The White House, U.S.-EU Summit Statement, June 15, 2021 (https://www.whitehouse.gov/briefing-room/
statements-releases/2021/06/15/u-s-eu-summit-statement/)

4. European Commission, EU-US launch Trade and Technology Council to lead values-based global digital
transformation, June 15, 2021 (https://ec.europa.eu/commission/presscorner/detail/en/IP_21_2990)

5. Ibid.
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channels, improve compliance and enforcement, and strengthen capacity building primarily of third
partners. As a matter of fact, the consultations have turned out to be “foundational” for the joint
adoption of far-reaching U.S. and EU controls on the exports of critical dual-use and military goods,
technologies, and services geared to starve-off the Kremlin’s war machine in the mid- to long-term in

the wake of the Russian Federation’s war of aggression against Ukraine starting in February 2022.

2. Continuing Coercion, But Under a Velvet Glove

This unified response to Moscow has already been hailed by some observers as a blueprint for a
common approach vis-a-vis the PRC. But for a joint U.S.-EU response to Beijing to be truly successful
—in the sense of institutionalizing an informal export control regime such as the China Committee
(CHINCOM) within the Consultative Group during the early days of the so-called Cold War” —would
require both sides to address the smoldering conflict over the extraterritorial reach of U.S. sanctions
and export control law, which the EU has long regarded as running against key principles of customary
international law. This conflict of law over the extraterritorial reach of U.S dual-use export controls has
been a long-standing feature of transatlantic relations going back to the late 1940s.% In the early 1980s,
the Commission of the then-European Communities critiqued this example of long-arm jurisdiction

%) In respect to their own dual-use export controls, the EU and

as “unlawful under international law.
its member states have subscribed to a more limited approach, which has largely been in line with
conventional state practice and opinio juris.'”

While the deliberations within the TTC and the ECWG have indeed created a transatlantic kumbaya
moment, this should not lead to the premature conclusion that persuasion reigns supreme in garnering
European support for U.S. economic statecraft. Instead, the TTC has primarily served the goal of garnering
European support through persuasion, while hiding the iron fist of U.S. economic statecraft. This iron fist
is embodied by the U.S. government’s long-standing and controversial practice of extending its domestic
laws extraterritorially to pursue national security and foreign policy objectives, inducing export control
statutes enacted by Congress and implementing administrative regulations. With respect to the latter, it

has continued to attach its legislative, enforcement, as well as adjudicative jurisdiction to items that are

6. U.S-EU Joint Statement of the Trade and Technology Council, 16 May 2022, Paris-Saclay, France, p.3. (https://
www.commerce.gov/sites/default/files/2022-05/US-EU-Joint-Statement-Trade-Technology-Council. pdf)

7. Frank Cain, “The US-Led Trade Embargo on China: the Origins of CHINCOM, 1947-52") in: Journal of
Strategic Studies, 18 (1995) 4, pp. 33-54.

8. Sascha Lohmann, Extraterritorial U.S. Sanctions: Only Domestic Courts Could Effectively Curb the
Enforcement of U.S. Law Abroad, SWP Comment 5, Berlin: Stiftung Wissenschaft und Politik, February 2019.

9. A succinct description of this stance has been provided by Comments of the European Community on the
Amendments of 22 June 1982 to the U.S. Export Regulations (online) <http://aei.pitt.edu/1768/1/US_dispute_
comments_1982.pdf>.

10.  Pieter Jan Kuyper, “The European Community and the US Pipeline Embargo: Comments on Comments”, in:
German Yearbook of International Law, Vol. 27, 1984, pp. 72-92.
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7. =23 AQl (Frank Cain)Q] =& “0]3to] o|I1 thE Z4= |t 1947~1952 CHINCOMS| 7|” ol Adek &
T 29 19954 49 189 WHE, pp. 33-54.

8. AW RS WE A n)e) slel AR nl=Ye) sle] ML ox ) WATe] EIAoR AT 4 YT B
31 SWP =% 5, H|&3: Stiftung Wissenschaft und Politik, 20191 2 {35,

9. 19824 69 2¢ 7IHE Hl= & ol tigt ECE] = ollA] o]2|3h Y& (ke
<http://ael.pitt.edu,/1768/1/US_dispute_ comments_1982.pdf>.
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exported from the United States, or that contain U.S.-origin parts regardless of location, thereby subjecting
any re-export between, and transfer within, third countries to extensive and cumbersome licensing
requirements imposed by U.S. agencies. This now applies to most European companies in the case of the
Russian Federation, and would continue to severely limit their commercial decision, regardless of their
own or their home countries’ policies toward the Russian market.

While the transatlantic conflict of law over the extraterritorial reach of unilateral U.S. dual-use
export controls has been simmering in recent years, it has become more likely to re-intensify with
passage of the Export Control Reform Act of 2018 (ECRA). This is because under the ECRA, the
current Biden or any future administration could exercise extraterritorial enforcement jurisdiction
to control so-called emerging and foundational technologies within EU territory for the purpose of
preventing their acquisition by Chinese persons. This, in turn, could lead to the addition of the ECRA
(or applicable parts thereof) to the Annex of Council Regulation (EC) No 2271/96 of 22 November
1996 protecting against the effects of the extra-territorial application of legislation adopted by a third
country, and actions based thereon or resulting therefrom. This so-called blocking statute is currently
being amended with the goal to better protect EU operators from the extraterritorial application of law
by certain third countries."” Moreover, possible enforcement action under the ECRA within the EU

could soon result in further retaliatory measures under the planned Anti-Coercion Instrument.'?

3. The Way Forward

So far, the transatlantic conflict over the extraterritorial reach of U.S. sanctions and export
control law has only been briefly touched upon by participants in the TTC. During the joint U.S.
and EU virtual outreach event held in October 2021, some stakeholders from the private and non-
government sectors specifically referred to “[t]he extraterritorial application of U.S. export controls
[which] creates regulatory burdens on European stakeholders and discourages European entities from
collaborating with U.S. counterparts, creating incentives to avoid U.S. technology or, in some cases,
hire U.S. persons (due to ITAR, EAR, and OFAC controls on certain activities of U.S. persons).”'?
Apart from that instance, the extraterritorial reach of U.S. dual-use export controls and its negative

effects on European companies has largely been left unaddressed. If this neglect were to continue, it

11.  European Commission, Unlawful extra-territorial sanctions - a stronger EU response (amendment of the
Blocking Statute), https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13129-Unlawful-
extra-territorial-sanctions-a-stronger-EU-response-amendment-of-the-Blocking-Statute-/public-consultation_en.

12, European Commission, Proposal for a Regulation of the European Parliament and of the
Council on the protection of the Union and its Member States from economic coercion by third
countries, 2021/0406 (COD), December 8, 2021, https://trade.ec.europa.eu/doclib/docs/2021/december/
tradoc_159958.pdf.

13.  United States Department of Commerce, Bureau of Industry and Security, U.S.-EU Trade & Technology
Council Stakeholder Meeting Summary, October 27, 2021, https://www.bis.doc.gov/index.php/policy-
guidance/u-s-eu-ttc.

44 TRADE & SECURITY



o] vl G2 JATE &7 1S SIS A3l i AleE F2 ol F
O] 7hsote S HAH P& A7kl H3ysh= s APHEES 485kl Qltt. o]t
Az o] Ao} AA FAlo FH7IHNA = ALERAeH, o 2T 2{AJof AlFof o
sto] f-H 71 G Wl ol A& =71 ATt T glo] &g A7 Alsto] AlEE A
o2 et

A RA71 ”ﬂv‘f—olﬁr. 7&%, EU7} A3 g o] Ap=o|
|E &= 9|4 g o2 HE =3 HEsl7] 98l 1996 119 A s EC 774 Al
2271/96% 9 o] & EO| & 3t 3 50|} Aito] ECRA(Z2 1L UH)E F71e & S
ot @7 EU= B3 aflQ] 9] Jo]4-8 2 HE EU 3¢ o5 Aals] B

178 oItk Yolr}, ml=ro] EU A<l A ECRA
3 2] th-2H (ACI: Anti-Coercion Instrument)®i w2+

e

AA7HA] 971 L3(TTC) F7H=E52 ul=r9] afje] Al & = FAHol
AT A BAS 7k S Bo ]1:} 20214 10¢ 1|23} EUZ} -5 7HE$ 7F
22 "o A Wiz gl v R B o] AR BAAELE “Al=o] A=8] 534
QOH Zi%dwiw HAAEO] H*EWA ‘:"ja AL Ao, o] wiZo] vl=
Holuh nl= 7]&9] =9 AT Al glon RO B9 n=5ele] AL871A

olct. (| 15#01-4 EX g% o] U3t ITAR, EAR, OFAC B4 #&)" 91 L
=2 fgﬂééﬂt} ol HE = "= o|F B EFE #%EXH Aol fH71HE0
FEF lEHGP oA o] Ao = TR A A] 4L k. o2 e g&}o] A&
2 3% (%%%Xﬂ A o) w2 AT A B 200 ArEE 2] 9] 48]

=

o

EE

2 N
M M e

X
=)
N
rlr
I
o}i

(o
Ll
(i

1. B34 s Al gt ECol 'S Zst thg (thEdUds 7IA ), https://ec.europa.eu/info/law/better-
regulation/have-your-say/initiatives/13129-Unlawful-extra-territorial-sanctions-a-stronger-EU-response-
amendment-of-the-Blocking-Statute-/public-consultation_en.

12 EU 9 1 3d55& A35Y] BAA dgolld Hoshr] 913 /1 93 9 9143] ¥ A4 At (EC),
2021/0406 (COD), 2021 12¢ 8Y, ttps://trade.ec.europa.eu/doclib/docs/2021/december/tradoc 159958.pdf.

13 Ul APRR ARIHEE 0]3-EU Re97]491918] TR sle] 2o A48 27 202149 109 279, hitps://www,
bis.doc. gov/ index.php/policy-guidance/u-s-eu-ttc.

Vol.4 December 2022 45

LIOdTY TYNOISSTI0Ud

{8 b R fdhe81s for=ln OLL) ERE S dodr NT-=(n



may undermine the implementation of the principles outlined in Annex II of the Pittsburgh Statement
(Statement on Export Control Cooperation), and potentially jeopardize further convergence in U.S.
and EU export control practices and policies, including in and through multilateral settings.

Addressing the simmering conflict of law concerning extraterritorial U.S. jurisdiction concerning
dual-use export controls would require members of the ECWG to take a close look at how this
conflict has previously been contained in the field of competition policy and anti-trust enforcement.
This success of transatlantic cooperation was already hinted at by the EU-U.S. Joint Technology
Competition Policy Dialogue (“Joint Dialogue”), launched by the respective leadership of the Federal
Trade Commission, the Antitrust Division of the Department of Justice (DOJ), and the Directorate-
General for Competition of the European Commission (EC). In its inaugural statement, the Joint
Dialogue emphasized the “longstanding tradition of close cooperation in antitrust enforcement and
policy” between the DOJ and the Commission.'*)

In 1991, both sides had successfully negotiated an agreement to limit U.S. jurisdiction in the field
of anti-trust and competition policy.” Ever since, this compromise has served as a viable solution based
on voluntarily accepting limits on each other’s enforcement jurisdiction according to the principle of
“Positive Comity” enshrined in Article V1. The application of this principle was refined in 1998.'' Taking
a page from the playbook of these negotiations, U.S. members of the ECWG could lay the foundation
for negotiations on a similar agreement on dual-use export control practices and policies, unless a future

administration may decide to take off the velvet glove again after the 2024 presidential elections.

14.  EU-US. Joint Technology Competition Policy Dialogue (“Joint Dialogue”), Inaugural Joint Statement between
the European Commission, the United States Department of Justice Antitrust Division and the United States
Federal Trade Commission, December 7, 2021 (https://competition-policy.ec.europa.eu/system/files/2021-12/
EU-US_Joint Dialogue_Statement_12.6.21_1.pdf)

15.  Agreement between the Government of the United States of America and the Commission of the European
Communities Regarding the Application of Their Competition Laws, September 23, 1991 (https://www.justice.
gov/sites/default/files/atr/legacy/2006,/04/27/0525.pdf)

16.  Government of the United States of America and the European Communities on the Application of Positive
Comity Principles in the Enforcement of Their Competition Laws, June 4, 1998 (https://www justice.gov/
sites/default/files/atr/legacy/2006,/04,/27/1781.pdf)

Dr. Sascha Lohmann

Dr. Sascha Lohmann is Visiting Fellow at the Americas Division of the German Institute for International
and Security Affairs (SWP) in Berlin. Previously, he was Non-resident Lloyd and Lilian Vasey Fellow
at Pacific Forum; Fritz Thyssen Fellow at the Weatherhead Center for International Affairs, Harvard
University; Transatlantic Research Fellow at the Institute for European Integration, University of Hamburg/
Federal Chancellor Helmut Schmidt Foundation; as well as American-German Situation Room Fellow at
The German Marshall Fund of the United States/American Institute for Contemporary German Studies,
Johns Hopkins University. His current research focuses on U.S. export control policy on emerging and
foundational technologies vis-a-vis the People's Republic of China, and its multilateralization through
cooperation by U.S. allies in Europe and Asia. A political scientist by training, he graduated with a diploma
from Free University Berlin, and completed a PhD at Goethe University Frankfurt.
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PROFESSIONAL REPORT

Sue Mi Terry

Woodrow Wilson
International Center,
Director of the Asia

Recalibrating US-ROK Strategy e
for North Korea’s Nuclear
and Missile Threat

The nature of North Korea’s nuclear and missile capabilities has significantly evolved since the
United States first established an extended deterrence arrangement with South Korea. The U.S.-South
Korean response has not yet expanded—but it needs to in order to safeguard South Korea, Japan and
even the United States itself.

North Korea first crossed the twin thresholds of developing a thermonuclear weapon and flight-
testing intercontinental ballistic missiles in 2017. Since the failure of the Hanoi Summit in 2019,
the North has made qualitative and quantitative advances on both its nuclear and missile programs.
Estimates vary, but the North today produces sufficient fissile material to make a dozen new weapons
per year and likely now has enough for a total of 60 nuclear weapons.” The North is also diversifying
its missile arsenal; it has tested new missile technologies such as a submarine-launched ballistic
missile, a train-mounted ballistic missile, a new surface-to-air defense missile system, a long-range,
nuclear capable cruise missile, and multiple hypersonic missiles. In 2022 alone, the North tested
around 100 missiles, with the goal of securing credible, survivable second-strike capability.

Most recently, on October 3, the North carried out its longest-ever missile demonstration--an
intermediate-range ballistic missile that flew 4,500 kilometers and can clearly reach the U.S territory

of Guam. Then on November 18, the North successfully tested the Hwasong-17 intercontinental

1. “North Korea’s Military Capabilities,” Council on Foreign Relations, June 28, 2022, https://www.cfr.org/
backgrounder/north-korea-nuclear-weapons-missile-tests-military-capabilities.
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ballistic missile, the largest road-mobile, liquid-fueled ICBM in the world. It flew nearly 1,000
kilometers and reached a maximum altitude of 6,041 kilometers. This means it has a range of at least
15,000 kilometers with 500-kilogram payload—and is thus capable of hitting any target in continental
United States.” This missile is designed to carry up to four nuclear warheads. Perfecting the so-called
multiple independently targetable reentry vehicle (MIRV) capability makes sense from the North’s
perspective. Why not have the ability to hit Manhattan and Washington, D.C., at the same time? These
missiles are certainly more cost-effective than missiles with single warheads. This MIRV capacity
will frustrate the limited U.S. missile defenses and enhance North Korea’s ability to strike the U.S.
mainland with nuclear missiles—making North Korea one of just three countries in the world, along
with Russia and China, to possess this dangerous capability.

As if these missile tests weren’t enough, all indications point to the likelihood that the North
is likely to conduct its seventh nuclear test, possibly to showcase a smaller, more compact, next
generation tactical nuclear warhead for battlefield use, which would increase the threat to South
Korea as well as to U.S. forces stationed in Seoul. The North has been focused on developing tactical
nuclear weapons intended for use against targets on or near the peninsula. In April 2022, the North
tested eight missiles with different ranges from five different locations to demonstrate its capability
to deploy tactical nuclear weapons. Similar tests followed in September and October to simulate the
North showering South Korea with tactical nuclear weapons. It appears Pyongyang is exercising these
missiles’ operational readiness.

The sheer range of systems the North has been showcasing is truly impressive. According to the
new UN panel of experts’ report, what we are seeing is basically unprecedented “intensity, diversity,
and operational capability” of the missiles. North Korea has a runway nuclear program. A 2021 Rand
Corporation report projected that North Korea could have around 200 nuclear weapons and hundreds
of ballistic missiles stockpiled by 2027.°

The Threat of Preemptive Attack

While expanding the North’s WMD arsenal, Kim Jong Un has been threatening to launch a
preemptive attack on South Korea. Kim Jong Un ominously warned at a military parade on April 25,
2022, that the regime envisions a wider role for the North’s nuclear arsenal beyond deterrence and self-
defense. He claimed that the North could use its weapons not just to prevent war, but preemptively

for “secondary purpose” if his country’s interests are threatened. Kim’s sister, Kim Yo Jong, had

2. Choe Sang-Hun and Motoko Rich, “North Korea Launches Another ICBM, One of Its Most Powerful Yet,” The
New York Times, November 17, 2022, https://www.nytimes.com/2022/11/17/world/asia/north-korea-missile.
html.

3. Bruce Bennett, Kang Choi, Myong-Hyun Go, Bruce E. Bechtol, Jr., Jiyoung Park, Bruce Klingner, Du-young
Cha, “Countering the Risks of North Korean Nuclear Weapons,” Rand Corporation, file:///Users/sueterry/
Downloads/RAND_PEA1015-1%20(1).pdf.
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2. Choe Sang-Hun and Motoko Rich, “53h A|F7kA] 71 221t njAtd F 3F?l ICBM ®AY The New York
Times, 20224 119 179, https://www.nytimes.com/2022/11/17/world/asia/north-korea-missile.html.

3. Bruce Bennett, Kang Choi, Myong-Hyun Go, Bruce E. Bechtol, Jr., Jiyoung Park, Bruce Klingner, Du-
young Cha, ‘&8t jE7] Yo tist th-3” Rand Corporation, file:///Users/sueterry/Downloads/RAND_
PEA1015-1%20(1).pdf.
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already made similar threats about potential preemptive use, threatening that the South could face
“extermination.”

On September 9, at a meeting of the North’s rubber-stamp parliament, North Korea announced
five conditions in which it would launch a preemptive strike, effectively stating a new “first use”
doctrine for its nuclear weapons, and dramatically lowering the threshold for its use of nuclear
weapons.* The conditions for use of nuclear weapons include not only when a nuclear attack is
imminent but even when there is perceived preparations of a nonnuclear strike on the leadership, a
nuclear command structure, or important strategic targets. Use of a nuclear weapon is also possible
when the North perceives it is operationally unavoidable to prevent the expansion of a conventional
war. Kim is clearly signaling that if a conventional, preemptive strike is launched or is imminent
against the regime or the North’s nuclear forces, he reserves the right to respond with nuclear weapons.

In addition to announcing the new law, the Kim regime sought to further cement its nuclear
power status, saying that the North “will never give up” the nuclear weapons, and calling its program
“irreversible” and “nonnegotiable.” This is hardly surprising since as early as 2012, North Korea had
amended its constitution to include a reference to the North’s nuclear status. But what is noteworthy
is that Kim was asserting that North Korea will never again engage in talks that are premised on
denuclearization while introducing the new nuclear law that enshrined its nuclear status. This is a
dangerous and destabilizing new development.

Through this nuclear saber-rattling, the North is attempting to achieve one of its main strategic
goals, which is decoupling the U.S.-ROK alliance. Kim may calculate that even if he uses nuclear
weapons preemptively, the United States will not retaliate as long as his long-range ICBM force
threaten the U.S. mainland. He may figure the U.S. simply won’t have the will to defend South Korea,
that it will not “risk San Francisco for Seoul,” particularly under a future isolationist president. Kim
could be encouraged by Vladimir Putin’s nuclear saber-rattling to imagine that the United States can
be forced to back off with such threats. (The U.S. hasn’t stopped supplying Ukraine but has refused to

provide longer-range weapons or implement a no-fly zone that it fears could provoke Russia.)

A Favorable Geopolitical Environment for North Korea

For North Korea, the Ukraine war has only further underscored the importance of nuclear
weapons for its security. Russia, after all, would have been unlikely to initiate the war if Ukraine had
not given up its nuclear weapons through the Budapest Memorandum in 1994. Kim Jong Un already
saw that in [raq and Libya, leaders who give up nuclear weapons were overthrown and killed. Now he

is more convinced than ever that nuclear weapons are needed for regime survival.

4, “Law on DPRK’s Policy on Nuclear Forces Promulgated,” KCNA, September 9, 2022, http://kcnakp/en/
article/q/5f0e629e6d35b7e3154b4226597df4b8 . kemsf.

5. Rodong Sinmun, September 8, 2022.
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The current external environment is favorable for the Kim regime to continue down this path of
nuclear and missile development. Intensified U.S.-China competition and the war in Ukraine have
only made the world increasingly more bifurcated, and we are seeing an uneasy alliance between Xi
Jinping and Putin as well as tightening of relations between China, Russia, and North Korea. North
Korea has recently boasted about its close relationship with China and has been sending artillery shells
to aid Russia in the Ukraine war.”

China and Russia are unlikely to cooperate with Washington and the international community to
enforce sanctions on Pyongyang. Both Beijing and Moscow have vetoed any further actions against
North Korea in the UN Security Council; even in the aftermath of several ICBM launches—most
recently with Hwasong-17—the United Nations Security Council could not even issue a formal
statement due to what the U.S. ambassador pointedly referred to as “blatant obstructionism” from
China and Russia.” Even an additional nuclear test by North Korea would be unlikely to prompt a
serious reaction from China and Russia. This marks a critical juncture in regional dynamics, with
Beijing and Moscow now viewing Pyongyang’s provocations as means to gain an advantage over
Washington rather than a concerning threat to regional stability. North Korea, thus, has a wide-open

pathway to further testing and escalation without fear or any serious consequences.

Recalibrating US-ROK Nonproliferation Strategy

Such a shift in the geostrategic landscape calls for the U.S. and its allies to reconsider traditional
approaches to dealing with North Korea. The war in Ukraine and the North’s expanding nuclear and
missile program have intensified concerns among South Koreans about their vulnerability as a nuclear
weapons-free power facing a nuclear-armed North Korea. This is particularly more so given the
possibility that a future president in the United States might, again, consider U.S. troop withdrawals, as
the Trump administration did.

The problem is there seems to be few options left. If there ever was an opportunity to turn back the
clock on the North’s nuclear program—and it is far from clear that such a possibility ever existed—
that moment has passed, particularly with all the progress the North has recently made on its nuclear
and missile program. With the North now being able to credibly threaten the American homeland
with nuclear weapons, the threat goes beyond U.S. domestic or South Korean security: North Korea’s

WMD program could spark an arms race in northeast Asia.

6. “Respected Comrade Kim Jong UN Receives Reply Message from General Secretary Xi Jinping,” Rodong
Sinmun, November 27, 2022; Joe Gould, “North Korea covertly sending artillery to Russia, White House says,”
Defense News, November 2, 2022, https://www.defensenews.com/global /asia-pacific/2022/11/02/north-
korea-covertly-shipping-artillery-to-russia-says-white-house/.

7. Thomas Maresca, “US Says Russia, China are ‘enabling’ North Korean provocations,” November 22, 2022,
https://www.upi.com/Top_News/World-News/2022/11/22/Linda-Thomas-Greenfield-North-Korea-ICBM-
sanctions-China-Russia-UN-Security-Council/4291669095191/.
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There is growing support among the South Korean public for acquiring nuclear weapons. If the
South goes nuclear, it will mean a collapse of US-ROK nonproliferation strategy. There are significant
risks for Seoul to pursue such a path, including creasing a rift with its major security ally, the United
States, as occurred when former President Park Chung-hee pursued a clandestine nuclear program in
the 1970s. President Park eventually abandoned this program in exchange for security guarantees from
the United States. Moreover, Seoul would also risk international sanctions since it would need to first
withdraw from Nuclear Nonproliferation Treaty in order to pursue its own nuclear program.

The U.S. is therefore understandably opposed to South Korea developing its own nuclear
weapons. From the American perspective, U.S. forces can hit any target in North Korea using highly
precise conventional weapons. Even if the conflict escalates and a nuclear strike is necessary, the
weapons could be launched from secure U.S. platforms, such as ballistic missile submarines or long-
range bombers, that do not need to be based on the peninsula.

But while South Korea is still unlikely to go nuclear, there is a need for the U.S. and South Korea
to recalibrate their nonproliferation strategy. The U.S. needs to rebuild confidence in its security
commitment to its allies, including recommitting to strengthen extended deterrence. The U.S. should
reaffirm its treaty-based collective defense commitments unequivocally and indefatigably and take
steps to bolster the deterrence and defense capabilities of South Korea, including augmenting missile
defenses and rotating more nuclear-capable U.S. weapons systems, such as B-52s and F-35s, to South
Korea. Washington and Seoul should also examine a number of other options to strengthen extended
deterrence. The U.S. and South Korea should conduct in-depth joint studies that would explore the
pros and cons of various extended nuclear deterrence options and offer recommendations for a way
forward that makes sense—providing for the South’s defense without driving nuclear proliferation,
further destabilizing the situation in Northeast Asia, or weakening the U.S.-ROK alliance. There are at
least seven options that need to be seriously studied.

First, as recommended by the task force convened by the Chicago Council on Foreign Relations,
the U.S. should consider creating an Asian Nuclear Planning Group with South Korea, Australia, and
Japan.® This would bring U.S. allies into the U.S. nuclear planning processes and provide a platform
for these allies to discuss specific policies associated with U.S. nuclear forces. Since 1967, the NATO
Nuclear Planning Group (NPG) has been a critical factor in reassuring European allies of the U.S.
nuclear guarantee and the main body for conducting nuclear exercises and planning. An Asian NPG
could provide similar reassurance.

Second, the U.S. and South Korea should examine whether NATO-style sharing of nuclear

weapons is feasible or advisable. With NATO’s “nuclear sharing,” if a major war were to break out,

8. “Preventing Nuclear Proliferation and Reassuring America’s Allies,” Task Force Report, The Chicago Council
on Global Affairs, https://globalaffairs.org/sites/default/files/2021-02/report_preventing-nuclear-proliferation-
reassuring-americas-allies_O.pdf.
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NATO’s Nuclear Planning Group must give its explicit approval to deploy these weapons; the U.S.
President and British Prime Minister would have to provide authorization as well. Only then would
B-61 bombs be delivered by European aircraft. Could a similar arrangement be developed with South
Korea, one of the U.S.’s most important non-NATO allies? To be sure, there are many risks to this
option, including making nuclear storage sites and allied delivery stems potential targets of preemptive
attack and burdening the alliance with the costs of building the necessary infrastructure. But this is a
topic that needs greater study and consultation.

Third, similarly, the possibility of redeploying U.S. tactical nuclear to South Korea should be
at least examined. U.S. tactical nuclear weapons were deployed in South Korea for over 30 years,
from the late 1950s to the early 1990s. At the height of the Cold War, the number of U.S. tactical
nuclear warheads reached over 950 in total before deployment was slowly reduced starting in the
1970s. By December 1991, under the Presidential Nuclear Initiative, all U.S. nuclear weapons were
removed from the Peninsula. Today, redeployment require U.S. support (which remains unlikely)
and raises all sorts of thorny questions: How might North Korea react? What about China, Russia,
and Japan? Under what calculus might redeployment be considered feasible? What are the potential
risks and benefits to South Korea? What role would the ROK military play in leadership and military
infrastructure changes necessary for redeployment? Are there middle ground options, such as U.S.
political and military reassurances, increased U.S. deterrence signaling vis-a-vis North Korea, and
enhancement of dual-use strategic assists in the region? Joint studies could examine all of these
pressing questions.

Fourth, the U.S. and South Korea should be strengthening missile defense by integrating U.S.-
ROK intelligence assets, augmenting the existing Terminal High Altitude Area Defense System
(THAAD) on Guam, bringing in additional THAAD batteries to defend highly populated Seoul, and
augmenting the current 44-ground based interceptors to 64 interceptors by fielding the next-generation
interceptor (NGI) before the end of the decade, and deploying an Aegis Ashore system on Guam.
South Korea, for its part, should integrate its Korea Air and Missile Defense (KAMD) program into
the comprehensive allied BMD system incorporating Japanese and U.S. sensors and interceptors.
Seoul has refused to do this because of bilateral tensions with Japan arising from sensitive historic
issues. Integrating the KAMD would enable quicker, more efficient allied tracking, targeting, and
intercepting of North Korean ballistic missiles.

Fifth, South Korea should work with the U.S. and Japan on greater trilateral security cooperation
even beyond missile defense. President Yoon and Japanese Prime Minister Fumio Kishida have
pledged to improve bilateral relations strained by contentious historic issues. They should focus
on areas where trilateral cooperation is imperative and continue to facilitate high-level dialogue, as
well as within Track 2 circles, to build broader support for sustained security cooperation regardless
of shifting political dynamics. South Korea should consider expanding military coordination with

Japan to enable more effective responses to the Chinese and North Korean military threats. This
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can take place in the context of both countries’ alliances with the United States as well as increased
South Korean participation in regional military training and exercises with Australia, Japan, and other
security partners.

Sixth, the ROK armed forces should be building a non-nuclear deterrent with significantly
precision-strike capabilities. Seoul should maintain ongoing efforts to procure additional advanced
attack aircraft and develop missiles with larger payloads and ranges. In May 2021, the United States
removed previous restrictions to enable Seoul to develop ballistic missiles with ranges beyond the
Korean Peninsula. Seoul subsequently announced it would develop a missile with a three-ton warhead
for hardened North Korean targets.”

Seventh, Washington and Seoul should inject new and realistic scenarios into U.S.-ROK joint
military exercises and tabletop exercises (TTXs) to help identify vulnerabilities and areas needing
improvement.

Eighth, Washington and Seoul should build an alliance support and response strategy in the case
of Chinese economic coercion if South Korea should take some of the steps suggested above such as
enhancing missile defenses with the U.S. and Japan. A coordinated alliance response plan may help to
prevent coercive actions from being exercised or can at least mitigate their effects.

To sum up, the North Korean WMD threat continues to grow. South Korea and the U.S. must
expand their response before the situation becomes more destabilizing and strategic balance tilts in
favor of North Korea. This will require deepening and expanding the alliance and bringing into closer
cooperation with Japan, the other major U.S. ally in the region. Some of these steps will requiring

overcoming political opposition in South Korea, but the security imperative is clear and pressing.

9. Josh Smith, “South Korea Says It is Developing More Powerful Missiles to Deter North Korea,” Reuters,
September 2, 2021, https://www.japantimes.co.jp/news/2021/09/02/asia-pacific/south-korea-new-missiles/.

Dr. Sue Mi Terry

Dr. Sue Mi Terry is Director of the Asia Program and Director of the Hyundai Motor-Korea Foundation
Center for Korean History and Public Policy at the Woodrow Wilson International Center for Scholars. Dr.
Terry has had a distinguished career in intelligence, policymaking, and academia. She served as a Senior
Analyst at the CIA (2001-2008), Director of Korea, Japan, and Oceanic Affairs at the National Security
Council under both President George W. Bush and President Barack Obama (2008-2009), and Deputy
National Intelligence Officer for East Asia at the National Intelligence Council (2009-2010). From 2010 to
2011, Dr. Terry served as the National Intelligence Fellow in the David Rockefeller Studies Program at
the Council on Foreign Relations in New York. Since leaving the government, Dr. Terry has been a Senior
Research Scholar at the Columbia University Weatherhead East Asian Institute (2011-2015), Senior Advisor
for Korea at Bower Group Asia (2017 to 2021) and was Senior Fellow with the Korea Chair at the Center for
Strategic and International Studies (2017-2021).
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Compliance Solutions
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COMPLIANCE SOLUTIONS

Compliance Challenges 1n
Global Supply Chains

Sean Kwon,

Kharon's Asia Business Representative

The global regulatory environment involving sanctions and trade control risks in
commercial supply chains is increasingly challenging and complex. Particularly in
the U.S., UK and EU, regulators are raising expectations and signaling the growing
importance of identifying sanctions and trade control risk in global supply chains.
This article focuses on various challenges along each step of the product supply chain,
including with respect to customers, manufacturers, suppliers, distributors, transport
firms, and various project vendors. This piece also includes case studies to show how
commercial supply chains can be exposed to sanctions networks or networks related

to trade controls.

Sanctions Risk in Supply Chains

Ensuring that an enterprise does not provide goods or services, either directly or
indirectly, to sanctioned companies can be challenging, particularly when exposure
emerges indirectly through a supplier relationship.

For example, a Germany-incorporated company specializes in providing solutions

for non-destructive material testing. The Germany-based company sells its products
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to a Chinese company, Beijing E-Science Co., Ltd., based on the websites of both
companies. According to corporate records, Beijing E-Science is majority owned by
Beijing Alite Technologies Co., Ltd. Beijing Alite Technologies was sanctioned by the
U.S. Treasury Department’s Office of Foreign Assets Control (OFAC) for providing
U.N,, U.S., and EU sanctioned organizations in Iran with missile-related and dual-use
components. These sanctioned Iranian organizations include Aerospace Industries
Organization (AIO), and its subordinates, the Shahid Bakeri Industrial Group (SBIG),
and/or Shahid Hemmat Industrial Group (SHIG). While Beijing E-Science does not
appear by name on the OFAC list, OFAC’s 50 Percent Rule mandates that firms 50
percent or more owned by sanctioned parties are sanctioned by law even if they do not
appear on a sanctions list. The Germany-based company is but one of several U.S. and
EU-based companies with potential sanctions exposure through Beijing E-Science
and Beijing Alite Technologies, highlighting the importance of conducting effective

due diligence.

Aerospace Industries
Prganization
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Export Controls and the U.S. Commerce Department Military End Use/End User Rule

With the introduction of the Military End Use/End User (MEU) rule in 2020, the
U.S. Department of Commerce’s Bureau of Industry and Security (BIS) called upon
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exporters to conduct enhanced due diligence surrounding the ultimate end users of
exported goods. The MEU rule restricts the transfer of items in situations that BIS
has determined may be destined for military end users in restricted countries, as
well as the transfer of covered items to foreign entities engaged in military end use
activities. Countries covered by the MEU rule include Myanmar (Burma), Cambodia,
China, Russia, Belarus, and Venezuela. However, the U.S. government has noted
that the initial BIS MEU list “is not exhaustive, and exporters, re-exporters, and
transferors must still conduct due diligence for parties not on the list.” BIS notes that
the establishment of this MEU List “does not imply that other parties, not included on
the list, are not subject to [similar] controls under EAR,” indicating that U.S. exporters
are responsible for conducting due diligence regarding their transactions involving
exports to countries like China and Russia. The goal is to restrict the trade of certain
goods with military end users or for military end uses in designated countries by
requiring companies to obtain licenses from the BIS for these transactions.

Identifying MEU exposure can be particularly challenging when goods sold to
non-MEU countries are diverted. In the example highlighted below, for instance,
companies outside of Russia acquired Western-origin technologies for Russian
defense and military end users.. Two Hong Kong-based companies sold electronic
components, including U.S.-origin parts, to a Russian-based firm that acts as the
“principal importer” for a company that sells foreign products directly to Russian

defense companies, according to trade and corporate records.
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Vest Ost OO0 acts as the “principal importer” of electronic components to
Promelektronika Group, one of Russia’s largest providers of electronic components.
Promelektronika’s subsidiaries sell foreign products directly to the Russian military,
providing microchips, photodiodes, and other electronic components to military
research and development institutions — many of them sanctioned by the U.S. and
other Western governments.

In many cases, procurement agents, distribution partners, and other trade
intermediaries who are involved in acquiring goods and technology present a

challenge in identifying military end use or end user risk.

Forced Labor Risk in Supply Chain

Government regulations, enforcement actions, news headlines, and industry best
practices are also increasingly drawing attention to concerns over the prevalence of
forced labor and human rights violations in global supply chains.

Since the passage of the Uyghur Forced Labor Prevention Act (UFLPA) by the
U.S. Congress in December 2021, further measures have been taken to address these
risks — resulting in a regulatory landscape that is increasingly expansive and global.
New measures include requirements from the U.S. Customs and Border Protection’s
(CBP) Customs Trade Partnership Against Terrorism (CTPAT) program, the EU’s
proposed ban on forced labor, guidance from Japan’s Ministry of Economy, Trade, and
Industry (METT), and supply chain laws in Germany and Switzerland.

Enforcement, particularly in the U.S., appears to be ramping up. CBP reported
that in October 2022 it targeted 398 import entries valued at more than $129 million
USD for suspected use of forced labor. While CBP indicated that the targeted goods
included items subject to the UFLPA and Withhold Release Orders (WROs), it did not
provide a breakdown of the items detained or points of origin.

Many industries, to include but not limited to those producing or importing gloves,
hair products, polysilicon, textiles, thread/yarn, and tomato products, as set forth in the
U.S. Department of Labor’s List of Goods Produced by Child Labor or Forced Labor,
must exercise effective due diligence to ensure supply chains are not tainted by the

presence of forced labor.
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H;afu Holdings CoN_\td. South Korea-Based Company

BENEFICIAL OWNER + VENDOR

7NER VENDOR
N PZON
il VENDOR > (Quing
\
Huafu Fash‘ion Co., Ltd. Fountain Set (Holgngs) Limited
OWNER VENDOR
\
22N 2N 2N
Xinjiang Aksu Wemen'sPrison  Aksu Huafu Textiles Co. South Korea-Based Company
LOCATED AT LOCATED AT
\A /
2N

Aksu Textiles Industrial City

In June 2020, Aksu Huafu Textiles Co. was added to the BIS Entity List for
engaging in human rights violations and abuses in Xinjiang. Aksu Huafu Textiles is
located in the Aksu Textiles Industry City, an industrial park that hosts the Xinjiang
Aksu Women'’s Prison and the Aksu Textile and Apparel Industry Training Center,
which states that it uses a “transformational” vocational training model that includes
elements of Mandarin language education and skills development to improve the

266

trainees’ “‘character,” according to a local government statement.

Aksu Huafu Textiles’ parent companies supply various cotton yarn products to
its sister company in China, Fountain Set (Holdings) Limited, for the manufacture of
textile products. A major South Korean shoe brand and a South Korea-based fashion
and retail conglomerate are clients of Fountain Set (Holdings) Limited, according to its
2021 investor presentation.

Media reports in March 2021 note that the Chinese unit of the major South Korean
shoe brand confirmed its support for Xinjiang cotton, writing on its Weibo account that
it “has always purchased and used cotton produced in China including that from the

Xinjiang region.”
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Kharon’s Risk Mitigation Solution

Kharon is a leading provider of risk management solutions driven by proprietary
research and data analytics. Kharon rigorously investigates and curates complex
data around matters situated at the intersection of global security and commerce —
powering financial crimes, sanctions, trade, and export control compliance, supply
chain security, and legal and reputational risk mitigation. With teams of multilingual
subject matter experts, data scientists, and software engineers, Kharon generates
enriched data covering the commercial networks of restricted actors and their related
parties — facilitating effective, informed decision-making through critical insights
that are accessible and actionable. Kharon’s integrated solutions are designed to merge
seamlessly with existing screening and analytics environments, due diligence and
investigative functions, and training requirements.

Kharon’s Supply Chain Data includes thousands of entities with direct
commercial ties to sanctioned actors. Commercial relationships include vendors,
contractors, and suppliers of goods and services to sanctioned firms and their
networks. Supply chain relationships can also include transport firms, procurement
agents, and brokers who coordinate trade deals and logistics. Kharon’s analysis of
supply chain risks reveals direct and indirect commercial exposure to sanctioned firms.
Kharon provides the data and analytics required to surface forced labor and military
end user risks within your supply chains and operations that stem from foreign actors

targeted by government restrictions.

Sean Kwon

Represents Kharon's Asia business, he is a global security expert specializing in supply chain
and financial crime risk. Sean formerly served in the Korean Navy UDT/SEALs and successfully
exited from two start-ups before joining Kharon.
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