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Internet Governance & Digitale Außenpolitik 
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Tom Wheeler 
Brookings Institution, 08.10.2025 
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Akanksha Sinha Nigel Cory 
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Countering the Digital Silk Road: Saudi Arabia 
Ruby Scanlon, Vivek Chilukuri 
Center for a New American Society, 16.09.2025, 48 Seiten. 
 
 

https://www.brookings.edu/articles/donald-trumps-digital-mercantilism/
https://www.aspi.org.au/strategist-posts/australia-can-help-build-digital-trust-in-the-indo-pacific/
https://jamestown.org/program/kremlins-new-moves-towards-internet-sovereignty/
https://www.newamerica.org/the-thread/trump-tiktok-deal-tech-accountability-fails/
https://www.chathamhouse.org/2025/10/tiktok-transfer-raises-worrying-questions-allies-uk
https://www.brookings.edu/articles/what-is-a-digital-ad-tax/
https://voelkerrechtsblog.org/de/call-for-reflections-digital-empires/
https://www.nbr.org/publication/the-case-for-u-s-leadership-on-global-data-governance/
https://cetas.turing.ac.uk/publications/silicon-valley-invests-uk-us-tech-alliance-new-chapter-special-relationship
https://cetas.turing.ac.uk/publications/silicon-valley-invests-uk-us-tech-alliance-new-chapter-special-relationship
https://www.cnas.org/publications/reports/countering-the-digital-silk-road-saudi-arabia
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Trustworthy digital identities can set the standards for secure benefits provision in 
the US 
Ananya Kumar 
Atlantic Council, 12.09.2025 
 
Google decision demonstrates need to overhaul competition policy for AI era 
Bill Baer Tom Wheeler 
Brookings Institution, 09.09.2025 
 
The Power of Shared Data: Building Blocks for Interoperability 
Sydney Saubestre, Comfort Sampong 
New America, 04.09.2025 
 
Digitale Abhängigkeit: Welchen Einfluss die Technologie- und Cyberpolitik der USA 
auf Europa hat 
Alexandra Paulus, Daniel Voelsen 
Stiftung Wissenschaft und Politik (SWP), Podcast, 04.09.2025 
 
Export Controls and Spyware: Enhancing Oversight, Transparency and Restraint 
Giovanna Maletta, Mark Bromley 
Stockholm International Peace Research Institute (SIPRI), 09.2025, 47 Seiten. 
 
Hyperscale cloud and shared security in the Indo-Pacific: Views from The Strategist 
Jason Van der Schyff, Gatra Priyandita, Andrew Horton 
Australian Strategic Policy Institute (ASPI), 26.08.2025 
 
Disrupted, Throttled, and Blocked - State Censorship, Control, and Increasing Isolation 
of Internet Users in Russia 
Human Rights Watch, 30.07.2025, 70 Seiten. 
 
Zurück zum Inhaltsverzeichnis 

Cybersicherheit & Cyber-Außenpolitik 

Jaguar Land Rover cyberattack shows that governments must provide post-incident 
support 
Gareth Mott, Jason R. C. Nurse 
Royal United Services Institute, 07.10.2025 
 
British businesses are sitting ducks for cybercriminals 
Jamie MacColl 
Royal United Services Institute, 06.10.2025 
 
 

https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/trustworthy-digital-identities-can-set-the-standards-for-secure-benefits-provision-in-the-us/
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/trustworthy-digital-identities-can-set-the-standards-for-secure-benefits-provision-in-the-us/
https://www.brookings.edu/articles/google-decision-demonstrates-need-to-overhaul-competition-policy-for-ai-era/
https://www.newamerica.org/oti/briefs/the-power-of-shared-data/
https://www.swp-berlin.org/publikation/digitale-abhaengigkeit-welchen-einfluss-die-technologie-und-cyberpolitik-der-usa-auf-europa-hat
https://www.swp-berlin.org/publikation/digitale-abhaengigkeit-welchen-einfluss-die-technologie-und-cyberpolitik-der-usa-auf-europa-hat
https://www.sipri.org/publications/2025/other-publications/export-controls-and-spyware-enhancing-oversight-transparency-and-restraint
https://www.aspi.org.au/report/hyperscale-cloud-and-shared-security-in-the-indo-pacific-views-from-the-strategist/
https://www.hrw.org/report/2025/07/30/disrupted-throttled-and-blocked/state-censorship-control-and-increasing-isolation
https://www.rusi.org/explore-our-research/publications/external-publications/jaguar-land-rover-cyberattack-shows-governments-must-provide-post-incident-support
https://www.rusi.org/explore-our-research/publications/external-publications/jaguar-land-rover-cyberattack-shows-governments-must-provide-post-incident-support
https://www.rusi.org/explore-our-research/publications/external-publications/british-businesses-are-sitting-ducks-cybercriminals
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Building the human firewall: Australia’s next layer of cyber resilience 
James Corera 
Australian Strategic Policy Institute (ASPI), 01.10.2025 
 
404 Accountability not found: Spyware accountability through software liability 
Sara Ann Brackett, Jen Roberts 
Atlantic Council, 30.09.2025 
 
Building a Sustainable Cybersecurity Talent Pipeline 
Sven Herpig 
Interface, 30.09.2025 
 
Why Congress Must Protect Cyber Sharing 
Michael Casey, Peter Hyun 
Center for Strategic and International Studies, 26.09.2025 
 
Assessing Cyber Risks and Resilience in India and Pakistan 
Arindrajit Basu 
Stimson Center, 25.09.2025 
 
Protecting Schools Virtually - Cybersecurity and Threats on K–12 School Computer Sys-
tems 
Melissa Kay Diliberti, Pauline Moore, Brian A. Jackson 
RAND Corporation, 24.09.2025 
 
Firebreaks for the digital age: Why Australia needs its cyber coordinator 
James Corera 
Australian Strategic Policy Institute (ASPI), 16.09.2025 
 
South Asian Perspectives on Critical Cyber Threats, Law, and Norms 
Stimson Center, 16.09.2025 
 
Mythical Beasts: Diving into the depths of the global spyware market 
Sarah Graham, Jen Roberts, Nitansha Bansal 
Atlantic Council, 10.09.2025 
 
Digital Gaps, Cyber Threats: Designing Policies to Keep People Safe Online 
Nina-Simone Edwards 
New America, 10.09.2025 
 
Indo-Pacific Responses to Chinese Cyber Hegemony 
Abhishek Sharma 
Observer Research Foundation, 10.09.2025 
 

https://www.aspi.org.au/strategist-posts/building-the-human-firewall-australias-next-layer-of-cyber-resilience/
https://www.atlanticcouncil.org/in-depth-research-reports/report/404-accountability-not-found-spyware-accountability-through-software-liability/
https://www.interface-eu.org/publications/building-a-sustainable-cybersecurity-talent-pipeline
https://www.csis.org/analysis/why-congress-must-protect-cyber-sharing
https://www.stimson.org/2025/assessing-cyber-risks-and-resilience-in-india-and-pakistan/
https://www.rand.org/pubs/research_reports/RRA3930-6.html
https://www.aspi.org.au/strategist-posts/firebreaks-for-the-digital-age-why-australia-needs-its-cyber-coordinator/
https://www.stimson.org/2025/south-asian-perspectives-on-critical-cyber-threats-law-and-norms/
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/mythical-beasts-diving-into-the-depths-of-the-global-spyware-market/
https://www.newamerica.org/future-security/reports/digital-gaps-cyber-threats/
https://www.orfonline.org/expert-speak/indo-pacific-responses-to-chinese-cyber-hegemony
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Cyberfraud epicentre: Myanmar scam centres are a global cyber and humanitarian 
threat 
Nathan Ruser 
Australian Strategic Policy Institute (ASPI), 08.09.2025 
 
The UK's Cyber Security in a Quantum World 
Joseph Jarnecki 
Royal United Services Institute, 05.09.2025 
 
Silence as strategy: Southeast Asia and China’s persistent cyber campaigns 
Gatra Priyandita 
Australian Strategic Policy Institute (ASPI), 01.09.2025 
 
Mapping India’s Cybersecurity Administration in 2025 
Tejas Bharadwaj 
Carnegie Endowment for International Peace, 01.09.2025 
 
Curbing the cost of cybersecurity fragmentation: an agenda for harmonisation 
across the Indo-Pacific 
Bart Hogeveen, Gatra Priyandita, James Corera 
Australian Strategic Policy Institute (ASPI), 28.08.2025 
 
Perspectives on the Next UK National Cyber Strategy 
Carla Baker, Daniel Cuthbert, Joe Devanny, Jen Ellis, Conrad Prince and Nikita Shah 
Royal United Services Institute, 27.08.2025 
 
Cyber Statecraft: The Challenges of Using Spyware Tools 
Gareth Mott 
Royal United Services Institute, 27.08.2025 
 
The Winning Economics of Cybersecurity in an Age of Advanced Artificial Intelli-
gence 
Chad Heitzenrater 
RAND Corporation, 26.08.2025 
 
Das Janus-Prinzip: Fünf zentrale Reformansätze für die europäische Cybersicher-
heitspolitik 
Annegret Bendiek, Jakob Bund 
Stiftung Wissenschaft und Politik (SWP), 22.08.2025, 8 Seiten. 
 
IP25081 | Critical Infrastructure Designation: A Strategic Approach to Enhancing 
Space Sector Cybersecurity 
Bich Tran 
S. Rajaratnam School of International Studies, 18.08.2025, 6 Seiten. 
 

https://www.aspi.org.au/strategist-posts/cyberfraud-epicentre-myanmar-scam-centres-are-a-global-cyber-and-humanitarian-threat/
https://www.aspi.org.au/strategist-posts/cyberfraud-epicentre-myanmar-scam-centres-are-a-global-cyber-and-humanitarian-threat/
https://www.rusi.org/news-and-comment/video-commentary/uks-cyber-security-quantum-world
https://www.aspi.org.au/strategist-posts/silence-as-strategy-southeast-asia-and-chinas-persistent-cyber-campaigns/
https://carnegieendowment.org/research/2025/09/mapping-indias-cybersecurity-administration-in-2025?lang=en
https://www.aspi.org.au/report/curbing-the-cost-of-cybersecurity-fragmentation-an-agenda-for-harmonisation-across-the-indo-pacific/
https://www.aspi.org.au/report/curbing-the-cost-of-cybersecurity-fragmentation-an-agenda-for-harmonisation-across-the-indo-pacific/
https://www.rusi.org/explore-our-research/publications/commentary/perspectives-next-uk-national-cyber-strategy
https://www.rusi.org/news-and-comment/video-commentary/cyber-statecraft-challenges-using-spyware-tools
https://www.rand.org/pubs/perspectives/PEA3691-11.html
https://www.rand.org/pubs/perspectives/PEA3691-11.html
https://www.swp-berlin.org/publikation/das-janus-prinzip-fuenf-zentrale-reformansaetze-fuer-die-europaeische-cybersicherheitspolitik
https://www.swp-berlin.org/publikation/das-janus-prinzip-fuenf-zentrale-reformansaetze-fuer-die-europaeische-cybersicherheitspolitik
https://rsis.edu.sg/rsis-publication/idss/ip25081-critical-infrastructure-designation-a-strategic-approach-to-enhancing-space-sector-cybersecurity/
https://rsis.edu.sg/rsis-publication/idss/ip25081-critical-infrastructure-designation-a-strategic-approach-to-enhancing-space-sector-cybersecurity/
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The Third Way: Why Rising Powers Reject U.S.–China Digital Models 
Arindrajit Basu 
New America, 13.08.2025 
 
China Is Winning the Cyberwar 
Anne Neuberger 
Royal United Services Institute, 13.08.2025 
 
Cybersecurity Developments in Latin America: Problems, Models, and Cooperation 
Channels 
Jesus Antonio Renzullo Narvaez 
German Institute for Global and Area Studies, 08.2025 
 
EU Cyber Posture: Why Cyber Deterrence does not work (yet) 
Annegret Bendiek, Jonas Hemmelskamp 
Stiftung Wissenschaft und Politik (SWP), SWP Working Paper, 08.2025, 20 Seiten. 
 
Zurück zum Inhaltsverzeichnis 

Militärische Cyberverteidigung  

From Drones to Data: Private Contractors and Cyber Mercenaries 
Joana de Deus Pereira 
Royal United Services Institute, 19.09.2025 
 
Mutual Defense in Cyberspace: Joint Action on Attribution 
Julia Brock, James Andrew Lewis 
Center for Strategic and International Studies, 17.09.2025, 13 Seiten. 
 
Edging Ahead: The Importance of Tactical Military Edge Computing 
Sameer Patil, Dhruv Banerjee 
Observer Research Foundation, 16.09.2025 
 
Encouraging New Thinking on Offensive Cyber Operations 
Conrad Prince 
Royal United Services Institute, 10.09.2025 
 
A Playbook for Winning the Cyber War 
Center for Strategic and International Studies, 04.09.2025 
 

A Playbook for Winning the Cyber War: Part 1: Executive Summary 
Julia Dickson, Aosheng Pusztaszeri, Emily Harding 
Center for Strategic and International Studies, 04.09.2025, 23 Seiten. 
 

https://www.newamerica.org/planetary-politics/blog/the-third-way-why-rising-powers-reject-uschina-digital-models/
https://www.rusi.org/explore-our-research/publications/external-publications/china-winning-cyberwar
https://www.giga-hamburg.de/de/publikationen/beitraege/cybersecurity-developments-latin-america-problems-models-cooperation-channels
https://www.giga-hamburg.de/de/publikationen/beitraege/cybersecurity-developments-latin-america-problems-models-cooperation-channels
https://www.swp-berlin.org/publications/products/arbeitspapiere/Bendiek_Hemmelskamp_EU_Cyber_Posture_SWP_WP_25_07.pdf
https://www.rusi.org/explore-our-research/publications/commentary/drones-data-private-contractors-and-cyber-mercenaries
https://www.csis.org/analysis/mutual-defense-cyberspace-joint-action-attribution
https://www.orfonline.org/expert-speak/edging-ahead-the-importance-of-tactical-military-edge-computing
https://www.rusi.org/explore-our-research/publications/commentary/encouraging-new-thinking-offensive-cyber-operations
https://www.csis.org/programs/intelligence-national-security-and-technology-program/playbook-winning-cyber-war
https://www.csis.org/analysis/playbook-winning-cyber-war-part-1-executive-summary
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A Playbook for Winning the Cyber War: Part 2: Evaluating Russia’s Cyber Strategy 
Julia Dickson, Emily Harding 
Center for Strategic and International Studies, 04.09.2025, 53 Seiten. 
 
A Playbook for Winning the Cyber War: Part 3: Evaluating China’s Cyber Strategy 
Julia Dickson, Emily Harding, Aosheng Pusztaszeri 
Center for Strategic and International Studies, 04.09.2025, 71 Seiten. 
 
A Playbook for Winning the Cyber War: Part 4: Evaluating Iran’s Cyber Strategy 
Julia Dickson, Emily Harding 
Center for Strategic and International Studies, 04.09.2025, 55 Seiten. 
 
A Playbook for Winning the Cyber War: Part 5: Evaluating U.S. Cyber Strategy 
Julia Dickson, Emily Harding, Aosheng Pusztaszeri 
Center for Strategic and International Studies, 04.09.2025, 61 Seiten. 
 
A Playbook for Winning the Cyber War: Part 6: Testing U.S. Policy Responses to De-
structive Cyberattacks with Wargames 
Julia Dickson, Aosheng Pusztaszeri, Emily Harding 
Center for Strategic and International Studies, 04.09.2025, 35 Seiten. 
 
A Playbook for Winning the Cyber War: Part 7: How the United States Can Win 
Julia Dickson, Aosheng Pusztaszeri, Emily Harding 
Center for Strategic and International Studies, 04.09.2025, 40 Seiten. 

 
Aktive Cyberabwehr: Von der Wirkung zur Toolbox 
Valentin Weber, Ferdinand Gehringer 
Deutsche Gesellschaft für Auswärtige Politik, 27.08.2025, 4 Seiten. 
 
Getting the Fundamentals of Cyberspace Force Readiness Right 
Susan M. Gates, Quentin E. Hodgson 
RAND Corporation, 26.08.2025 
 
CyCon 2025 Series – AI-Enabled Offensive Cyber Operations: Legal Challenges in the 
Shadows of Automation 
Peter Pijpers, Eric Pouw 
Lieber Institute West Point, 22.08.2025 
 
Zurück zum Inhaltsverzeichnis 

Kritische & Digitale Infrastruktur 

Smarter MDB financing to unlock digital infrastructure’s 're-use dividend' 
Jacob Taylor, Jordan Sandman, CV Madhukar, Homi Kharas 
Brookings Institution, 10.10.2025 
 

https://www.csis.org/analysis/playbook-winning-cyber-war-part-2-evaluating-russias-cyber-strategy
https://www.csis.org/analysis/playbook-winning-cyber-war-part-3-evaluating-chinas-cyber-strategy
https://www.csis.org/analysis/playbook-winning-cyber-war-part-4-evaluating-irans-cyber-strategy
https://www.csis.org/analysis/playbook-winning-cyber-war-part-5-evaluating-us-cyber-strategy
https://www.csis.org/analysis/playbook-winning-cyber-war-part-6-testing-us-policy-responses-destructive-cyberattacks
https://www.csis.org/analysis/playbook-winning-cyber-war-part-6-testing-us-policy-responses-destructive-cyberattacks
https://www.csis.org/analysis/playbook-winning-cyber-war-part-7-how-united-states-can-win
https://dgap.org/de/forschung/publikationen/aktive-cyberabwehr-von-der-wirkung-zur-toolbox
https://www.rand.org/pubs/perspectives/PEA2761-1.html
https://lieber.westpoint.edu/ai-enabled-offensive-cyber-operations-legal-challenges-shadows-automation/
https://lieber.westpoint.edu/ai-enabled-offensive-cyber-operations-legal-challenges-shadows-automation/
https://www.brookings.edu/articles/smarter-mdb-financing-to-unlock-digital-infrastructures-re%e2%80%91use-dividend/
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Governance Framework of Digital India: Fit for the Era of Convergence? 
Deepak Maheshwari 
Centre for Social and Economic Progress, 03.10.2025 
 
The Strategic Future of Subsea Cables: Singapore Case Study 
Erin L. Murphy, Thomas Bryja 
Center for Strategic and International Studies, 24.09.2025, 10 Seiten. 
 
Digital Inclusion: Policy Pathways for Public-Private Partnerships 
Deepak Maheshwari 
Centre for International Governance Innovation (CIGI), 18.09.2025, 10 Seiten. 
 
Digital government as critical infrastructure 
Jason Van der Schyff 
Australian Strategic Policy Institute (ASPI), 12.09.2025 
 
Building Sovereign Data-Centre Infrastructure in India 
Srishti V. Sinha 
Observer Research Foundation, 11.09.2025 
 
IMEC must be more than a trade route. Digital integration should be a priority 
Afaq Hussain 
Atlantic Council, 26.08.2025 
 
The Scale of Russian Sabotage Operations Against Europe’s Critical Infrastructure 
Charlie Edwards, Nate Seidenstein 
International Institute for Strategic Studies (IISS), 19.08.2025 
 
Zurück zum Inhaltsverzeichnis 

Künstliche Intelligenz (KI)  

Reimagining the future of data and AI labor in the Global South 
Michelle Du, Chinasa T. Okolo 
Brookings Institution, 07.10.2025 
 
Securing Frontier AI - Exploring Governance Models and Policy Options 
Gregory Smith, et al. 
RAND Corporation, 07.10.2025 
 
Think Again: Freedom of Thought in the Age of Artificial Intelligence 
Organization for Security and Co-operation in Europa, 03.10.2025, 55 Seiten. 
 

https://csep.org/blog/governance-of-digital-india-fit-for-the-era-of-convergence/
https://www.csis.org/analysis/strategic-future-subsea-cables-singapore-case-study
https://www.cigionline.org/publications/digital-inclusion-policy-pathways-for-public-private-partnerships/
https://www.aspi.org.au/strategist-posts/digital-government-as-critical-infrastructure/
https://www.orfonline.org/expert-speak/building-sovereign-data-centre-infrastructure-in-india
https://www.atlanticcouncil.org/blogs/new-atlanticist/imec-must-be-more-than-a-trade-route-digital-integration-should-be-a-priority/
https://www.iiss.org/research-paper/2025/08/the-scale-of-russian--sabotage-operations--against-europes-critical--infrastructure/
https://www.brookings.edu/articles/reimagining-the-future-of-data-and-ai-labor-in-the-global-south/
https://www.rand.org/pubs/research_reports/RRA4159-1.html
https://www.osce.org/odihr/597450
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We Say You Want a Revolution PRISONBREAK – An AI-Enabled Influence Operation 
Aimed at Overthrowing the Iranian Regime 
Alberto Fittarelli, et al. 
Citizen Lab, 02.10.2025 
 
Guidelines for the Construction of a Comprehensive Standardization System for the 
National Artificial Intelligence Industry (2024 Edition) - Read our translation of a Chi-
nese guide to the formulation of AI-related domestic and international standards 
Center for Security and Emerging Technology (CSET), 01.10.2025, 13 Seiten. 
 
Implementation Opinions of the National Development and Reform Commission and 
the National Energy Administration on Promoting the High-Quality Development of 
“Artificial Intelligence+” Energy - Read our translation of a policy that describes China’s 
vision for the adoption of AI technology in its energy sector through 2030 
Center for Security and Emerging Technology (CSET), 30.09.2025, 17 Seiten. 
 
Feminised by Design: Rethinking Gender-Bias in AI Companions 
Tanusha Tyagi 
Observer Research Foundation, 29.09.2025 
 
Fragile Foundations: Hidden Risks of Generative AI 
Anne L. Washington 
Bertelsmann Stiftung, 25.09.2025, 40 Seiten. 
 
Opinions of the State Council on Deepening the Implementation of the “Artificial In-
telligence+” Initiative - Read our translation of a Chinese government policy that encour-
ages accelerated adoption of AI across virtually every industry and segment of society in 
China from 2025 to 2035 
Center for Security and Emerging Technology (CSET), 24.09.2025, 10 Seiten. 
 
From digital to agent economy: A strategic framework for AI security 
Thorsten Jelinek 
Hertie School Centre for Digital Governance, 23.09.2025 
 
The Well-Tempered AI Assistant for Policy Processes - Approximately Optimizing AI 
Outputs to Empower Policy Discussions 
John S. Hollywood 
RAND Corporation, 23.09.2025 
 
Rethinking Social and Economic Policy in the Age of General-Purpose Artificial Intel-
ligence - Navigating the Cascading Impacts of AI Adoption 
Vegard M. Nygaard, et al. 
RAND Corporation, 23.09.2025 
 

https://citizenlab.ca/2025/10/ai-enabled-io-aimed-at-overthrowing-iranian-regime/
https://cset.georgetown.edu/publication/china-ai-standardization-guidelines-2024/
https://cset.georgetown.edu/publication/china-ai-standardization-guidelines-2024/
https://cset.georgetown.edu/publication/china_ai_plus_energy_opinions_2025/
https://cset.georgetown.edu/publication/china_ai_plus_energy_opinions_2025/
https://cset.georgetown.edu/publication/china_ai_plus_energy_opinions_2025/
https://www.orfonline.org/expert-speak/feminised-by-design-rethinking-gender-bias-in-ai-companions
https://www.bertelsmann-stiftung.de/de/publikationen/publikation/did/fragile-foundations-hidden-risks-of-generative-ai
https://cset.georgetown.edu/publication/china-ai-plus-opinions-2025/
https://cset.georgetown.edu/publication/china-ai-plus-opinions-2025/
https://www.hertie-school.org/en/digital-governance/research/blog/detail/content/from-digital-to-agent-economy-a-strategic-framework-for-ai-security
https://www.rand.org/pubs/perspectives/PEA3888-4.html
https://www.rand.org/pubs/research_reports/RRA3888-2.html
https://www.rand.org/pubs/research_reports/RRA3888-2.html
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