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https://epthinktank.eu/2025/06/06/the-eus-digital-partnerships/
https://carnegieendowment.org/research/2025/05/digital-democracy-in-a-divided-global-landscape?lang=en
https://eu.boell.org/en/2025/05/28/tapping-momentum-eu-india-trade-and-technology-council
https://www.rand.org/pubs/research_reports/RRA3831-3.html
https://www.aspi.org.au/strategist-posts/sri-lanka-stalls-starlink-over-security-and-sovereignty-concerns/
https://www.nbr.org/publication/discourse-and-norms-along-chinas-digital-silk-road/
https://www.cnas.org/publications/reports/countering-the-digital-silk-road-brazil
https://www.rand.org/pubs/research_reports/RRA3831-1.html
https://rsis.edu.sg/rsis-publication/rsis/the-rise-of-digital-diplomacy-in-china/
https://www.ispionline.it/en/publication/indias-digital-dilemma-between-global-integration-and-data-protection-205853
https://www.swp-berlin.org/publikation/technologiepolitik-unter-trump-ii
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Zurück zum Inhaltsverzeichnis 

Cybersicherheit & Cyber-Außenpolitik 

Insuring Catastrophic Cyber Risk 
Henry H. Willis, Lloyd Dixon, R. J. Briggs, Sasha Romanosky 
RAND Corporation, 09.06.2025, 86 Seiten. 
 
Five Eyes and Climate Security in the Indo-Pacific 
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https://www.giga-hamburg.de/de/publikationen/beitraege/advancing-eu-africa-digital-partnerships-growing-geopolitical-competition
https://www.rand.org/pubs/research_reports/RRA3817-1.html
https://www.orfonline.org/expert-speak/five-eyes-and-climate-security-in-the-indo-pacific
https://www.atlanticcouncil.org/blogs/new-atlanticist/cyberattacks-are-hurting-us-businesses-heres-how-congress-can-upgrade-cybersecurity-information-sharing/
https://www.atlanticcouncil.org/blogs/new-atlanticist/cyberattacks-are-hurting-us-businesses-heres-how-congress-can-upgrade-cybersecurity-information-sharing/
https://www.congress.gov/crs-product/R48556?s=1&r=18
https://www.nupi.no/en/publications/cristin-pub/riskification-and-the-production-of-threat-a-comparison-of-risk-assessments-in-cybersecurity-and-counter-terrorism
https://www.nupi.no/en/publications/cristin-pub/riskification-and-the-production-of-threat-a-comparison-of-risk-assessments-in-cybersecurity-and-counter-terrorism
https://www.aspi.org.au/strategist-posts/mandatory-ransomware-reporting-great-but-tell-us-whats-being-learned/
https://www.rusi.org/news-and-comment/video-commentary/challenge-non-western-cyberattribution
https://www.csis.org/analysis/criteria-cyber-situational-awareness


 

Seite 4 von 22 

 
Time to Treat Hackers Like Satellites: Why Cyber Needs the Outer Space Rulebook 
Samuel White 
Lieber Institute West Point, 21.05.2025 
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https://lieber.westpoint.edu/time-treat-hackers-satellites-why-cyber-needs-outer-space-rulebook/
https://americanaffairsjournal.org/2025/05/data-broke-u-s-tech-firms-counterintelligence-dilemma/
https://www.orfonline.org/expert-speak/rethinking-india-s-cyber-readiness-in-the-age-of-information-warfare
https://www.rusi.org/explore-our-research/publications/occasional-papers/new-ways-frame-responsible-cyber-behaviour-beyond-un
https://www.stimson.org/2025/cyber-accountability-in-motion-insights-from-bangkok/
https://www.rusi.org/explore-our-research/publications/commentary/acting-responsibly-cyberspace-lessons-defence-industry
https://www.aspi.org.au/strategist-posts/mapping-a-decades-worth-of-hybrid-threats-targeting-australia/
https://www.atlanticcouncil.org/in-depth-research-reports/report/counting-the-costs/
https://www.iai.it/en/pubblicazioni/c09/regulating-cyberspace-un-consensus-building-fragmented-digital-world
https://ccdcoe.org/library/publications/handbook-on-developing-a-national-position-on-international-law-and-cyber-activities-a-practical-guide-for-states/
https://ccdcoe.org/library/publications/handbook-on-developing-a-national-position-on-international-law-and-cyber-activities-a-practical-guide-for-states/
https://www.ui.se/globalassets/ui.se-eng/publications/ui-publications/2025/final-layout-ui-brief-no.-5-2025.pdf
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Stuxnet, revisited (again): Producing the strategic relevance of cyber operations 
Claudia Emilie Aanonsen 
Norwegian Institute for International Affairs (NUPI), 29.04.2025 
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Joseph Jarnecki Tash Buckley 
Royal United Services Institute, 28.04.2025, 17 Seiten. 
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https://www.nupi.no/en/publications/cristin-pub/stuxnet-revisited-again-producing-the-strategic-relevance-of-cyber-operations
https://foreignaffairs.house.gov/hearing/shaping-the-future-of-cyber-diplomacy-review-for-state-department-reauthorization/
https://foreignaffairs.house.gov/hearing/shaping-the-future-of-cyber-diplomacy-review-for-state-department-reauthorization/
https://www.internationalaffairs.org.au/australianoutlook/chinas-cyber-maze-challenges-and-prospects-for-the-united-states/
https://citizenlab.ca/2025/04/uyghur-language-software-hijacked-to-deliver-malware/
https://www.rusi.org/explore-our-research/publications/conference-reports/scoping-uk-cyber-security-and-resilience-bill
https://www.rusi.org/news-and-comment/explainers/cyber-statecraft-how-brazil-uses-cyber-tools-its-advantage
https://www.csis.org/analysis/back-forth-4-should-united-states-adopt-hack-back-cyber-strategy
https://www.interface-eu.org/index.php/publications/cybersicherheitsarchitektur-zeit-fuer-eine-reform
https://citizenlab.ca/2025/04/how-thai-authorities-use-online-doxxing-to-suppress-dissent/
https://www.aspi.org.au/strategist-posts/australia-can-learn-from-britain-on-cyber-governance/
https://www.rusi.org/news-and-comment/explainers/cyber-statecraft-india-using-cyber-tools-responsibly


 

Seite 6 von 22 
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https://www.internationalaffairs.org.au/australianoutlook/vietnams-securitisation-of-cybersecurity-under-growing-chinese-cyber-threats/
https://www.congress.gov/crs-product/IF12959?s=1&r=71
https://www.stimson.org/2025/connecting-cyber-diplomacy-to-cyber-deterrence/
https://www.stimson.org/2025/cyber-scam-centers-a-growing-flashpoint-in-china-myanmar-relations/
https://carnegieendowment.org/research/2025/03/interpreting-indias-cyber-statecraft?lang=en
https://www.orfonline.org/expert-speak/operation-sindoor-and-india-s-cyber-threat-landscape
https://hcss.nl/report/appraising-the-state-of-play-of-c4isr-infrastructure-within-nato-gaps-deficiencies-and-steps-forward/
https://hcss.nl/report/appraising-the-state-of-play-of-c4isr-infrastructure-within-nato-gaps-deficiencies-and-steps-forward/
https://www.rusi.org/explore-our-research/publications/commentary/reinventing-cyber-defence-why-we-need-new-doctrine-defend-our-nations
https://www.atlanticcouncil.org/content-series/russia-tomorrow/unpacking-russias-cyber-nesting-doll/
https://www.idsa.in/publisher/issuebrief/digital-war-pakistans-cyber-activity-against-india
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https://www.chathamhouse.org/2025/05/securing-space-based-assets-nato-members-cyberattacks
https://www.chathamhouse.org/2025/05/securing-space-based-assets-nato-members-cyberattacks
https://cetas.turing.ac.uk/publications/fundamental-research-plan-autonomous-cyber-defence
https://hcss.nl/report/natos-digital-modernisation-the-case-of-cloud-computing/
https://cset.georgetown.edu/publication/anticipating-ais-impact-on-the-cyber-offense-defense-balance/
https://ccdcoe.org/library/publications/cyber-commanders-handbook-2
https://www.aspi.org.au/strategist-posts/indonesias-cyber-soldiers-armed-without-a-compass/
https://www.gmfus.org/news/russia-and-china-central-asias-technology-stack
https://www.gmfus.org/news/deep-down-stack-chinas-entrenchment-serbias-technology-landscape
https://cset.georgetown.edu/publication/china-compute-challenge-campaign/
https://cset.georgetown.edu/publication/china-compute-challenge-campaign/
https://cset.georgetown.edu/publication/china-compute-challenge-campaign/
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https://csep.org/discussion-note/measuring-the-economic-impact-of-indias-digital-public-infrastructure-an-assessment/
https://amti.csis.org/seabed-critical-infrastructure-protection-resilience-vs-connectivity/
https://www.aspi.org.au/strategist-posts/strengthening-south-koreas-national-security-by-adopting-the-cloud/
https://www.aspi.org.au/strategist-posts/seabed-sensors-and-mapping-what-chinas-survey-ship-could-be-up-to/
https://www.brookings.edu/articles/do-ai-systems-have-moral-status/
https://www.rand.org/pubs/perspectives/PEA3701-1.html
https://www.belfercenter.org/research-analysis/ai-and-future-conflict-resolution-how-can-artificial-intelligence-improve-peace
https://www.belfercenter.org/research-analysis/ai-and-future-conflict-resolution-how-can-artificial-intelligence-improve-peace
https://www.brookings.edu/articles/the-coming-ai-backlash-will-shape-future-regulation/
https://dgap.org/en/research/publications/influence-evolution
https://dgap.org/en/research/publications/influence-evolution
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https://www.brookings.edu/articles/smart-ai-regulation-strategies-for-latin-american-policymakers/
https://www.rand.org/pubs/perspectives/PEA3652-1.html
https://www.bertelsmann-stiftung.de/de/publikationen/publikation/did/public-ai-white-paper-a-public-alternative-to-private-ai-dominance
https://www.rand.org/pubs/commentary/2025/05/could-ai-really-kill-off-humans.html
https://www.csis.org/analysis/great-power-competition-surveying-global-electricity-strategies-ai
https://www.orfonline.org/expert-speak/state-of-ai-startups-an-india-story
https://www.rand.org/pubs/perspectives/PEA3971-1.html
https://cset.georgetown.edu/publication/wuhans-ai-development/
https://shop.freiheit.org/#!/Publikation/1939
https://shop.freiheit.org/#!/Publikation/1947
https://www.interface-eu.org/publications/technical-tiers-in-ai-talent
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