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https://www.gmfus.org/news/chinas-digital-governance-indo-pacific
https://www.orfonline.org/research/balancing-development-and-digital-harms-assessing-the-brics-digital-agenda
https://www.newamerica.org/oti/blog/trumps-tech-governance-making-sense-of-the-administrations-first-60-days/
https://verfassungsblog.de/the-politics-of-digital-erasure-us-data/
https://www.cnas.org/publications/reports/countering-the-digital-silk-road-indonesia
https://www.orfonline.org/expert-speak/strategic-autonomy-in-the-digital-age-can-middle-powers-lead
https://www.brookings.edu/articles/trumps-tech-tariffs-from-protecting-production-to-protecting-big-techs-profits/
https://www.giga-hamburg.de/de/publikationen/beitraege/digital-partnerships-understanding-digitalization-kenya-foreign-policy-implications
https://www.giga-hamburg.de/de/publikationen/beitraege/digital-partnerships-understanding-digitalization-kenya-foreign-policy-implications
Thailand:%20Authorities%20must%20end%20malicious%20smear%20campaigns%20and%20cyberattacks%20on%20civil%20society
Thailand:%20Authorities%20must%20end%20malicious%20smear%20campaigns%20and%20cyberattacks%20on%20civil%20society
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Cyber Scam Centers: A Growing Flashpoint in China-Myanmar Relations 
Sydney Tucker 
Stimson Center, 07.04.2025 
 
Cyber Statecraft: How South Africa Navigates Contested Cyberspace 
Jamie MacColl, Joe Devanny 
Royal United Services Institute, 04.04.2025 
 
Ransomware: The Final Frontier 
Thomas Barrett, Jack Horlock, Edward Lewis, Anthony Rance 
Royal United Services Institute, 03.04.2025 
 
Deterrence Under Pressure: Sustaining U.S.–ROK Cyber Cooperation Against North 
Korea 
Sunha Bae 
Center for Strategic and International Studies (CSIS), 01.04.2025 
 
Thailand’s Cyber Scam Crackdown: A Temporary Fix? 
Sreeparna Banerjee 
Observer Research Foundation (ORF), 01.04.2025 
 
Cybersecurity Strategy Scorecard 
Lachlan Price, Alex O'Neill, Fred Heiding 
Belfer Center for Science and International Affairs, 27.03.2025, 61 Seiten. 
 
An Analysis of the Cybersecurity Pillar of Australia’s New Counter-Terrorism Strat-
egy 
Soumya Awasthi 
Observer Research Foundation (ORF), 25.03.2025 
 
Cyber Statecraft: Competition in ‘Middle Ground’ Countries 
Louise Marie Hurel, Joe Devanny 
Royal United Services Institute, 21.03.2025 
 
Starlink Can Curb Southeast Asia’s Cyber Scam Industry – If They Choose 
Allison Pytlak, Caitlin Goodman 
Stimson Center, 21.03.2025 
 
Securing Cyber and Space: How the United States Can Disrupt China’s Blockade 
Plans 
Benjamin Jensen, Erica Lonergan, Kathleen McInnis 
Center for Strategic and International Studies (CSIS), 20.03.2025 
 
ENISA: Fit for Purpose? – Reviewing the EU Cybersecurity Agency's Role in an Evolv-
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https://www.stimson.org/2025/cyber-scam-centers-a-growing-flashpoint-in-china-myanmar-relations/
https://www.rusi.org/news-and-comment/explainers/cyber-statecraft-how-south-africa-navigates-contested-cyberspace
https://www.rusi.org/explore-our-research/publications/commentary/ransomware-final-frontier
https://www.csis.org/analysis/deterrence-under-pressure-sustaining-us-rok-cyber-cooperation-against-north-korea
https://www.csis.org/analysis/deterrence-under-pressure-sustaining-us-rok-cyber-cooperation-against-north-korea
https://www.orfonline.org/expert-speak/thailand-s-cyber-scam-crackdown-a-temporary-fix
https://www.belfercenter.org/research-analysis/cybersecurity-strategy-scorecard
https://www.orfonline.org/expert-speak/an-analysis-of-the-cybersecurity-pillar-of-australia-s-new-counter-terrorism-strategy
https://www.orfonline.org/expert-speak/an-analysis-of-the-cybersecurity-pillar-of-australia-s-new-counter-terrorism-strategy
https://rusi.org/news-and-comment/explainers/cyber-statecraft-competition-middle-ground-countries
https://www.stimson.org/2025/starlink-can-curb-southeast-asias-cyber-scam-industry-if-they-choose/
https://www.csis.org/analysis/securing-cyber-and-space-how-united-states-can-disrupt-chinas-blockade-plans
https://www.csis.org/analysis/securing-cyber-and-space-how-united-states-can-disrupt-chinas-blockade-plans
https://www.interface-eu.org/publications/enisa-fit-for-purpose
https://www.interface-eu.org/publications/enisa-fit-for-purpose
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Christina Rupp 
Interface, 20.03.2025 
 
Typhoons in Cyberspace 
Ciaran Martin 
Royal United Services Institute, 20.03.2025 
 
Zurück zum Inhaltsverzeichnis 

Militärische Cyberverteidigung  

Securing the Digital and Orbital Frontiers in Ukraine 
Benjamin Jensen, Erica Lonergan 
Center for Strategic and International Studies (CSIS), 03.04.2025 
 

China’s cyber aggression and the South China Sea dispute 
Ishanya Sharma, Abhishek Sharma 
Observer Research Foundation (ORF), 25.03.2025 
 

Artificial General Intelligence's Five Hard National Security Problems 
Jim Mitre 
RAND Corporation, 25.03.2025 
 

Japan’s cybersecurity shift: Adoption of Active Cyber Defence posture 
Abhishek Sharma 
Observer Research Foundation (ORF), 21.03.2025 
 

Securing Cyber and Space: How the United States Can Disrupt China’s Blockade 
Plans 
Benjamin Jensen, Erica Lonergan, Kathleen McInnis 
Center for Strategic and International Studies (CSIS), 20.03.2025 
 

US Halts Defensive Cyber Activities Against Russia: A Digital ‘Withdrawal’ from Eu-
rope 
Thomas Reinhold 
Peace Research Institute Frankfurt PRIF, 13.03.2025 
 

Zurück zum Inhaltsverzeichnis 

Kritische & Digitale Infrastruktur 

Coping with Sabotage and Seabed Security Threats in the Baltic Sea: a Regional Mar-
itime Security Policy 

https://rusi.org/explore-our-research/publications/commentary/typhoons-cyberspace
https://www.csis.org/analysis/securing-digital-and-orbital-frontiers-ukraine
https://www.orfonline.org/expert-speak/china-s-cyber-aggression-and-the-south-china-sea-dispute
https://www.rand.org/pubs/testimonies/CTA3914-1.html
https://www.orfonline.org/expert-speak/japan-s-cybersecurity-shift-adoption-of-active-cyber-defence-posture
https://www.csis.org/analysis/securing-cyber-and-space-how-united-states-can-disrupt-chinas-blockade-plans
https://www.csis.org/analysis/securing-cyber-and-space-how-united-states-can-disrupt-chinas-blockade-plans
https://blog.prif.org/2025/03/13/us-halts-defensive-cyber-activities-against-russia-a-digital-withdrawal-from-europe/
https://blog.prif.org/2025/03/13/us-halts-defensive-cyber-activities-against-russia-a-digital-withdrawal-from-europe/
https://hcss.nl/report/coping-with-sabotage-seabed-security-threats-baltic-sea/
https://hcss.nl/report/coping-with-sabotage-seabed-security-threats-baltic-sea/
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Michel Rademaker 
The Hague Centre for Strategic Studies, 28.03.2025, 18 Seiten. 
 
Strengthening Taiwan’s Sea Cable Security 
Michel Rademaker 
The Hague Centre for Strategic Studies, 28.03.2025, 15 Seiten. 
 
Unconventional Legal Approaches to protecting Underwater Infrastructure 
Michel Rademaker 
The Hague Centre for Strategic Studies, 28.03.2025, 24 Seiten. 
 
Finnlands Reaktion auf hybride Bedrohungen in der Ostsee - Resilienz durch ganz-
heitliche Sicherheit? 
Christine Leuchtenmüller, Lavinia Klarhoefer 
Konrad Adenauer Stiftung, 27.03.2025, 4 Seiten. 
 
Digital public infrastructure for resilience in fragile contexts 
George Ingram, Jacob Taylor 
Brookings Institution, 24.03.2025 
 
Zurück zum Inhaltsverzeichnis 

Künstliche Intelligenz (KI)  

AI and the Future of the U.S. Electric Grid 
Doug Irving 
RAND Corporation, 04.04.2025 
 
For Geopolitics, What AI Can't Do Will Be as Important as What It Can 
Jacob Parakilas 
RAND Corporation, 03.04.2025 
 
An Autonomy-Based Classification – AI Agents, Liability and Lessons from the Auto-
mated Vehicles Act 
Lisa Soder, Julia Smakman, Connor Dunlop, Oliver Sussman 
Interface, 02.04.2025, 28 Seiten. 
 
AI in Space Operations: Opportunities and Challenges 
Amoha Basrur 
Observer Research Foundation (ORF), 02.04.2025 
 
DHS Must Continue Publishing Its AI Inventory for the Sake of Our Rights and Safety 
Comfort Sampong, Prem M. Trivedi 
New America, 01.04.2025 

https://hcss.nl/report/strengthening-taiwans-sea-cable-security/
https://hcss.nl/report/unconventional-legal-approaches-protecting-underwater-infrastructure/
https://www.kas.de/de/laenderberichte/detail/-/content/finnlands-reaktion-auf-hybride-bedrohungen-in-der-ostsee
https://www.brookings.edu/articles/digital-infrastructure-for-resilience-fragile-contexts-balancing-state-and-citizen-protection/
https://www.rand.org/pubs/articles/2025/ai-and-the-future-of-the-us-electric-grid.html
https://www.rand.org/pubs/commentary/2025/04/for-geopolitics-what-ai-cant-do-will-be-as-important.html
https://www.interface-eu.org/publications/ai-agent-classification
https://www.interface-eu.org/publications/ai-agent-classification
https://www.orfonline.org/research/ai-in-space-operations-opportunities-and-challenges
https://www.newamerica.org/oti/blog/dhs-must-continue-publishing-its-ai-inventory-for-the-sake-of-our-rights-and-safety/
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Recognizing the (un)Hidden Figures in AI 
Nicol Turner Lee, Renée Cummings 
Brookings Institution, 31.03.2025 
 
AI and Serious Online Crime - Research Report 
Joe Burton, Ardi Janjeva, Simon Moseley, Alice 
Centre for Emerging Technology and Security, 31.03.2025, 32 Seiten. 
 
The hidden ecological costs of AI: why chip production poses an additional chal-
lenge 
Julia Hess 
Friedrich-Ebert-Stiftung, 31.03.2025 
 
Improving Sense-Making with Artificial Intelligence 
Sydney Kessler, et al. 
RAND Corporation, 31.03.2025 
 
AI, Innovation and the Public Good: A New Policy Playbook 
Burcu Kilic 
Centre for International Governance Innovation (CIGI), 28.03.2025, 30 Seiten. 
 
Applying AI to Strategic Warning - Modelling instability risks and stabilisation factors 
for intelligence and national security Research Report 
Anna Knack, Nandita Balakrishnan, Timothy Clancy 
Centre for Emerging Technology and Security, 27.03.2025, 41 Seiten. 
 
Leveraging AI in Public Diplomacy: ChatGPT as an Aggregator of Global Public Opin-
ion 
Ilan Manor 
USC Center on Public Diplomacy, 27.03.2025 
 
How is AI changing the roles and routines of bureaucrats 
Anna Kubaszewska 
Hertie School Centre for Digital Governance, 25.03.2025 
 
Implementation Opinions of the National Development and Reform Commission and 
Other Ministries on Promoting the High-Quality Development of the Data Labeling 
Industry - Read our translation of a Chinese government policy designed to encourage the 
growth of the data labeling industry, an important enabler for the AI sector 
Center for Security and Emerging Technology (CSET), 25.03.2025, 7 Seiten. 
 
Guide to the 2025 Annual Projects for the Major Research Program on Explainable 
and Generalizable Next-Generation Artificial Intelligence Methods - Read our transla-
tion of a guide that announces China’s funding priorities for explainable and generalizable 

https://www.brookings.edu/articles/recognizing-the-unhidden-figures-in-ai/
https://cetas.turing.ac.uk/publications/ai-and-serious-online-crime
https://futureofwork.fes.de/news-list/e/the-hidden-ecological-costs-of-ai-why-chip-production-poses-an-additional-challenge.html
https://futureofwork.fes.de/news-list/e/the-hidden-ecological-costs-of-ai-why-chip-production-poses-an-additional-challenge.html
https://www.rand.org/pubs/research_reports/RRA3152-1.html
https://www.cigionline.org/publications/ai-innovation-and-the-public-good-a-new-policy-playbook/
https://cetas.turing.ac.uk/publications/applying-ai-strategic-warning
https://uscpublicdiplomacy.org/blog/leveraging-ai-public-diplomacy-chatgpt-aggregator-global-public-opinion
https://uscpublicdiplomacy.org/blog/leveraging-ai-public-diplomacy-chatgpt-aggregator-global-public-opinion
https://www.hertie-school.org/en/digital-governance/research/blog/detail/content/how-is-ai-changing-the-roles-and-routines-of-bureaucrats
https://cset.georgetown.edu/publication/china-ndrc-data-labeling-opinions/
https://cset.georgetown.edu/publication/china-ndrc-data-labeling-opinions/
https://cset.georgetown.edu/publication/china-ndrc-data-labeling-opinions/
https://cset.georgetown.edu/publication/china-2025-explainable-ai-project-guide/
https://cset.georgetown.edu/publication/china-2025-explainable-ai-project-guide/
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AI basic research in 2025 
Center for Security and Emerging Technology (CSET), 24.03.2025, 10 Seiten. 
 
IP25038 | AI-Powered Anti-Corruption Drive: The Chinese Party-State’s Fight 
against Graft 
Stefanie Kam 
S. Rajaratnam School of International Studies, 24.03.2025, 4 Seiten. 
 
Enhancing In-House U.S. Government AI Talent 
Gregory Smith, Elika Somani, Elina Treyger 
RAND Corporation, 21.03.2025 
 
KI-Robotik als Wettbewerbsvorteil - Mit intelligenten Maschinen an die Spitze 
Christian Hübner 
Konrad Adenauer Stiftung, 18.03.2025, 9 Seiten. 
 
CSET’s Recommendations for an AI Action Plan - In response to the Office of Science 
and Technology Policy's request for input on an AI Action Plan, CSET provides key recom-
mendations for advancing AI research, ensuring U.S. competitiveness, and maximizing 
benefits while mitigating risks.  
Center for Security and Emerging Technology (CSET), 14.03.2025, 18 Seiten. 
 
Das KI-Momentum ergreifen - Wie Deutschland Treiber des technologischen Gravitati-
onszentrums Europas werden kann 
Katja Muñoz 
Deutsche Gesellschaft für Auswärtige Politik, 11.03.2025, 4 Seiten. 
 
Securing the UK’s AI Research Ecosystem - Research Report 
Megan Hughes, et al. 
Centre for Emerging Technology and Security, 07.03.2025, 42 Seiten. 
 
Generative AI and the future of work global dialogue: perceptions and prospects - 
Roundtables in Asia, Europe, and Latin America 
Davide Monaco, Laura Nurski 
Centre for European Policy Studies (CEPS), 06.03.2025, 33 Seiten. 
 
How to Assess the Likelihood of Malicious Use of Advanced AI Systems 
Josh A. Goldstein, Girish Sastry 
Center for Security and Emerging Technology (CSET), 03.2025, 15 Seiten. 
 
Zurück zum Inhaltsverzeichnis 

 

https://rsis.edu.sg/rsis-publication/idss/ip25038-ai-powered-anti-corruption-drive-the-chinese-party-states-fight-against-graft/
https://rsis.edu.sg/rsis-publication/idss/ip25038-ai-powered-anti-corruption-drive-the-chinese-party-states-fight-against-graft/
https://www.rand.org/pubs/working_papers/WRA3882-1.html
https://www.kas.de/de/analysen-und-argumente/detail/-/content/ki-robotik-als-wettbewerbsvorteil
https://cset.georgetown.edu/publication/csets-recommendations-for-an-ai-action-plan/
https://dgap.org/de/forschung/publikationen/das-ki-momentum-ergreifen
https://cetas.turing.ac.uk/publications/securing-uks-ai-research-ecosystem
https://www.ceps.eu/ceps-publications/generative-ai-and-the-future-of-work-global-dialogue-perceptions-and-prospects/
https://cset.georgetown.edu/publication/how-to-assess-the-likelihood-of-malicious-use-of-advanced-ai-systems/
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KI & Militär 

CO25068 | Will AI Enhance Decision-Making in the Use of Nuclear Weapons? 
Alvin Chew, Asha Hemrajani 
S. Rajaratnam School of International Studies, 02.04.2025, 3 Seiten. 
 
AI for Military Decision-Making 
Emelia Probasco, Helen Toner, Matthew Burtell, Tim G. J. Rudner 
Center for Security and Emerging Technology (CSET), 04.2025, 36 Seiten. 
 
Boosting Interoperability of Joint Forces with AI: A Unified Language for Joint Warf-
ighting 
Richard Farnell 
Belfer Center for Science and International Affairs, 21.03.2025 
 
AI Dependence and Political Blind Spots Undermine Beijing’s War Strategy 
Shannon Vaughn 
Foreign Policy Research Institute, 18.03.2025 
 
Artificial Intelligence and National Defence: A Strategic Foresight Analysis 
Ryan Atkinson, Alex Wilner 
Centre for International Governance Innovation (CIGI), 17.03.2025, 32 Seiten. 
 
Ukraine’s innovative defense tech sector is the country’s trump card 
David Kirichenko 
Atlantic Council, 13.03.2025 
 
Ukraine’s Future Vision and Current Capabilities for Waging AI-Enabled Autono-
mous Warfare 
Kateryna Bondar 
Center for Strategic and International Studies (CSIS), 06.03.2025, 39 Seiten. 
 
Advancing Governance at the Nexus of Artificial Intelligence and Nuclear Weapons 
Fei Su, Wilfred Wan, Vladislav Chernavskikh 
Stockholm International Peace Research Institute (SIPRI), 03.2025, 20 Seiten. 
 
Zurück zum Inhaltsverzeichnis 

 

KI-Außenpolitik 

The Road Ahead For U.S. Policy On Artificial Intelligence 
Sarah Box 
Observer Research Foundation (ORF), 08.04.2025 
 

https://rsis.edu.sg/rsis-publication/rsis/will-ai-enhance-decision-making-in-the-use-of-nuclear-weapons/
https://cset.georgetown.edu/publication/ai-for-military-decision-making/
https://www.belfercenter.org/research-analysis/boosting-interoperability-joint-forces-ai-unified-language-joint-warfighting
https://www.belfercenter.org/research-analysis/boosting-interoperability-joint-forces-ai-unified-language-joint-warfighting
https://www.fpri.org/article/2025/03/ai-dependence-and-political-blind-spots-undermine-beijings-war-strategy/
https://www.cigionline.org/publications/artificial-intelligence-and-national-defence-a-strategic-foresight-analysis/
https://www.atlanticcouncil.org/blogs/ukrainealert/ukraines-innovative-defense-tech-sector-is-the-countrys-trump-card/
https://www.csis.org/analysis/ukraines-future-vision-and-current-capabilities-waging-ai-enabled-autonomous-warfare
https://www.csis.org/analysis/ukraines-future-vision-and-current-capabilities-waging-ai-enabled-autonomous-warfare
https://www.sipri.org/publications/2025/sipri-insights-peace-and-security/advancing-governance-nexus-artificial-intelligence-and-nuclear-weapons
https://www.orfonline.org/research/the-road-ahead-for-u-s-policy-on-artificial-intelligence
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After the Virginia AI Bill Was Vetoed, What’s Next for State-Level AI Legislation? 
Laura Caroli 
Center for Strategic and International Studies (CSIS), 03.04.2025, 10 Seiten. 
 
The Missing Link in the AI Stack: Why Digital Infrastructure Is Essential to U.S. Lead-
ership 
Matt Pearl, Navin Girishankar 
Center for Strategic and International Studies (CSIS), 03.04.2025 
 
Ghana’s Pathway to AI Governance and Its Implications for Africa 
Thompson Gyedu Kwarkye 
Centre for International Governance Innovation (CIGI), 03.04.2025, 9 Seiten. 
 
The AI Diffusion Framework and the Foundry Due Diligence Rule: A Compliance Per-
spective 
Fang-Wei Lin, Barath Harithas 
Center for Strategic and International Studies (CSIS), 27.03.2025 
 
What Comes After the Paris AI Summit? 
Seán Ó. hÉigeartaigh 
Royal United Services Institute, 27.03.2025 
 
Advancing Multi-stakeholderism for Global Governance of the Internet and AI 
Sabhanaz Rashid Diya 
Centre for International Governance Innovation (CIGI), 26.03.2025, 9 Seiten. 
 
China Is Seizing an AI+ Moment - In the aftermath of the launch of DeepSeek, China’s po-
litical goal of a vast AI expansion is gaining traction. Europe should be ready 
Michael Laha 
Deutsche Gesellschaft für Auswärtige Politik, 26.03.2025 
 
To win the AI race, the US needs an all-of-the-above energy strategy 
Joseph Webster 
Atlantic Council, 21.03.2025, 9 Seiten. 
 
AI Erasure and Its Implications for Australian National Security 
Guido Melo, et al. 
Australian Institute of International Affairs, 21.03.2025 
 
Despite Huawei’s progress, Nvidia continues to dominate AI chips market in China 
Antonia Hmaidi 
Mercator Institute for China Studies, 20.03.2025 
 

https://www.csis.org/analysis/after-virginia-ai-bill-was-vetoed-whats-next-state-level-ai-legislation
https://www.csis.org/analysis/missing-link-ai-stack-why-digital-infrastructure-essential-us-leadership
https://www.csis.org/analysis/missing-link-ai-stack-why-digital-infrastructure-essential-us-leadership
https://www.cigionline.org/publications/ghanas-pathway-to-ai-governance-and-its-implications-for-africa/
https://www.csis.org/analysis/ai-diffusion-framework-and-foundry-due-diligence-rule-compliance-perspective
https://www.csis.org/analysis/ai-diffusion-framework-and-foundry-due-diligence-rule-compliance-perspective
https://www.rusi.org/explore-our-research/publications/commentary/what-comes-after-paris-ai-summit
https://www.cigionline.org/publications/advancing-multi-stakeholderism-for-global-governance-of-the-internet-and-ai/
https://ip-quarterly.com/en/china-seizing-ai-moment
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/to-win-the-ai-race-the-us-needs-an-all-of-the-above-energy-strategy/
https://www.internationalaffairs.org.au/australianoutlook/ai-erasure-and-its-implications-for-australian-national-security/
https://merics.org/en/comment/despite-huaweis-progress-nvidia-continues-dominate-ai-chips-market-china
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CO25059 | The AI Action Summit Offers Clues for the Future of Multilateralism 
Jose Miguelito Enriquez 
S. Rajaratnam School of International Studies, 19.03.2025, 4 Seiten. 
 
A Strategic Vision for US AI Leadership: Supporting Security, Innovation, Democracy 
and Global Prosperity 
Mark Kennedy 
Woodrow Wilson International Center for Scholars, 17.03.2025 
 
A technical AI government agency plays a vital role in advancing AI innovation and 
trustworthiness 
Mark MacCarthy 
Brookings Institution, 14.03.2025 
 
Limits of Economic Deterrence in the US-China Tech Competition 
Rogier Creemers, Louise Marie Hurel 
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