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Signals from Dublin: ICANN84 and the Evolution of Internet Governance 
Kathleen Scoggin 
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Redundancy, Resiliency, and Repair: Securing Subsea Cable Infrastructure 
Erin L. Murphy 
Center for Strategic and International Studies (CSIS), 21.11.2025, 75 Seiten. 
 

The Prosecution ‘Gap’ for Attacks on Subsea Cables and Pipelines 
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Hybrid Space and Submarine Architecture to Ensure Information Security of Tele-
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tion, and Close Digital Divides 
Gerald Adams, Kristian Stout, Michael Calabrese 
New America, 30.10.2025 
 
Zurück zum Inhaltsverzeichnis 

 

 

 

https://www.csis.org/analysis/strategic-future-subsea-cables-egypt-case-study
https://css.ethz.ch/en/themes/cyber-space-ai/details.html?id=/h/y/b/r/hybrid_space_and_submarine_architecture_
https://css.ethz.ch/en/themes/cyber-space-ai/details.html?id=/h/y/b/r/hybrid_space_and_submarine_architecture_
https://shop.freiheit.org/#!/Publikation/2011
https://www.epc.eu/publication/beyond-the-action-plan-towards-a-holistic-strategy-for-a-competitive-and-secure-subsea-infrastructure-in-europe/
https://www.epc.eu/publication/beyond-the-action-plan-towards-a-holistic-strategy-for-a-competitive-and-secure-subsea-infrastructure-in-europe/
https://www.congress.gov/crs-product/R46896?s=1&r=5
https://www.newamerica.org/oti/wireless-future-project/wifu-collections/exploring-the-future-of-connectivity-with-low-earth-orbit-satellites/
https://www.newamerica.org/oti/wireless-future-project/press-releases/leo-policy-working-group-calls-for-modernization-of-satellite-regulations-amid-challenges-in-low-earth-orbit/
https://www.newamerica.org/oti/wireless-future-project/press-releases/leo-policy-working-group-calls-for-modernization-of-satellite-regulations-amid-challenges-in-low-earth-orbit/
https://www.newamerica.org/oti/wireless-future-project/reports/leo-satellites/
https://www.newamerica.org/oti/wireless-future-project/reports/leo-satellites/


 

Seite 6 von 18 

Menschenrechte im digitalen Raum 

Reclaiming Tech: Tools for Territorial Defenders Facing Digital Repression 
Natalia Rubiano Rodríguez 
Heinrich Böll Stiftung, 10.12.2025, 56 Seiten. 
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Zach Meyers 
Atlantic Council, 04.12.2025 
 
Zurück zum Inhaltsverzeichnis 

 

EU-Digitalpolitik 

The Standard of Standards - Digital Sovereignty and Fair Competition Through Cross-
Sector Interoperability 
Hansjörg Baur, Martin Pompéry, Felix Sieker 
Bertelsmann Stiftung, 11.12.2025, 40 Seiten. 
 
Get over your X: A European plan to escape American technology 
Giorgos Verdi 
European Council on Foreign Relations (ECFR), 10.12.2025, 21 Seiten. 
 

Enforcement spotlight - Autumn 2025 - Where tech policy meets reality 
Mehmet Onur Cevik 
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Ieva Ilves 
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Simplifying EU digital laws for competitiveness 
Tristan Marcelin 
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The “European Way”: The EU’s Digital Turning Point - The European Union needs a 
grand strategy for the digital age—a values-based alternative to American techno-capital-
ism and Chinese digital authoritarianism 
Kai Zenner, Katja Muñoz 
Deutsche Gesellschaft für Auswärtige Politik (DGAP), 19.11.2025 
 
Mapping EU-US Digital and Energy Cooperation: A Transatlantic Relationship under 
Pressure 
Margherita Bianchi 
Istituto Affari Internazionali, 14.11.2025, 15 Seiten. 
 
Europe’s DMA — A Cybercriminal’s Paradise?   
Heather West 
Center for European Policy Analysis (CEPA), 13.11.2025 
 
European Cloud Adoption for National Security 
Joseph Jarnecki 
Royal United Services Institute (RUSI), 13.11.2025, 57 Seiten. 
 
The EU digital strategy between sovereignty and green transformation: political 
milestones, policy fields and strategic narratives 
Wulf Reiners, Matthias Kachelmann 
German Institut of Development and Sustainability (IDOS), 11.2025, 47 Seiten. 
 
Digital Sovereignty: Can Europe Afford It? 
Nicklas Lundblad 
Center for European Policy Analysis (CEPA), 29.10.2025 
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The New Geopolitics of Online Identities - How Europe Should Deal with Competing Na-
tional Digital ID Projects 
Kai von Carnap 
Deutsche Gesellschaft für Auswärtige Politik (DGAP), 15.10.2025, 5 Seiten. 
 
The EU’s Digital Markets Act and Digital Services Act 
Penny Naas, Lindsay Gorman, Antonia Wunnerlich 
German Marshall Fund of the United States, 15.10.2025 
 
Europe’s Digital Markets Act: Conflict and Confusion 
William Echikson 
Center for European Policy Analysis (CEPA), 03.10.2025 
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Assessing Irresponsibility in Cyber Operations 
Sven Herpig 
Interface, 01.12.2025 
 

China’s attribution strategy has changed; it’s time for us to catch up 
Valentin Weber 
Deutsche Gesellschaft für Auswärtige Politik (DGAP), 19.11.2025 
 

Building the digital front line: Understanding big tech decision-making in Ukraine 
Emma Schroeder 
Atlantic Council, 17.11.2025, 28 Seiten. 
 
Cyberoperationen und Cyberkommando 2040: Forschungsaktivitäten des CSS Cyber 
Defense Teams 
Stefan Soesanto 
Center for Security Studies (CSS) | ETH Zürich, 17.11.2025 
 
The Cybersecurity Information Sharing Act of 2015: Expiring Provisions 
Congressional Research Service Reports, 14.11.2025, 3 Seiten. 
 

US–China Cyber Relations and the Weaponisation of Microsoft Platforms 
Ishanya Sharma 
Institute for Defence Studies and Analyses, 11.11.2025 
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Organization for Security and Co-operation in Europa (OSCE), 29.10.2025, 72 Seiten. 
 
Private Power and the Future of Cyber Conflict 
Abhishek Sharma 
Observer Research Foundation (ORF), 28.10.2025 
 
RUSI Cyber Sanctions Taskforce: Countering State-Backed Cyber Threats 
Gonzalo Saiz 
Royal United Services Institute (RUSI), 28.10.2025 
 

The UK must prioritize cybersecurity or be left dangerously exposed 
Joyce Hakmeh 
Chatham House, 23.10.2025 
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The Hanoi Convention and the Contest to Shape Global Cybercrime Norms 
Arshia Roy, Heena Makhija 
Observer Research Foundation (ORF), 17.11.2025 
 
IP25108 | Southeast Asia’s Cybersecurity Trajectory Beyond the UN OEWG 
Bich Tran 
S. Rajaratnam School of International Studies, 17.11.2025, 6 Seiten. 
 

Should We Celebrate the UN Convention against Cybercrime? Lessons from the UN 
Convention against Transnational Crime 
Marika McAdam  
Opinio Juris, 06.11.25 
 
The AU can help African countries adopt the UN cybercrime convention. But the 
challenges are significant 
Nnenna Ifeanyi-Ajufo 
Chatham House, 31.10.2025 
 
From Lip Service to Leadership: Stakeholders and States Shaping the Future of UN 
Cyber Governance 
Marius Houwen 
EU Cyber Direct, 16.10.2025 
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Emma Gargiulo, Julia Dickson 
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Combatting Cybercrime against Mobile Devices 
Joseph Jarnecki 
Royal United Services Institute (RUSI), 26.11.2025 
 
Cybercrime is Iraq’s Next Big Challenge 
Tanya Goudsouzian, Ibrahim Al-Marashi 
Stimson Center, 24.11.2025 
 
Intersektionale feministische Perspektiven auf die Gesetzgebung zur Bekämpfung 
von Cyberkriminalität 
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From ransomware to statecraft: Protecting EU healthcare in the new threat land-
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European Policy Centre, 21.11.2025 
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Sovereign Cloud–Sovereign AI Conundrum: Policy Actions to Achieve Prosperity and 
Security 
Bill Whyman 
Center for Strategic and International Studies (CSIS), 04.12.2025, 37 Seiten. 
 

Facing the Artificial Intelligence–Cyber Nexus - A Structured Approach to Government 
Decisionmaking to Address Emerging Artificial Intelligence Capabilities for Cyber Attacks 
Kamaria Horton, Matthew J. Malone, Quentin E. Hodgson 
RAND Corporation, 13.11.2025 
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An Indigenous Unified Defence Cloud: Securing India’s Digital Sovereignty 
Mohit Walia 
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National Standard of the People’s Republic of China: Cybersecurity Technology—
Safety Specifications for Generative Artificial Intelligence Pre-Training and Fine-
Tuning Data (Draft for Feedback) - Read our translation of a Chinese draft national 
standard that proposes safety and security rules for the training and fine-tuning data used 
to develop generative AI models 
Center for Security and Emerging Technology (CSET), 07.11.2025, 21 Seiten. 
 

Securing Intelligence: Why AI Security Will Define the Future of Trust 
Vinh Nguyen 
Council on Foreign Relations, 06.11.2025 
 

Breaking the Final Frontier: Cyber operations against the space sector. Evidence 
from the Gaza War and beyond 
Clémence Poirier 
Center for Security Studies (CSS) | ETH Zürich, 11.2025 
 
National Standard of the People’s Republic of China: Cybersecurity Technology – 
Generative Artificial Intelligence Data Annotation Safety Specifications (Draft for 
Feedback) - Read our translation of a Chinese draft standard that proposes rules for gen-
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security of GenAI systems 
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The EU Cybersecurity Policy Directory 
Christina Rupp 
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