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SWP-Publikationen

Cybersicherheit im Gesundheitssektor - Nationale, europdische und globale Resilienz
zusammendenken

Michael Bayerlein, Annegret Bendiek, Jonas Hemmelskamp, Maik von der Forst
SWP-Aktuell 2026/A 36, 16.07.2026, 8 Seiten.

Cyvbersicherheit braucht sichere Software - Wie die Politik Softwarehersteller in die
Pflicht nehmen kann und weshalb sie es sollte

Alexandra Paulus

SWP-Aktuell 2026 /A 27,10.06.2026, 8 Seiten.

Zurtick zum Inhaltsverzeichnis

Globale Technologiepolitik
Internet Governance

The Slow Death of the Russian Internet: How Russia Is Reshaping Its Digital Infra-
structure

Christopher Peterstam

Institute for Security and Development Policy, 07.2026, 8 Seiten.

What platform disclosures reveal about persistent inauthentic activity

Julia Voo, Dara Janelle Eoy
International Institute for Strategic Studies (IISS), 25.06.2026

Financing the end of the digital divide
Jochai Ben-Avie, Kenton Thibaut

Atlantic Council, 16.06.2026, 24 Seiten.

Zurtick zum Inhaltsverzeichnis

Untersee-Datenkabel

India’s Stake in the Global Subsea Cable Race
Charukeshi Bhatt
Carnegie Endowment for International Peace, 23.07.2026

Al Access Controls and the Rise of a Digital Thalassocracy
Ishita Deshmukh

Observer Research Foundation (ORF), 07.07.2026
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UNCLOS and Territorial Sea Blind Spot: A Case for Cable Law Reform
Veer Puri

Observer Research Foundation (ORF), 19.06.2026

The Undersea Front: Iran's Cable Threat and India's Digital Vulnerability
Pranoy Jainendran

Observer Research Foundation (ORF), 12.06.2026

Deterring Russia Beneath the Waves: Securing NATO’s Critical Undersea Infrastruc-

ture
James Black, Samu Paukkunen
RAND Corporation, 01.06.2026

Zurtick zum Inhaltsverzeichnis

Satelliten Internet

Norwegian-German space collaboration: A pathway to Europe
Dorthea Gradek

Norwegian Institute for International Affairs (NUPI), 25.06.2026, 4 Seiten.

From Imagery to Targeting: Commercial Satellite Support in War
Raoul Cardellini Leipertz

Lieber Institute West Point, 27.05.2026

Zuriick zum Inhaltsverzeichnis

Menschenrechte im digitalen Raum

Distance won't protect vou: Belarusian transnational repression in Canada
Marcus Kolga
Digital Forensic Research Lab (DFR Lab), 13.07.2026

Inside the Swap Mart: How Thailand’s Domestic Digital Repression Enables Trans-

national Repression
Janjira Sombatpoonsiri

Carnegie Endowment for International Peace, 02.07.2026

China’s transnational interference threatens digital rights globally
Wendy Chang, Daria Impiombato

Mercator Institute for China Studies, 26.06.2026
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Russia Breaks Into Human Rights Activist's Phone With Cellebrite
John Scott-Railton, et al.

The Citizen Lab, 25.06.2026

(Un)forced Errors - Analysis of Proposed Surveillance Law Expansion under Bill C-22, An
Act respecting lawful access

Cynthia Khoo, Kate Robertson, Tamir Israel

The Citizen Lab, 02.06.2026

Zurtick zum Inhaltsverzeichnis

US-Technologiepolitik

The Kyndryl-Solvinity Case: A Barometer for Investment Security Reviews?

Emily Benson, Lexi Linafelter
Center for Strategic and International Studies (CSIS), 30.07.2026

The Myths of Mythos
James Lewis
Center for European Policy Analysis, 08.07.2026

The Trump administration’s embargo on Anthropic’s latest models scorches its

hopes to export American Al
Cameron F. Kerry

Brookings Institution, 01.07.2026

US Al Export Controls Miss Target
Elly Rostoum

Center for European Policy Analysis, 01.07.2026

Navigating A Post-Mythos World: Implications for Security
Ishita Deshmukh

Observer Research Foundation (ORF), 23.06.2026

US Al Export Controls Cause Furor
Marta Granados Herndndez

Center for European Policy Analysis, 17.06.2026
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Die Waffen des Silicon Valley - Eine Kritik an Alex Karps Manifest der digitalen Ge-
walt

Paul Nemitz

Verfassungsblog | On Matters Constitutional, 15.06.2026

Rationed Intelligence - How America's Al Chip Export Controls Are Constructing a New
Legal Hierarchy

Shivam Kumar

Volkerrechtsblog, 08.06.2026

Atlantic Council Commission on Al lays a roadmap for US leadership in the age of Al
Atlantic Council, 01.06.2026, 54 Seiten.

The Geopolitics of Al in the United States and Texas’s Strategy
Cintia Smith
Friedrich-Naumann-Stiftung fiir die Freiheit, 05.2026, 10 Seiten.

Zuriick zum Inhaltsverzeichnis

EU-Digitalpolitik

Reframing Open Strategic Autonomy in the EU Digital Ecosystem

Federica Marconi
Istituto Affari Internazionali, 06.08.2026

Autonomy through partnerships: Charting the EU's global digital engagement
Clotilde BOmont, Fee-Marie von der Brelie

European Union Institute for Security Studies, 27.07.2026

The Brussels Bubble - Inside the European Union in the Digital Age
Kristin Anabel Eggeling, Rebecca Adler-Nissen
Norwegian Institute for International Affairs (NUPI), 05.07.2026

End European Tech Pessimism
William Echikson

Center for European Policy Analysis, 30.06.2026

Could a digital services tax become an EU own resource? - Revenue potential, policy
trade-offs and strategic options

Apostolos Thomadakis

Centre for European Policy Studies (CEPS), 25.06.2026, 18 Seiten.
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Shared gains, secure links: rethinking EU-Asia digital cooperation
Ceren Ergenc, et al.

Centre for European Policy Studies (CEPS), 19.06.2026, 71 Seiten.

Data bought, rights ignored: European intelligence services' use of commercially
sourced data

Thorsten Wetzling Corbinian Ruckerbauer
Interface, 16.06.2026

Building One Europe, One Market - Four strategic priorities for the digital single market
Artur Bogucki, Raquel Jorge Ricart
Centre for European Policy Studies (CEPS), 10.06.2026, 38 Seiten.

Code War: Europe Launches “Tech Independence”
William Echikson
Center for European Policy Analysis, 09.06.2026

Making Enforcement Negotiable? The Digital Markets Act under US Pressure
Anselm Kiisters

Istituto Affari Internazionali, 09.06.2026

Zuriick zum Inhaltsverzeichnis

Cybersicherheit

Cybersicherheitspolitik

Al Literacy as the New Frontline of Cybersecurity
Sairah Zahoor

Observer Research Foundation (ORF), 05.08.2026

Taiwan Needs an Al Cyber Shield Now to Defend Against Invasion
Andrew Faulhaber

Center for Strategic and International Studies (CSIS), 29.07.2026

Red Kraken: The Coming Age of Agentic Cyber Strategy
Emily Harding, Benjamin Jensen
Center for Strategic and International Studies (CSIS), 28.07.2026

How the U.S. Can Survive a Large-Scale Al Cyberattack
Andrew Faulhaber

Center for Strategic and International Studies (CSIS), 23.07.2026
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Deutschland im hybriden Krieg: Sicherheit wahren, Demokratie schiitzen! - Von Cy-
berattacken bis zu Desinformation - Deutschland braucht Reformen in der Sicherheitsar-

chitektur & ein neues gesellschaftliches Verantwortungsbewusstsein gegen hybride An-
griffe

Edmund Ratka

Konrad Adenauer Stiftung, 20.07.2026, 10 Seiten.

Making Al Work for Cyber Defenders: A Strategy for Strengthening U.S. Cybersecu
rity

Carol Kuntz, Lauryn Williams

Center for Strategic and International Studies (CSIS), 15.07.2026, 19 Seiten.

Driven by Al, the Future of Cvbersecurity Will Resemble the Past
Jason Healey
Lawfare, 15.07.2026

Understanding Russia-Iran Collaboration in Cyberspace
Nikita Shah, Justin Sherman

Center for Strategic and International Studies (CSIS), 14.07.2026

The Cybersecurity Blind Spot in India’s EV Transition
Basu Chandola

Observer Research Foundation (ORF), 09.07.2026

New Thinking on UK Cyber Effects: An Edited Collection
Jamie MacColl, Emma De Angelis, Pia Hiisch, Tim Stevens

Royal United Services Institute (RUSI), 02.07.2026

Cybersecurity Explainer: US and EU Strategy and Policy
Antonia Wunnerlich, Julia Tréhu

German Marshall Fund of the United States, 16.06.2026

New Light-Touch Trump Al Cyber Executive Order Reveals Accelerationists Still
Rule the Roost

Lauryn Williams, Aalok Mehta
Center for Strategic and International Studies (CSIS), 05.06.2026

Al Cyber Risks Are Testing the Office Built to Coordinate Them
Kevin Frazier

Lawfare, 02.06.2026
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The Unspoken Guardians of the Internet: Why Non-profit Cybersecurity Matters for
Public Safety and Global Resilience

Ron Stoop, Paul Sinning, Hans Horan

The Hague Centre for Strategic Studies (HCSS), 02.06.2026, 48 Seiten.

Cyber Offense: How Far Can Private Organizations Go?
Rajeev Raghavan, Grace Tang, Jared Engelking

Lawfare, 28.05.2026

What Is a Cybersecurity Legal Practice, 2.0?
Terence A. Check, JR., Spencer R. Fisher

Lawfare, 27.05.2026

Zuriick zum Inhaltsverzeichnis

Cyberdiplomatie

The permanent turn of the UN Global Mechanism on ICT Security - Five shifts in Cyber
Diplomacy, and What They Will Require

Andrea Calderaro
EU Cyber Direct, 30.07.2026, 10 Seiten.

A UN Effect? How the EU Implements the Norms of Responsible State Behavior in Cy-

berspace
Christina Rupp, Patryk Pawlak

Interface, 15.07.2026

Neither convergence nor resistance: A hybridization framework for norm evolution

in the digital age
Ilaria Carrozza

Peace Research Institute Oslo (PRIO), 07.2026, 20 Seiten.

Fostering Cyber Accountability in Southeast Asia - Analyzing approaches to law,
norms, and attribution in Southeast Asia’s fast-growing digital economies

Mark Bryan Manantan

Stimson Center, 18.06.2026, 17 Seiten.

Pragmatism at the UN: leveraging non-governmental stakeholders to improve col-
lective cybersecurity

Julien Sylvestre-Fleury
EU Cyber Direct, 05.06.2026
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Who Rules Cyberspace? The Microsoft Approach to Cyber Diplomacy
Louise Marie Hurel
Royal United Services Institute (RUSI), 01.06.2026

Zuriick zum Inhaltsverzeichnis

Cyberkriminalitit

The Accountability Gap - Tackling Cyber Fraud Across Legal Frameworks - Assessing the
role of anti-trafficking, cybercrime, and financial regulations in the fight against online
scams

Allison Pytlak, Courtney Weatherby, Kathleen Scoggin

Stimson Center, 10.07.2026

Rethinking the Territorial Tort Exception in the Age of Proxy States
Vaishali Patro

Volkerrechtsblog, 15.06.2026

Zurtick zum Inhaltsverzeichnis

Cyber intrusion capabilities

Al-Generated Zero-Day Vulnerabilities: Implications for Future Warfighting
K.S. Brar

Institute for Defence Studies and Analyses, 08.06.2026, 29 Seiten.

Zurtick zum Inhaltsverzeichnis

Cybersicherheit von neuen Technologien

Wenn KI selbststindig angreift: Automatisierte Cyberattacken als sicherheitspoliti-

sche Mahnung
Thomas Reinhold

Peace Research Institute Frankfurt PRIF, 23.07.2026

Artificial Intelligence and the Risk of Strategic Cyberattack
Michael Sulmeyer

RAND Corporation, 14.07.2026
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Al agents put offensive cyber within reach of novices - Comparing the performance of
Al agents to humans in offensive cyber operations

Jair Aguirre, Benjamin Sperisen, Zylex Lopez, Henri van Soest
RAND Corporation, 25.06.2026

The U.S. Is Losing the Al Credibility War—to Itself
Matthew Ferren
Council on Foreign Relations, 22.06.2026

Die dunkle Seite neuer KI-Sprachmodelle: Wie Large Language Models die Cybersi-
cherheit herausfordern

Niklas Schornig
Peace Research Institute Frankfurt PRIF, 19.06.2026

Zuriick zum Inhaltsverzeichnis

EU-Cybersicherheit
Frontier Al and Cybersecurity

Heli Tiirmaa-Klaar
German Marshall Fund of the United States, 24.07.2026

Espionage Against the European Parliament - Member of Committee Investigating Spy-
ware Hacked with Pegasus

John Scott-Railton, et al.
The Citizen Lab, 03.07.2026

Zuriick zum Inhaltsverzeichnis

Technologie & Streitkrifte

Cybersicherheit im Militar

How NATO is facing mounting cybersecurity challenges
G. Alexander Crowther

Atlantic Council, 01.07.2026

Zurlick zum Inhaltsverzeichnis
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Militdrische Cyberfahigkeiten

Securing Tomorrow: A Look at the 18th International Conference on Cyber Conflict
Julia Vassileva

Belfer Center for Science and International Affairs, 04.06.2026

CSIS Commission on U.S. Cyber Force Generation
Center for Strategic and International Studies (CSIS), 03.06.2026, 83 Seiten.

International Legal Perspectives on Cyber Operations: A Common Baseline for NATO
Allies

Agnes Kasper, Karine Veersalu

NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE), 06.2026

Investigating the potential use of frontier Al models for offensive cyberattacks: A

human uplift study
James Caridi-Doyle, et al.

RAND Corporation, 28.05.2026

Zurtick zum Inhaltsverzeichnis

Neue Technologien im Militar

The Drone Revolution: The View from Latvia
Jill Dougherty
Woodrow Wilson International Center for Scholars, 29.07.2026

Anticipatory Arms Control for the Al Age
Stephen Herzog, Douglas B. Shaw, William C. Potter

Belfer Center for Science and International Affairs, 23.07.2026

Policy Brief
George Balston

Centre for Emerging Technology and Security (CETaS), 20.07.2026

Symposium on International Law and Artificial Intelligence in Armed Conflict: Intro-
duction

Nick Wobma, Maria Tolppa, Kubo Macak

Opinio Juris, 20.07.26
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