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Globale Technologiepolitik

Internet Governance

Die paradoxen Internetsperren in Russland
Gregory Asmolov

Zentrum fiir Osteuropa- und internationale Studien (ZOIS), 20.05.2026

Russia’s new digital authoritarianism: Challenges and leverage for Europe
Margarita Zavadskaya

Finnish Institute of International Affairs (FIIA), 19.05.2026

Russia Goes Mad MAX
Anda Bologa
Center for European Policy Analysis, 24.04.2026

Iran’s Internet Blackout and the Authoritarian Playbook
Freedom House, 23.03.2026

Zurtick zum Inhaltsverzeichnis

Untersee-Datenkabel

Trusted Infrastructure, Contested Sovereignty: Submarine Cables in the Pacific
Er. Kritika

Observer Research Foundation (ORF), 26.05.2026

Cable Danger: Look Beyond the Sea to the Shore
Barbara Paoletti

Center for European Policy Analysis, 18.05.2026

The Nordic-Baltic States in the Indo-Pacific: Similarities and Challenges
Wakana Asano, Rupert Schulenburg, Darshana M. Baruah

International Institute for Strategic Studies (IISS), 14.05.2026, 32 Seiten.

Building Cooperative Frameworks for Subsea Cable Security in the Indo-Pacific
Taylar Rajic
Center for Strategic and International Studies (CSIS), 24.03.2026

Zurltick zum Inhaltsverzeichnis
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Satelliten Internet

Low Earth Orbit satellites: Closing the Indo-Pacific digital divide
Hilman Palaon

Lowy Institute, 24.05.2026

New Rhythms in GEO: A Quantitative Analysis of Unusual Behavior in Geosynchro-

nous Orbit by Chinese Satellites, 2016-2025
Kari A. Bingen, Madeleine Chang

Center for Strategic and International Studies (CSIS), 06.04.2026, 43 Seiten.

China’s Pursuit of Satellite Internet Infrastructure
Abhishek Kumar Darbey
Institute for Defence Studies and Analyses, 06.04.2026, 39 Seiten.

Zuriick zum Inhaltsverzeichnis

Menschenrechte im digitalen Raum

Digital Security and Civil Society Resilience in Central and Eastern Europe
Dimitar Keranov
German Marshall Fund of the United States, 20.05.2026

Trial) Measures for Artificial Intelligence Technology Ethics Management Services
(Draft for Public Feedback) - Read our translation of a Chinese draft regulation mandat-
ing ethics reviews for Al
technology that could endanger humans or sway public opinion
Center for Security and Emerging Technology (CSET), 12.05.2026, 12 Seiten.

The case for supporting democratic resilience
Mark Scott

Digital Forensic Research Lab (DFR Lab), 29.04.2026

Tall Tales - How Chinese Actors Use Impersonation and Stolen Narratives to Perpetuate
Digital Transnational Repression

Rebekah Brown, et al.

The Citizen Lab, 27.04.2026, 53 Seiten.

Why the Next UN Tech Election Matters
Fiona Alexander, Kevin Farmer

Center for European Policy Analysis, 20.04.2026
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https://dfrlab.org/2026/04/29/the-case-for-supporting-democratic-resilience/
https://citizenlab.ca/research/how-chinese-actors-use-impersonation-and-stolen-narratives-to-perpetuate-digital-transnational-repression/
https://cepa.org/article/why-the-next-un-tech-election-matters/

Uncovering Webloc - An Analysis of Penlink’s Ad-based Geolocation Surveillance
Tech

Wolfie Christl, et al.
The Citizen Lab, 09.04.2026, 74 Seiten.

Watch the Watchers: Surveillance technologies for political control in Venezuela
Iria Puyosa, Andrés Azpuarua

Digital Forensic Research Lab (DFR Lab), 26.03.2026

Zuriick zum Inhaltsverzeichnis

US-Technologiepolitik

Die Tech-Republik - Hinter Alex Karps viralem KI-Manifest steckt mehr als Silicon-Val-
ley-Euphorie: eine Kampfansage im globalen Wettlauf um Macht.

Leander Scholz

Journal fiir Internationale Politik und Gesellschaft | IPG Journal, 26.05.2026

A US tech agenda focused on Latin America to outcompete the People’s Republic of
China

Peter Engelke, Ginger Matchett, Samantha Wong

Atlantic Council, 20.04.2026

Trump II contre la gouvernance du numérique : une croisade aux Etats-Unis et en

Europe
Mathilde Velliet

Institut francais des relations internationales, 01.04.2026

Who Owns America’s Tech Future?
Elly Rostoum
Center for European Policy Analysis, 26.03.2026

Zuritick zum Inhaltsverzeichnis

EU-Digitalpolitik

Specifying a Fourth Integrity - A European Constitutional Method for the Digital Fairness
Act

Chayma Drira

Verfassungsblog | On Matters Constitutional, 26.05.2026
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https://www.atlanticcouncil.org/content-series/strategic-insights-memos/a-us-tech-agenda-focused-on-latin-america-to-outcompete-the-peoples-republic-of-china/
https://www.ifri.org/fr/etudes/trump-ii-contre-la-gouvernance-du-numerique-une-croisade-auxetats-unis-et-en-europe
https://www.ifri.org/fr/etudes/trump-ii-contre-la-gouvernance-du-numerique-une-croisade-auxetats-unis-et-en-europe
https://cepa.org/article/who-owns-americas-tech-future/
https://verfassungsblog.de/specifying-a-fourth-integrity/

Handlungsfahigkeit durch Verbindlichkeit - Europa und die Frage des richtigen
Tech-Koalitionsformats

Katja Munoz
Deutsche Gesellschaft fiir Auswértige Politik (DGAP), 21.05.2026, 4 Seiten.

DMA Two Years In: Fit for Purpose?
Anda Bologa, William Echikson
Center for European Policy Analysis, 12.05.2026

Addictive design on online platforms
Mar Negreiro, Oykii Dilara Anac¢

European Parliamentary Research Service, 06.05.2026

Is the Brussels Effect Losing Steam?
Jack Galloway, William Echikson
Center for European Policy Analysis, 21.04.2026

What digital sovereignty owes future generations
Rowan Emslie
Centre for Future Generations (CFG), 16.04.2026

Gatekeeper in der Cloud - Cloud-Dienste und das Gesetz Uber digitale Markte: Integrierte
Intermediation, Okosystemansatz und Cloud-Neutralitit als Leitprinzip

Antonio Manganelli

Konrad Adenauer Stiftung, 14.04.2026

Beyond Intermediaries - Generative Al in Search of Their Legal Status
Marco Bassini, Andrea Palumbo
Verfassungsblog | On Matters Constitutional, 12.04.2026

The European Union and Digital Diplomacy: Overcoming the 'Expectations-Capabil-
ity Gap'

Ruben Zaiotti

USC Center on Public Diplomacy, 02.04.2026

Negotiating an EU-US biometric information-sharing agreement
Kenneth Propp

Atlantic Council, 25.03.2026

Digital networks act legislation [EU Legislation in Progress]

Stefano De Luca
European Parliamentary Research Service, 19.03.2026

Zurltick zum Inhaltsverzeichnis
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https://verfassungsblog.de/genai-dsa/
https://uscpublicdiplomacy.org/blog/european-union-and-digital-diplomacy-overcoming-expectations-capability-gap
https://uscpublicdiplomacy.org/blog/european-union-and-digital-diplomacy-overcoming-expectations-capability-gap
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/negotiating-an-eu-us-biometric-information-sharing-agreement/
https://epthinktank.eu/2026/03/19/digital-networks-act-legislation-eu-legislation-in-progress/

Cybersicherheit

Cybersicherheitspolitik

Investigating the potential use of frontier Al models for offensive cyberattacks: A

human uplift study
Jair Aguirre, et al.

RAND Corporation, 28.05.2026, 123 Seiten.

What Is a Cybersecurity Legal Practice, 2.0?
Spencer R. Fisher, Terence A. Check, Jr.
Lawfare, 27.05.2026

Building a Robust U.S.-ROK Cyber Alliance
Sunha Bae, et al.

Center for Strategic and International Studies (CSIS), 07.05.2026, 126 Seiten.

Al-Enabled Vulnerability Discovery Is Reshaping National Cyber Defence
Aybars Tuncdogan
Royal United Services Institute (RUSI), 06.05.2026

India’s 2025 Cybersecurity Shift: Bolstering Defence Through Al
Pranoy Jainendran
Observer Research Foundation (ORF), 29.04.2026

The Iranian Cyber Threat to U.S. Critical Infrastructure
Nikita Shah

Center for Strategic and International Studies (CSIS), 27.04.2026

The Iran Factor in Trump’s Cyber Strategy
Vivek Mishra, Soumya Awasthi

Observer Research Foundation (ORF), 27.04.2026

C026080 | Staving Ahead of Cyber Threats for a Secure Regional Cvberspace
Muhammad Faizal Bin Abdul Rahman
S. Rajaratnam School of International Studies, 15.04.2026, 6 Seiten.

Cybersecurity Law of the People’s Republic of China - Read our translation of China's
Cybersecurity Law, as amended in October 2025, which lays out the cybersecurity respon-

sibilities of computer network users in China
Center for Security and Emerging Technology (CSET), 14.04.2026, 21 Seiten.
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https://www.rand.org/pubs/research_reports/RRA3892-1.html
https://www.rand.org/pubs/research_reports/RRA3892-1.html
https://www.lawfaremedia.org/article/what-is-a-cybersecurity-legal-practice--2.0
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https://rsis.edu.sg/rsis-publication/rsis/staying-ahead-of-cyber-threats-for-a-secure-regional-cyberspace/
https://cset.georgetown.edu/publication/china-cybersecurity-law-2025/

The Shadow War: North Korea’s Grey-Zone Strategy in the Digital Age
Sweekriti Pathak, Soumya Awasthi
Observer Research Foundation (ORF), 13.04.2026

The Al Revolution in Cyber Conflict
Lennart Maschmeyer
Lawfare, 08.04.2026

Why African cybersecurity requires a continental approach
Yasmine Abdillahi
Atlantic Council, 06.04.2026

Mapping India-Israel Cybersecurity Cooperation
Rohit Kumar Sharma
Institute for Defence Studies and Analyses, 06.04.2026

Iran Conflict Heightens Cyber Threats to U.S. Energy Infrastructure
Lauryn Williams, Leslie Abrahams

Center for Strategic and International Studies (CSIS), 02.04.2026

Cyber Warfare 101: Bluff Don’t Tell
Jan Kallberg

Center for European Policy Analysis, 01.04.2026

IP26054 | Doubling Down: The US Cybersecurity Strategy 2026
Kevin Chen an Xian
S. Rajaratnam School of International Studies, 27.03.2026, 6 Seiten.

Public Cyber Attribution in the Global South: Indo-Pacific
Louise Marie Hurel and Prerana Joshi

Royal United Services Institute (RUSI), 24.03.2026

The Trump Administration Has a Cyber Strategy. Does It Have a Plan?
Teddy Nemerof, Brianna Rosen

Carnegie Endowment for International Peace / Just Security, 19.03.2026

Zurlick zum Inhaltsverzeichnis
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https://idsa.in/publisher/issuebrief/mapping-india-israel-cybersecurity-cooperation
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https://cepa.org/article/cyber-warfare-101-bluff-dont-tell/
https://rsis.edu.sg/rsis-publication/idss/ip26054-doubling-down-the-us-cybersecurity-strategy-2026/
https://www.rusi.org/explore-our-research/publications/insights-papers/public-cyber-attribution-global-south-indo-pacific
https://www.justsecurity.org/134142/trump-admin-cyber-strategy-plan/

Cyberdiplomatie

Has Russia Overplayed Its Hand in UN Cyber Negotiations?
Christopher Painter, Pavlina Pavlova, Nick Ashton-Hart

Lawfare, 21.05.2026

From launch to delivery, the UN’s new cybersecurity mechanism faces old divides
Christina Rupp

Interface, 24.04.2026

UN Norms: Tackling the Rise of Cyber Capabilities
James A. Lewis

Royal United Services Institute (RUSI), 31.03.2026

International Cyber Law Strategy for the UN Global Mechanism
Liis Vihul
Opinio Juris, 30.03.2026

Zurtick zum Inhaltsverzeichnis

Cyberkriminalitat

Inside the World of Teen Cvbercrime
Tash Buckley
Lawfare, 15.05.2026

An Opportunity to Safeguard America from Chinese Cybercriminals
Ken Westbrook

Woodrow Wilson International Center for Scholars, 11.05.2026

Trafficking into cyber scam operations: Implications for the OSCE region
Organization for Security and Co-operation in Europe (OSCE), 17.04.2026, 40 Seiten.

To Fight Ransomware, Turn to Incident Response Professionals
Rob Knake, Sezaneh Seymour

Royal United Services Institute (RUSI), 16.04.2026

Das BKA als Cyberabwehrbehoérde - Neue Befugnisse zur Gefahrenabwehr im Cyber-

raum ohne Sicherheitsgewinn
Nicolas Ziegler, Carolin Kemper

Verfassungsblog | On Matters Constitutional, 24.03.2026
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https://www.lawfaremedia.org/article/has-russia-overplayed-its-hand-in-un-cyber-negotiations
https://www.interface-eu.org/publications/from-launch-to-delivery-the-uns-new-cybersecurity-mechanism-faces-old-divides
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https://www.lawfaremedia.org/article/inside-the-world-of-teen-cybercrime
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https://resources.osce.org/cthb/663307
https://www.rusi.org/explore-our-research/publications/commentary/fight-ransomware-turn-incident-response-professionals
https://verfassungsblog.de/das-bka-als-cyberabwehrbehorde/
https://verfassungsblog.de/das-bka-als-cyberabwehrbehorde/

Following the money 2.0 - A collaborative approach to human trafficking investiga-
tions involving virtual assets

Organization for Security and Co-operation in Europe (OSCE), 16.03.2026, 65 Seiten.

Zuriick zum Inhaltsverzeichnis

Cyber intrusion capabilities

Hackers using Al just found a ‘zero-day.” The spyware industry is watching
Jen Roberts

Atlantic Council, 19.05.2026

Operationalising uncertainty: The automation of threat knowledge and situational

awareness
Claudia Emilie Aanonsen
Norwegian Institute for International Affairs (NUPI), 30.04.2026

Good Practice Guide on Applying Export Controls to Transfers of Commercial Cyber

Intrusion Capabilities
Mark Bromley, Kolja Brockmann

Stockholm International Peace Research Institute (SIPRI), 03.2026, 20 Seiten.

Zurtick zum Inhaltsverzeichnis

Cybersicherheit von neuen Technologien

What's the Best Way to Defend Against Al Hacking?
Elly Rostoum

Center for European Policy Analysis, 22.05.2026

Scaling Intelligence: The Security Foundations Beneath America’s Al Ambitions Are

Cracking
Vinh X. Nguyen
Council on Foreign Relations, 18.05.2026

Al distillation attacks in the US-China contest
Virpratap Vikram Singh
International Institute for Strategic Studies (IISS), 13.05.2026

Too Dangerous to Deploy: Anthropic’s Mythos and What Comes Next
Teddy Nemeroff

Just Security / Carnegie Endowment for International Peace, 08.05.2026
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https://www.cfr.org/articles/scaling-intelligence-the-security-foundations-beneath-americas-ai-ambitions-are-cracking
https://www.iiss.org/online-analysis/cyber-power-matrix/2026/05/ai-distillation-attacks-in-the-uschina-contest/
https://www.justsecurity.org/138011/too-dangerous-anthropic-mythos/

Claude Mythos: What Does Anthropic’s New Model Mean for the Future of Cvberse-

curity? - Expert Analysis
Centre for Emerging Technology and Security (CETaS), 14.04.2026

Cyberbiosecurity: A Pillar of Trust in Global Health
Shravishtha Ajaykumar

Observer Research Foundation (ORF), 07.04.2026

Zurtick zum Inhaltsverzeichnis

EU-Cybersicherheit

Shared threats, shared resilience: Integrating enlargement partners in EU digital

and cyber security
Clotilde B6mont, Bojana Zori¢
European Union Institute for Security Studies, 26.05.2026, 4 Seiten.

Cyber (Dis)armament in Practice: The EU’s Role in Governing Software Vulnerabili-

ties in a Fragmented International Order
Eugenio Benincasa

Stockholm International Peace Research Institute (SIPRI), 05.2026, 20 Seiten.

Dispatches from the front lines of Russia-linked cyberattacks on Europe
Anna Wieslander, Aaron Korewa, Justin Sherman

Atlantic Council, 16.04.2026

Zurtick zum Inhaltsverzeichnis

Technologie & Streitkrifte

Cybersicherheit im Militar

Why China Is Now a Peer Competitor to the United States in Cyberspace
Nikita Shah

Center for Strategic and International Studies (CSIS), 15.05.2026

Operation Sindoor at One: Taking Stock of India's Cyber Preparedness
Sameer Patil

Observer Research Foundation (ORF), 07.05.2026

Seite 11 von 20

SWP 1|


https://cetas.turing.ac.uk/publications/claude-mythos-future-cybersecurity
https://cetas.turing.ac.uk/publications/claude-mythos-future-cybersecurity
https://www.orfonline.org/expert-speak/cyberbiosecurity-a-pillar-of-trust-in-global-health
https://www.iss.europa.eu/publications/briefs/shared-threats-shared-resilience-integrating-enlargement-partners-eu-digital
https://www.iss.europa.eu/publications/briefs/shared-threats-shared-resilience-integrating-enlargement-partners-eu-digital
https://www.sipri.org/publications/2026/eu-non-proliferation-and-disarmament-papers/cyber-disarmament-practice-eus-role-governing-software-vulnerabilities-fragmented-international
https://www.sipri.org/publications/2026/eu-non-proliferation-and-disarmament-papers/cyber-disarmament-practice-eus-role-governing-software-vulnerabilities-fragmented-international
https://www.atlanticcouncil.org/dispatches/dispatches-from-the-front-lines-of-russia-linked-cyberattacks-on-europe/
https://www.csis.org/analysis/why-china-now-peer-competitor-united-states-cyberspace
https://www.orfonline.org/expert-speak/operation-sindoor-at-one-taking-stock-of-india-s-cyber-preparedness

C026074 | Developing Capacity for Cyber Defence: Insights from Finland
Asha Hemrajani, Eddie Lim
S. Rajaratnam School of International Studies, 08.04.2026, 6 Seiten.

Zuriick zum Inhaltsverzeichnis

Militdrische Cyberfahigkeiten

The Weaponisation of Surveillance Infrastructure
Rohit Kumar Sharma

Institute for Defence Studies and Analyses, 05.05.2026

Implementing Cybercom 2.0 Should Not Postpone Establishing a Cyber Force
Mark Montgomery, Erica D. Lonergan

Lawfare, 23.04.2026

The Risk of Making Offensive Cyber the New Shiny Silver Bullet
Louise Marie Hurel

Royal United Services Institute (RUSI) / EU Cyber Direct, 14.04.2026

The Perils of Privatized Cvberwarfare
Ronald . Deibert
Lawfare, 01.04.2026

Ukraine’s Cvber Defence Evolution: The Role of Non-State Actors and Public-Private

Partnerships
NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE), 31.03.2026

Zurtick zum Inhaltsverzeichnis

Neue Technologien im Militdr

The Unintended Consequences of Iran’s Asymmetric Strategy and America’s Al War
Steve Feldstein

Carnegie Endowment for International Peace, 13.05.2026

The Effect of Military Al on Contemporary Battlefields
Yahli Shereshevsky

Carnegie Endowment for International Peace, 13.05.2026

Defence Al Beyond the Headlines
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