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Cyber Activity Balance 2025: The EU in Focus - Situational Awareness based on Eu-
ropean Repository on Cyber Incidents (EuRepo(C)

Annegret Bendiek, Jonas Hemmelskamp, Lena Rottinger
Stiftung Wissenschaft und Politik (SWP), 02.2026, 14 Seiten.
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Alexandra Paulus, Daniel Voelsen

In: Mit, ohne, gegen Washington: Die Neubestimmung der Bezie-hungen Europas zu den
USA, S. 23-27
Stiftung Wissenschaft und Politik (SWP), 22.01.2026
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It's a myth that Chinese internet users are mindless automatons’
Yi-Ling Liu, Isabella Wilkinson

Chatham House, 16.03.2026

Chinese De-Risking: Europe Needs to Accelerate
Valentin Weber

Center for European Policy Analysis, 05.03.2026

South Korea’s Online Platform Fairness Bill - A New Digital Nontariff Barrier in U.S.-
ROK Trade

Nigel Cory

National Bureau of Asian Research, 25.02.2026, 8 Seiten.

Cross-Border Data Transfer Regimes: Current Landscape and Outlook Ahead
S. Yash Kalash

Centre for International Governance Innovation (CIGI), 24.02.2026, 36 Seiten.

Conference Highlights: UN Open Source Week 2025 - An Open Community for the

Global Digital Compact
Sachiko Muto

OpenForum Europe, 05.02.2026, 48 Seiten.

Zurtick zum Inhaltsverzeichnis

Seite 3 von 20

SWP 1|


https://www.swp-berlin.org/publications/products/arbeitspapiere/SWP_WP_Cyber_Activity_Balance_2025_Bendiek_Hemmelskamp_Rottinger.pdf
https://www.swp-berlin.org/publications/products/arbeitspapiere/SWP_WP_Cyber_Activity_Balance_2025_Bendiek_Hemmelskamp_Rottinger.pdf
https://www.swp-berlin.org/publikation/mit-ohne-gegen-washington-die-neubestimmung-der-beziehungen-europas-zu-den-usa#hd-d42581e1016
https://www.swp-berlin.org/publikation/mit-ohne-gegen-washington-die-neubestimmung-der-beziehungen-europas-zu-den-usa#hd-d42581e1016
https://www.chathamhouse.org/publications/the-world-today/2026-03/its-myth-chinese-internet-users-are-mindless-automatons
https://cepa.org/article/chinese-de-risking-europe-needs-to-accelerate/
https://www.nbr.org/publication/south-koreas-online-platform-fairness-bill-a-new-digital-nontariff-barrier-in-u-s-rok-trade/
https://www.cigionline.org/publications/cross-border-data-transfer-regimes-current-landscape-and-outlook-ahead/
https://openforumeurope.org/publications/conference-highlights-un-open-source-week-2025-an-open-community-for-the-global-digital-compact/
https://openforumeurope.org/publications/conference-highlights-un-open-source-week-2025-an-open-community-for-the-global-digital-compact/

Untersee-Datenkabel

Risk Beneath the Waves: Safeguarding Subsea Cables for a Secure Global Network
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The Satellite Encryption Gap: Why Everyday Citizens’ Communications Are at Risk
Lauryn Williams, Kuhu Badgi

Center for Strategic and International Studies (CSIS), 06.03.2026

How Russia Is Intercepting Communications from European Satellites
Aleix Nadal Campos

RAND Corporation, 02.03.2026

Building a European competitive edge in space - An agenda for action
Carlo Des Dorides, Andrea G. Rodriguez, Jaime Martinez, Christopher Schade

Centre for European Policy Studies (CEPS), 05.03.2026, 25 Seiten.

Room for Change? Premises of the EU's Space Policy
Dorthea Gradek

Norwegian Institute for International Affairs (NUPI), 24.02.2026

A Quick Note on Orbiting Data Centers
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Maintaining the Space Edge: Strategic Reforms for U.S. Dominance in Low Earth Or-
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The Architecture of Digital Repression
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Carnegie Endowment for International Peace, 10.03.2026

China’s AI-Empowered Censorship: Strengths and Limitations
Nathan Law

Carnegie Endowment for International Peace, 10.03.2026

Von personalisierter Werbung zur staatlichen Verfolgung - Zweckbindung als
Grundrechtsschutz im Zeitalter von KI

Rainer Miihlhoff, Hannah Ruschemeier
Verfassungsblog | On Matters Constitutional, 03.02.2026
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Private Power, Public Values - Anthropic and the Constitutional Dimension of Govern-
ance in the Digital Environment

Lucas Henrique Muniz de Conceicao

Verfassungsblog | On Matters Constitutional, 11.03.2026

The Emerging US Influence Threat to British Democracy
Neil Barnett, Eliza Lockhart

Royal United Services Institute (RUSI), 26.02.2026

The Pentagon/Anthropic Clash Over Military Al Guardrails

Jessica Dorsey, et al.
Opinio Juris, 26.02.26

America’s Digital Empire Has a Trust Problem
Kat Duffy
Council on Foreign Relations, 24.02.2026

Der neue Davos Man
Cord Jakobeit
Journal fir Internationale Politik und Gesellschaft | IPG Journal, 03.02.2026, 5 Seiten.

Tech Dependencies Undermine UK National Security
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Tech Diplomacy for a New Global Order
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EU-UK digital cooperation
Maria Niestadt

European Parliamentary Research Service, 15.03.2026

The New Containment Doctrine: How the United States Is Using Trade to Stop Digital
Regulation

Philip Luck, Duc Minh Nguyet (Moon) Nguyen

Center for Strategic and International Studies (CSIS), 09.03.2026

From pledges to practice: The Digital Services Act at two years
Anh Nguyen
Hertie School Centre for Digital Governance, 05.03.2026

The case for a European Union digital enforcement authority
Mario Mariniello

Bruegel, 05.03.2026, 16 Seiten.

Europe’s Expanding Digital Partnerships
Anda Bologa

Center for European Policy Analysis, 04.03.2026

A Transatlantic Tech Partnership
Dylan Welch, Sharinee Jagtiani

German Marshall Fund of the United States, 27.02.2026

Cuando entrar es facil, pero salir imposible: la asimetria regulatoria que frena la in-

versidn digital en Europa
Judith Arnal

Real Instituto Elcano, 25.02.2026, 60 Seiten.

One Tech Policy Battle After Another
Ronan Murphy

Center for European Policy Analysis, 12.02.2026
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Leaders’ retreat: EU needs escape velocity to close tech gap with US, China
Pawel Swieboda

European Policy Centre, 05.02.2026

Power in Numbers: Governments Gang Up On Tech
Clara Riedenstein
Center for European Policy Analysis, 04.02.2026

OSOR Handbook: Open Source Software in Public Administration
Axel Thévenet, Ciaran O’Riordan, Jaakko Karhu, Sivan Patsch

OpenForum Europe, 04.02.2026, 45 Seiten.

Progress and trends in the national open source policies and legal frameworks
Eléonore Daxhelet, Jaakko Karhu
OpenForum Europe, 04.02.2026, 27 Seiten.

EU-Africa Digital Partnership
Niels Keijzer, et al.

Istituto Affari Internazionali, 02.02.2026

Europe’s Bazooka Could Hit US Tech
William Echikson, Ronan Murphy

Center for European Policy Analysis, 23.01.2026

To Regulate or Not to Regulate? - The EU, ICT, and the Merits of a Geopolitical Approach
Paolo Passaglia
Volkerrechtsblog, 19.01.2026
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South Korea's Integrated Cyber Defense Framework: Active Cyber Defense and Re-
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Wartime Ukraine offers global lessons on the future of cyber resilience
Oleksandr Bakalynskyi, Maggie McDonough
Atlantic Council, 19.03.2026

Germany's new Cyber Active Defense Law - Written Statement on the "Gesetz zur
Starkung der Cybersicherheit”

Sven Herpig

Interface, 18.03.2026, 9 Seiten.

America’s Al Cyber Defense Gap Needs Congress to Act
Spencer Michaels, Janet Egan, Michael Daniel
Center for a New American Security, 17.03.2026

Trump’s Cyber Strategy Falls Short on China, Iran, and the Threats That Matter Most
Matthew Ferren

Council on Foreign Relations, 16.03.2026

Brief, Bold and Beautiful? Reactions on the US National Cyber Strategy
Louise Marie Hurel, et al.

Royal United Services Institute (RUSI), 16.03.2026

What Does the New Cyber Strategy Really Mean?
Emily Harding
Center for Strategic and International Studies (CSIS), 09.03.2026

Infinite Potential—Insights from the Cyber Surprise Scenario - Post-Series Scenario
Report from a Sequence of Day After Artificial General Intelligence Exercises

George Hage, et al.
RAND Corporation, 09.03.2026

North Korean and Russian cyber actors may be teaming up. So must allies
Joseph Jarnecki, Pia Hiisch

Royal United Services Institute (RUSI), 06.03.2026

Securing Cyberspace in the Middle East: An Actionable Blueprint
Bassant Hassib

Observer Research Foundation (ORF), 05.03.2026

Strengthening UK-South Korea Cyber Security Cooperation
Pia Hiisch, Joseph Jarnecki

Royal United Services Institute (RUSI), 02.03.2026
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Center for Security Studies (CSS) | ETH Ziirich, 21.02.2026

Towards a British Approach to Cyber Campaigning
Richard J. Harknett, Monica Kello

Royal United Services Institute (RUSI), 10.02.2026

Cyber Conflicts and the Erosion of Institutional Trust: the Impacts on Citizens

Claudia Schettini
[stituto per gli studi di politica internazionale (ISPI), 05.02.2026

A Silent Arsenal: State Hacking and the Emerging Digital Order
Ludovica Favarotto, Claudia Schettini
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“State Hacking”: What Is it and Who Is Behind it?
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Japan Goes on the Offensive in Cybersecurity
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Rebooting the UK's Cyber Strategy
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The US needs a cybersecurity roadmap
Franklin D. Kramer, Robert ]. Butler, Melanie J. Teplinsky

Atlantic Council, 29.01.2026
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Responding to Al-Enabled Cybercrime: Governance, Attribution, and Escalation
Helena Yixin Huang

S. Rajaratnam School of International Studies, 26.01.2026, 4 Seiten.

Zurltick zum Inhaltsverzeichnis

Seite 10 von 20

SWP 1|


https://carnegieendowment.org/research/2026/03/resetting-cyber-relations-with-the-united-states
https://www.interface-eu.org/publications/the-new-united-nations-mechanism-on-cybersecurity
https://www.rusi.org/explore-our-research/publications/external-publications/assessing-impact-counter-ransomware-interventions
https://eucyberdirect.eu/blog/shaping-the-un-cybercrime-convention-human-rights-at-a-crossroads
https://fiia.fi/en/publication/russias-multilateral-cyber-norm-promotion-the-duality-of-great-power-projection-and-digital-authoritarianism
https://fiia.fi/en/publication/russias-multilateral-cyber-norm-promotion-the-duality-of-great-power-projection-and-digital-authoritarianism
https://www.rusi.org/explore-our-research/publications/external-publications/cyber-hacks-are-eroding-our-economy-tech-firms-and-boardrooms-must-bolster-their-defences
https://www.rusi.org/explore-our-research/publications/external-publications/cyber-hacks-are-eroding-our-economy-tech-firms-and-boardrooms-must-bolster-their-defences
https://rsis.edu.sg/rsis-publication/fit/responding-to-ai-enabled-cybercrime-governance-attribution-and-escalation/

Cyber intrusion capabilities

Mythical Beasts: Investigating the role of intermediaries in the proliferation of of-
fensive cyber capabilities

Jen Roberts, Sarah Graham, Lyla Renwick-Archibold
Atlantic Council, 18.03.2026, 13 Seiten.

The role of cyber-proxy in cyber threat intelligence
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