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SWP-Publikationen 

Cyber Activity Balance 2025: The EU in Focus - Situational Awareness based on Eu-
ropean Repository on Cyber Incidents (EuRepoC) 
Annegret Bendiek, Jonas Hemmelskamp, Lena Rottinger 
Stiftung Wissenschaft und Politik (SWP), 02.2026, 14 Seiten. 
 
Technologie- und Cybersicherheitspolitik ohne, gegen, mit Washington. Europas 
Handlungsmöglichkeiten im Konfliktfall 
Alexandra Paulus, Daniel Voelsen 
In: Mit, ohne, gegen Washington: Die Neubestimmung der Bezie­hungen Europas zu den 
USA, S. 23–27 
Stiftung Wissenschaft und Politik (SWP), 22.01.2026 
 
Zurück zum Inhaltsverzeichnis 

Globale Technologiepolitik 

Internet Governance 

‘It’s a myth that Chinese internet users are mindless automatons’ 

Yi-Ling Liu, Isabella Wilkinson 

Chatham House, 16.03.2026 

 

Chinese De-Risking: Europe Needs to Accelerate 

Valentin Weber 

Center for European Policy Analysis, 05.03.2026 

 

South Korea’s Online Platform Fairness Bill - A New Digital Nontariff Barrier in U.S.-

ROK Trade 

Nigel Cory 

National Bureau of Asian Research, 25.02.2026, 8 Seiten. 

 

Cross-Border Data Transfer Regimes: Current Landscape and Outlook Ahead 
S. Yash Kalash 

Centre for International Governance Innovation (CIGI), 24.02.2026, 36 Seiten. 

 

Conference Highlights: UN Open Source Week 2025 - An Open Community for the 

Global Digital Compact 

Sachiko Muto 

OpenForum Europe, 05.02.2026, 48 Seiten. 

 
Zurück zum Inhaltsverzeichnis 

https://www.swp-berlin.org/publications/products/arbeitspapiere/SWP_WP_Cyber_Activity_Balance_2025_Bendiek_Hemmelskamp_Rottinger.pdf
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https://www.chathamhouse.org/publications/the-world-today/2026-03/its-myth-chinese-internet-users-are-mindless-automatons
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https://www.cigionline.org/publications/cross-border-data-transfer-regimes-current-landscape-and-outlook-ahead/
https://openforumeurope.org/publications/conference-highlights-un-open-source-week-2025-an-open-community-for-the-global-digital-compact/
https://openforumeurope.org/publications/conference-highlights-un-open-source-week-2025-an-open-community-for-the-global-digital-compact/
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Untersee-Datenkabel 

Risk Beneath the Waves: Safeguarding Subsea Cables for a Secure Global Network 
Romina Bandura, Erin Murphy, Thomas Bryja 
Center for Strategic and International Studies (CSIS), 05.03.2026 
 
Zurück zum Inhaltsverzeichnis 

 

Satelliten Internet 

The Satellite Encryption Gap: Why Everyday Citizens’ Communications Are at Risk 

Lauryn Williams, Kuhu Badgi 

Center for Strategic and International Studies (CSIS), 06.03.2026 

 

How Russia Is Intercepting Communications from European Satellites 

Aleix Nadal Campos 

RAND Corporation, 02.03.2026 

 

Building a European competitive edge in space - An agenda for action 

Carlo Des Dorides, Andrea G. Rodríguez, Jaime Martínez, Christopher Schade 

Centre for European Policy Studies (CEPS), 05.03.2026, 25 Seiten. 

 

Room for Change? Premises of the EU's Space Policy 

Dorthea Gradek 

Norwegian Institute for International Affairs (NUPI), 24.02.2026 

 

A Quick Note on Orbiting Data Centers 

James Lewis 

Center for European Policy Analysis, 05.02.2026 

 

Maintaining the Space Edge: Strategic Reforms for U.S. Dominance in Low Earth Or-
bit 
Taylar Rajic, Lauryn Williams, Matt Pearl 
Center for Strategic and International Studies (CSIS), 02.02.2026 
 
Zurück zum Inhaltsverzeichnis 

 

https://features.csis.org/safeguarding-subsea-cables/
https://www.csis.org/analysis/satellite-encryption-gap-why-everyday-citizens-communications-are-risk
https://www.rand.org/pubs/commentary/2026/03/how-russia-is-intercepting-communications-from-european.html
https://www.ceps.eu/ceps-publications/building-a-european-competitive-edge-in-space/
https://www.nupi.no/en/publications/cristin-pub/room-for-change-premises-of-the-eu-s-space-policy
https://cepa.org/article/a-quick-note-on-orbiting-data-centers/
https://www.csis.org/analysis/maintaining-space-edge-strategic-reforms-us-dominance-low-earth-orbit
https://www.csis.org/analysis/maintaining-space-edge-strategic-reforms-us-dominance-low-earth-orbit


 

Seite 5 von 20 

Menschenrechte im digitalen Raum 

The Architecture of Digital Repression 
Irene Poetranto 
Carnegie Endowment for International Peace, 10.03.2026 
 
China’s AI-Empowered Censorship: Strengths and Limitations 
Nathan Law 
Carnegie Endowment for International Peace, 10.03.2026 
 
Von personalisierter Werbung zur staatlichen Verfolgung - Zweckbindung als 
Grundrechtsschutz im Zeitalter von KI 
Rainer Mühlhoff, Hannah Ruschemeier 
Verfassungsblog | On Matters Constitutional, 03.02.2026 
 

Zurück zum Inhaltsverzeichnis 

 

US-Technologiepolitik 

Private Power, Public Values - Anthropic and the Constitutional Dimension of Govern-
ance in the Digital Environment 

Lucas Henrique Muniz de Conceição 

Verfassungsblog | On Matters Constitutional, 11.03.2026 

 

The Emerging US Influence Threat to British Democracy 

Neil Barnett, Eliza Lockhart 

Royal United Services Institute (RUSI), 26.02.2026 

 

The Pentagon/Anthropic Clash Over Military AI Guardrails 

Jessica Dorsey, et al. 

Opinio Juris, 26.02.26 

 

America’s Digital Empire Has a Trust Problem 

Kat Duffy 

Council on Foreign Relations, 24.02.2026 

 

Der neue Davos Man 

Cord Jakobeit 

Journal für Internationale Politik und Gesellschaft | IPG Journal, 03.02.2026, 5 Seiten. 

 

Tech Dependencies Undermine UK National Security 

Sophie Williams-Dunning 

Royal United Services Institute (RUSI), 02.02.2026 

https://carnegieendowment.org/research/2026/03/the-architecture-of-digital-repression
https://carnegieendowment.org/research/2026/03/chinas-ai-empowered-censorship-strengths-and-limitations
https://verfassungsblog.de/von-personalisierter-werbung-zur-staatlichen-verfolgung/
https://verfassungsblog.de/von-personalisierter-werbung-zur-staatlichen-verfolgung/
https://verfassungsblog.de/anthropic-us/
https://www.rusi.org/explore-our-research/publications/commentary/emerging-us-influence-threat-british-democracy
http://opiniojuris.org/2026/02/26/the-pentagon-anthropic-clash-over-military-ai-guardrails/
https://www.cfr.org/articles/americas-digital-empire-has-a-trust-problem
https://www.ipg-journal.de/regionen/global/artikel/tech-brobalisierung-8833/
https://www.rusi.org/explore-our-research/publications/commentary/tech-dependencies-undermine-uk-national-security
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Tech Diplomacy for a New Global Order 

Alexander Kleibrink 

German Marshall Fund of the United States, 23.01.2026 

 

Zurück zum Inhaltsverzeichnis 

 

EU-Digitalpolitik 

EU-UK digital cooperation 

Maria Niestadt 

European Parliamentary Research Service, 15.03.2026 

 

The New Containment Doctrine: How the United States Is Using Trade to Stop Digital 

Regulation 

Philip Luck, Duc Minh Nguyet (Moon) Nguyen 

Center for Strategic and International Studies (CSIS), 09.03.2026 

 

From pledges to practice: The Digital Services Act at two years 

Anh Nguyen 

Hertie School Centre for Digital Governance, 05.03.2026 

 

The case for a European Union digital enforcement authority 

Mario Mariniello 

Bruegel, 05.03.2026, 16 Seiten. 

 

Europe’s Expanding Digital Partnerships 

Anda Bologa 

Center for European Policy Analysis, 04.03.2026 

 

A Transatlantic Tech Partnership 

Dylan Welch, Sharinee Jagtiani 

German Marshall Fund of the United States, 27.02.2026 

 

Cuando entrar es fácil, pero salir imposible: la asimetría regulatoria que frena la in-

versión digital en Europa 

Judith Arnal 

Real Instituto Elcano, 25.02.2026, 60 Seiten. 

 

One Tech Policy Battle After Another 

Ronan Murphy 

Center for European Policy Analysis, 12.02.2026 

https://www.gmfus.org/news/tech-diplomacy-new-global-order
https://epthinktank.eu/2026/03/15/eu-uk-digital-cooperation/
https://www.csis.org/analysis/new-containment-doctrine-how-united-states-using-trade-stop-digital-regulation
https://www.csis.org/analysis/new-containment-doctrine-how-united-states-using-trade-stop-digital-regulation
https://www.hertie-school.org/en/digital-governance/research/blog/detail/content/from-pledges-to-practice-the-digital-services-act-at-two-years
https://www.bruegel.org/policy-brief/case-european-union-digital-enforcement-authority
https://cepa.org/article/europes-expanding-digital-partnerships/
https://www.gmfus.org/news/transatlantic-tech-partnership
https://www.realinstitutoelcano.org/policy-paper/cuando-entrar-es-facil-pero-salir-imposible-la-asimetria-regulatoria-que-frena-la-inversion-digital-en-europa/
https://www.realinstitutoelcano.org/policy-paper/cuando-entrar-es-facil-pero-salir-imposible-la-asimetria-regulatoria-que-frena-la-inversion-digital-en-europa/
https://cepa.org/article/one-tech-policy-battle-after-another/
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Leaders’ retreat: EU needs escape velocity to close tech gap with US, China 

Paweł Świeboda 

European Policy Centre, 05.02.2026 

 

Power in Numbers: Governments Gang Up On Tech 

Clara Riedenstein 

Center for European Policy Analysis, 04.02.2026 

 

OSOR Handbook: Open Source Software in Public Administration 

Axel Thévenet, Ciarán O’Riordan, Jaakko Karhu, Sivan Pätsch 

OpenForum Europe, 04.02.2026, 45 Seiten. 

 

Progress and trends in the national open source policies and legal frameworks 

Éléonore Daxhelet, Jaakko Karhu 

OpenForum Europe, 04.02.2026, 27 Seiten. 

 

EU-Africa Digital Partnership 

Niels Keijzer, et al. 

Istituto Affari Internazionali, 02.02.2026 

 

Europe’s Bazooka Could Hit US Tech 
William Echikson, Ronan Murphy 
Center for European Policy Analysis, 23.01.2026 

 

To Regulate or Not to Regulate? - The EU, ICT, and the Merits of a Geopolitical Approach 

Paolo Passaglia 

Völkerrechtsblog, 19.01.2026 

 
Zurück zum Inhaltsverzeichnis 

Cybersicherheit 

Cybersicherheitspolitik 

South Korea’s Integrated Cyber Defense Framework: Active Cyber Defense and Re-

active Responses 

Sunha Bae 

Center for Strategic and International Studies (CSIS), 20.03.2026, 23 Seiten. 

 

https://www.epc.eu/publication/leaders-retreat-eu-needs-escape-velocity-to-close-tech-gap-with-us-china/
https://cepa.org/article/power-in-numbers-governments-gang-up-on-tech/
https://openforumeurope.org/publications/osor-handbook/
https://openforumeurope.org/publications/progress-and-trends-in-the-national-open-source-policies-and-legal-frameworks-2/
https://www.iai.it/en/publications/c02/eu-africa-digital-partnership
https://cepa.org/article/europes-bazooka-could-hit-us-tech/
https://voelkerrechtsblog.org/de/to-regulate-or-not-to-regulate/
https://www.csis.org/analysis/south-koreas-integrated-cyber-defense-framework-active-cyber-defense-and-reactive
https://www.csis.org/analysis/south-koreas-integrated-cyber-defense-framework-active-cyber-defense-and-reactive
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Wartime Ukraine offers global lessons on the future of cyber resilience 

Oleksandr Bakalynskyi, Maggie McDonough 

Atlantic Council, 19.03.2026 

 

Germany's new Cyber Active Defense Law - Written Statement on the "Gesetz zur 

Stärkung der Cybersicherheit" 

Sven Herpig 

Interface, 18.03.2026, 9 Seiten. 

 

America’s AI Cyber Defense Gap Needs Congress to Act 

Spencer Michaels, Janet Egan, Michael Daniel 

Center for a New American Security, 17.03.2026 

 

Trump’s Cyber Strategy Falls Short on China, Iran, and the Threats That Matter Most 

Matthew Ferren 

Council on Foreign Relations, 16.03.2026 

 

Brief, Bold and Beautiful? Reactions on the US National Cyber Strategy 

Louise Marie Hurel, et al. 

Royal United Services Institute (RUSI), 16.03.2026 

 

What Does the New Cyber Strategy Really Mean? 

Emily Harding 

Center for Strategic and International Studies (CSIS), 09.03.2026 

 

Infinite Potential—Insights from the Cyber Surprise Scenario - Post-Series Scenario 

Report from a Sequence of Day After Artificial General Intelligence Exercises 

George Hage, et al. 

RAND Corporation, 09.03.2026 

 

North Korean and Russian cyber actors may be teaming up. So must allies 

Joseph Jarnecki, Pia Hüsch 

Royal United Services Institute (RUSI), 06.03.2026 

 

Securing Cyberspace in the Middle East: An Actionable Blueprint 

Bassant Hassib 

Observer Research Foundation (ORF), 05.03.2026 

 

Strengthening UK–South Korea Cyber Security Cooperation 

Pia Hüsch, Joseph Jarnecki 

Royal United Services Institute (RUSI), 02.03.2026 

 

https://www.atlanticcouncil.org/blogs/ukrainealert/wartime-ukraine-offers-global-lessons-on-the-future-of-cyber-resilience/
https://www.interface-eu.org/publications/written-statement-on-germanys-new-active-cyber-defense-law
https://www.cnas.org/publications/commentary/insights-americas-ai-cyber-defense-gap-needs-congress-to-act
https://www.cfr.org/articles/trumps-cyber-strategy-falls-short-on-china-iran-and-the-threats-that-matter-most
https://www.rusi.org/explore-our-research/publications/commentary/brief-bold-and-beautiful-reactions-us-national-cyber-strategy
https://www.csis.org/analysis/what-does-new-cyber-strategy-really-mean
https://www.rand.org/pubs/research_reports/RRA4626-1.html
https://www.rusi.org/explore-our-research/publications/external-publications/north-korean-and-russian-cyber-actors-may-be-teaming-so-must-allies
https://www.orfonline.org/expert-speak/securing-cyberspace-in-the-middle-east-an-actionable-blueprint
https://www.rusi.org/explore-our-research/publications/research-papers/strengthening-uk-south-korea-cyber-security-cooperation
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The Middle-Ground Amidst Great (Cyber) Power Competition: From Pawns to King-

makers? 

Arthur Laudrain 

Center for Security Studies (CSS) | ETH Zürich, 21.02.2026 

 

Towards a British Approach to Cyber Campaigning 

Richard J. Harknett, Monica Kello 

Royal United Services Institute (RUSI), 10.02.2026 

 

Cyber Conflicts and the Erosion of Institutional Trust: the Impacts on Citizens 

Claudia Schettini 

Istituto per gli studi di politica internazionale (ISPI), 05.02.2026 

 

A Silent Arsenal: State Hacking and the Emerging Digital Order 

Ludovica Favarotto, Claudia Schettini 

Istituto per gli studi di politica internazionale (ISPI), 05.02.2026 

 

“State Hacking”: What Is it and Who Is Behind it? 

Luigi Martino 

Istituto per gli studi di politica internazionale (ISPI), 05.02.2026 

 

State Hacking in the Age of Artificial Intelligence 

Nori Katagiri 

Istituto per gli studi di politica internazionale (ISPI), 05.02.2026 

 

Japan Goes on the Offensive in Cybersecurity 

Rintaro Nishimura 

Istituto per gli studi di politica internazionale (ISPI), 05.02.2026 

 

Rebooting the UK's Cyber Strategy 

Joseph Jarnecki Jamie MacColl 

Royal United Services Institute (RUSI), 03.02.2026 

 

Cybersecurity in 2026: How AI will reshape the Digital Battlefield 

Soumya Awasthi 

Observer Research Foundation (ORF), 31.01.2026 

 

The US needs a cybersecurity roadmap 

Franklin D. Kramer, Robert J. Butler, Melanie J. Teplinsky 

Atlantic Council, 29.01.2026 

 

Zurück zum Inhaltsverzeichnis 

 

https://css.ethz.ch/en/themes/cyber-space-ai/details.html?id=/t/h/e/m/the_middleground_amidst_great_cyber_powe
https://css.ethz.ch/en/themes/cyber-space-ai/details.html?id=/t/h/e/m/the_middleground_amidst_great_cyber_powe
https://www.rusi.org/explore-our-research/publications/commentary/towards-british-approach-cyber-campaigning
https://www.ispionline.it/en/publication/cyber-conflicts-and-the-erosion-of-institutional-trust-the-impacts-on-citizens-229266
https://www.ispionline.it/en/publication/a-silent-arsenal-state-hacking-and-the-emerging-digital-order-229289
https://www.ispionline.it/en/publication/state-hacking-what-is-it-and-who-is-behind-it-229245
https://www.ispionline.it/en/publication/state-hacking-in-the-age-of-artificial-intelligence-229263
https://www.ispionline.it/en/publication/japan-goes-on-the-offensive-in-cybersecurity-229280
https://www.rusi.org/explore-our-research/publications/insights-papers/rebooting-uks-cyber-strategy
https://www.orfonline.org/expert-speak/cybersecurity-in-2026-how-ai-will-reshape-the-digital-battlefield
https://www.atlanticcouncil.org/in-depth-research-reports/report/the-us-needs-a-cybersecurity-roadmap/
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Cyberdiplomatie 

Resetting Cyber Relations with the United States 

Patryk Pawlak, Chris Painter 

Carnegie Endowment for International Peace, 10.03.2026 

 

The UN's New Global Mechanism on Cybersecurity 

Christina Rupp 

Interface, 06.03.2026 

 

Assessing the impact of counter-ransomware interventions 

Jamie MacColl, Sophie Williams-Dunning, Max Smeets 

Royal United Services Institute (RUSI), 05.03.2026 

 

Shaping the UN Cybercrime Convention: Human Rights at a Crossroads 

Samaya Anjum, Jason Pielemeier, Elonnai Hickok 

EU Cyber Direct, 12.02.2026 

 

Russia’s multilateral cyber norm promotion: The duality of great power projection 
and digital authoritarianism 
Sinikukka Saari, Flavia Lucenti 
Finnish Institute of International Affairs (FIIA), 25.12.2025 
 
Zurück zum Inhaltsverzeichnis 

 

Cyberkriminalität 

Cyber-hacks are eroding our economy – tech firms and boardrooms must bolster 

their defences 

Joseph Jarnecki, Jamie MacColl 

Royal United Services Institute (RUSI), 20.02.2026 

 

Responding to AI-Enabled Cybercrime: Governance, Attribution, and Escalation 

Helena Yixin Huang 

S. Rajaratnam School of International Studies, 26.01.2026, 4 Seiten. 

 
Zurück zum Inhaltsverzeichnis 

 

https://carnegieendowment.org/research/2026/03/resetting-cyber-relations-with-the-united-states
https://www.interface-eu.org/publications/the-new-united-nations-mechanism-on-cybersecurity
https://www.rusi.org/explore-our-research/publications/external-publications/assessing-impact-counter-ransomware-interventions
https://eucyberdirect.eu/blog/shaping-the-un-cybercrime-convention-human-rights-at-a-crossroads
https://fiia.fi/en/publication/russias-multilateral-cyber-norm-promotion-the-duality-of-great-power-projection-and-digital-authoritarianism
https://fiia.fi/en/publication/russias-multilateral-cyber-norm-promotion-the-duality-of-great-power-projection-and-digital-authoritarianism
https://www.rusi.org/explore-our-research/publications/external-publications/cyber-hacks-are-eroding-our-economy-tech-firms-and-boardrooms-must-bolster-their-defences
https://www.rusi.org/explore-our-research/publications/external-publications/cyber-hacks-are-eroding-our-economy-tech-firms-and-boardrooms-must-bolster-their-defences
https://rsis.edu.sg/rsis-publication/fit/responding-to-ai-enabled-cybercrime-governance-attribution-and-escalation/
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Cyber intrusion capabilities 

Mythical Beasts: Investigating the role of intermediaries in the proliferation of of-

fensive cyber capabilities 

Jen Roberts, Sarah Graham, Lyla Renwick-Archibold 

Atlantic Council, 18.03.2026, 13 Seiten. 

 

The role of cyber-proxy in cyber threat intelligence 

Francesco Schifilliti 

Istituto per gli studi di politica internazionale (ISPI), 05.02.2026 

 

Zurück zum Inhaltsverzeichnis 

Cybersicherheit von neuen Technologien 

Fighting AI Cyberattacks Starts with Knowing They’re Happening 

Janet Egan, Michelle Nie 

Center for a New American Security, 26.02.2026 

 

Agentic Artificial Intelligence and Cyberattacks 

Kelley M. Sayler, Catherine A. Theohary 

Congressional Research Service Reports, 03.02.2026 

 

Zurück zum Inhaltsverzeichnis 

 

EU-Cybersicherheit 

Cold War: Moscow Targets Europe’s Communal Heating 

Miro Sedlák 

Center for European Policy Analysis, 16.03.2026 

 

Enter Europe’s Cyber Deterrence 

Alexander Klimburg 

Center for Strategic and International Studies (CSIS), 10.03.2026, 22 Seiten. 

 

A Joint Cyber Defense for Europe? 

Marija Golubeva 

Center for European Policy Analysis, 03.03.2026 

 

https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/mythical-beasts-investigating-the-role-of-intermediaries-spyware/
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/mythical-beasts-investigating-the-role-of-intermediaries-spyware/
https://www.ispionline.it/en/publication/the-role-of-cyber-proxy-in-cyber-threat-intelligence-229155
https://www.cnas.org/publications/commentary/fighting-ai-cyberattacks-starts-with-knowing-theyre-happening
https://www.congress.gov/crs-product/IF13151?s=1&r=37
https://cepa.org/article/cold-war-moscow-targets-europes-communal-heating/
https://www.csis.org/analysis/enter-europes-cyber-deterrence
https://cepa.org/article/a-joint-cyber-defense-for-europe/
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When Red Lines Cross Blue Lines: Cyber Attacks on Poland’s Water Infrastructure – 
Part I 
Szymon Skalski, Natosha Hoduski 
Lieber Institute West Point, 02.03.2026 
 

ENISA International Strategy 2026 

European Union Agency for Cybersecurity (ENISA), 09.02.2026, 8 Seiten. 

 

Europe’s New Cyber Rules Target China — and US 

Ieva Ilves 

Center for European Policy Analysis, 22.01.2026 

 
Zurück zum Inhaltsverzeichnis 

Technologie & Streitkräfte 

Cybersicherheit im Militär 

Active Cyber Defense in the Korean Context 

James Andrew Lewis 

Center for Strategic and International Studies (CSIS), 12.03.2026, 11 Seiten. 

 

Alliance Under Fire: Ukraine’s Swift Public-Private Response to Protect Vital Infra-
structure 
Stefan Soesanto 
Istituto per gli studi di politica internazionale (ISPI), 05.02.2026 
 

Cybersecurity of weapon systems: international law requirements and technical 
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