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Following the terrorist attacks of September 11, 2001, it became evident
that concerns of national security have gained priority over the protection of civil
rights in the United States. An examination of changing political parameters and
specific legal issues—the status of detained Taliban and al-Qaeda combatants, the
creation of military commissions, the arrest and “preventive detention” of suspi-
cious foreign nationals as well as immigration restrictions for, and a general
stigmatization of, foreign students originating from Muslim countries—reveals
several indicators for the emergence of a problematic understanding of both
national and international law in the United States.

Despite constitutionally anchored notions of “due process” and “equal pro-
tection” guaranteeing the protection of civil liberties for “any person,” the Bush
administration apparently believes that foreigners currently residing in the
United States do not enjoy the same protection under law as American citizens.
Should these foreigners be singled out as alleged terrorists, they lose even these
limited rights. The decision as to who “deserves” which rights is made a priori by
the executive branch; an ex post facto assessment by the courts is not possible.
From a constitutional standpoint, many observers consider this to be a precari-
ous balancing act which threatens to undermine the principle of checks and bal-
ances inherent in the U.S. political system. 
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The decisive question is whether societal pressure—motivated in no small
part by media coverage and adherence to political principles—would, as it has so
often in American history, engender a counter-impulse causing the pendulum to
swing back in the direction of civil liberties. As it is, it appears that American rule
of law is in danger of increasingly mutating toward the direction of a police state.
A further question that makes this all the more precarious is how these develop-
ments in America, with its free and open society serving as a role model, will
influence the worldwide perception of international law. For Germany, and
Europe as a whole, these are matters of substantial concern.

       
     

Collective Sense of Vulnerability and the Need for Proactive Protection

After September 11, America’s basic sense of its own strength as the only
remaining superpower was replaced by an awareness of the vulnerability of the
“homeland.”2 After all, the attacks on the World Trade Center and the Pentagon
destroyed or severely damaged symbols of the United States’ economic and mili-
tary might. America’s awareness of its own vulnerability engendered an immense
need for security, a need to feel protected, and a need to act. Correspondingly,
President Bush postulated a new strategy: “America is no longer protected by vast

oceans. We are protected from attack only
by vigorous action abroad, and increased
vigilance at home.”3 In the initial general
insecurity and lack of orientation, an appeal
for national authority was clearly articu-
lated.

In stark contrast to European views,
the September 11 attacks were understood
in the United States not merely as terrorist
acts, but as belligerent acts. America thus
declared War on Terrorism.4 This perception
on the part of Americans has come to fun-
damentally affect not only the “constitu-

tion” of the individual citizen, but that of U.S. society in its entirety as well. A
war scenario gives the President, as commander-in-chief, an extensive room for
maneuver. In this context, fundamental constitutional principles regarding the
contest between national security and civil liberties are being reassessed within
the constraints of the laws of war.

September 11 not only provided the President with a confidence advance,
it also changed the preconditions and dynamics of the midterm elections. In the
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course of the election year, the War against Terrorism and national security, as
well as the sluggish economy, established themselves in American minds as the
nation’s most urgent problems. Yet, ultimately, the economy did not decisively
influence the outcome of the elections. 

According to a Gallup poll taken between November 8 and 10, 2002,
nearly two-thirds (64 percent) of respondents felt that Republicans displayed the
necessary toughness in the fight against terrorism. The Democrats were deemed
considerably less tough—only a third of those polled before the election (34 per-
cent) firmly believed that the Democrats would forcefully assume the fight
against terrorism.5 Not surprisingly, the vast majority of those identifying terror-
ism as the most important issue wanted to vote Republican (81 percent) versus
19 percent in support of a Democratic candidate.6 The November 5 election
results confirmed this trend. President Bush got what he had been asking for
during the election campaign—a “united government.” He could now govern
with Republican majorities in both houses of Congress.

Confidence in the President and Government

Although the term government has in recent decades triggered negative
associations in the minds of most Americans, the American government is now
being perceived more positively by its citizens. Approval ratings of the govern-
ment as a whole surpassed 60 percent,7 beating the “confidence gap”—i.e., the
low trust in government present since the 1960s. The results of a national survey
conducted for the Brookings Institution confirm this significant shift in public
opinion. A closer look reveals, however, that this overwhelming confidence in
government can be interpreted as an emotional reaction to the terrorist attacks
(see Table 1). The confidence barometer was at 29 percent in July 2001, shot up
to 57 percent shortly after the terrorist attacks, and tapered off at 40 percent in
May 2002. But compared to the poll results prior to the terrorist attacks, the level
of confidence in the American government has increased significantly.

 
       
     ( %)

Trust in Government to Do What’s Right July 2001 Oct. 2001 May 2002

Just about always 4 15 8
Most of the time 25 42 32
Only some of the time 66 39 53
Never 4 2 4

Source: Brookings Institution; May 30, 2002.8
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Conventional wisdom would assume a causal relationship between the
assessment of government actors’ previous accomplishments and the level of con-
fidence: confidence emerges as a result of experience. But because September 11
exploded the American people’s horizon of experience, the enormous confidence
advance cannot alone be attributed to an ex post evaluation of the government’s
behavior. Rather, citizens were probably expressing their expectation that the gov-
ernment would protect them. It is useful in this context to distinguish between
specific and diffuse support. The first is based on citizen satisfaction with con-
crete policies or the specific achievements of government representatives; the
latter reflects the population’s general attitude toward political institutions.9

Both the first and second terrorist attacks on the World Trade Center
resulted in increased public confidence in its government’s power to protect it.
After the terrorist attacks on September 11, 2001, almost twice as many people
were confident that their government was able to effectively protect the country
from further terrorist attacks.10

Presidential Government

In extremely threatening times, the President assumes the role of a patron
or protector. As commander-in-chief, he is at the center of attention. The patri-
otic impulse to rally around the flag entails an immense increase in power and
advance confidence for the President and the executive branch. The presidency
symbolizes national unity, and the White House is the place where the flag still
flies high in times of crisis.

This is all the more remarkable when considering the weak mandate the
President initially had after the November 2000 election. Although George W.
Bush failed to gain the majority of the popular vote, and his conduct in office met
a divided, even increasingly negative reception, since the attacks he has come to
enjoy his people’s considerable, if slowly decreasing, confidence.11 Judging by
these and more specific evaluations,12 the President’s confidence bonus largely lies
in the expectations linked to his institutional role as commander-in-chief in the
War against Terrorism. Even 15 months after the attacks on September 11, 2001,
three out of four Americans saw their President as a “strong leader.”13 In compar-
ison, Congress has had a relatively weak position, which is reflected in signifi-
cantly sinking approval ratings since September 11.14

In this situation, the legislative branch would be ill-advised to tip the scales
with its institutional counterweight15 in order to play a strong and distinctive
oppositional role. Congress does not have the political weight in this state of
emergency to challenge such a popular President waging War against Terrorism.
Thus, in early October 2001, nearly two thirds (65 percent) of the American
people expressed the opinion that Congress should approve everything deemed
necessary by the attorney-general and the security agencies to thwart the terror-
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ists and guarantee national security, even if the chosen means would threaten civil
liberties and rights. Only one in five Americans opposed Congress giving the
executive branch a carte blanche.16 Republican Bob Barr, then member of the
House Judiciary Committee and one of the most prominent civil liberties advo-
cates, explained Congress’s narrow room for maneuver: “It’s very difficult to get
members of Congress to do anything that might appear to the untrained eye...not
to be going after the terrorists....[A] lot of the members think the folks back home
will feel we’re not tough enough.”17

Need for Protection versus Fear of Tougher Government

In opinion polls immediately following September 11, it became evident
that a terrorized American people articulated an emotional protection need,
which was also expressed in the demand for greater security—even at the cost of
civil liberties (see Figure 1).19 But as the attack recedes further into the past, and
if new attacks do not occur, it is likely that the subjective threat will decrease and
that the American people will reassume a more critical attitude (see Figure 2).20

Though demands for stricter anti-terror legislature were louder, and worries
about excessive infringements on civil liberties muted immediately following
September 11, the climate had changed fundamentally just nine months later:
about a third of the American people is worried that the government is not pass-
ing stricter anti-terror legislation, but about a half has misgivings that such laws
may constitute severe infringements on civil liberties.

 :
  :    
      ( %)

Source: PSRA/Pew Research Center.21
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Among individuals harboring misgivings, one would expect to find mem-
bers of those groups that have had negative experiences with police or government
action and whose personal suffering occupies a significant place the collective
memory. For example, African Americans’ attitude with regard to the War on
Terror follows a distinct pattern.22 Only 55 percent of African Americans (com-
pared to 84 percent of Caucasians) endorsed the Bush administration’s interview-
ing approximately 5,000 young men from the Middle East, visiting the United
States on temporary visas.23 The detention of 600 people as a part of the
September 11 investigation is also evaluated differently by white and black
Americans. Ninety percent of white Americans approve of this measure, compared
to 75 percent African Americans.24 As African American Congressman Melvin
Watt (D-NC), member of the House Judiciary Committee, emphasized, “Some of
us—who have a different history in America with delegation of authority to the
government and the abuse of that authority—proceed a lot differently than others
when we talk about giving authority to the government that can be abused.”25

 :
  :     : 
     -  
      ( %)

Source: Los Angeles Times, April 1995; PSRA/Pew Research Center: September 2001-June 2002.26

By contrast, another group with considerable moral weight in human and
civil rights, Jewish Americans, has for the time being remained remarkably quiet
about the issue.27 Senator Charles Schumer (D-NY) offers a plausible explanation
for this phenomenon: “September 11 has forced all but the most doctrinaire on
the right and the left to be open to a recalibration of the balance between security
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and liberty….Jewish groups are perhaps more open to this re-examination, since
so many of the threats are directed not only at Israel but at Jews worldwide.”28

All in all, Americans demanding that the government use any means nec-
essary to prevent further terrorist attacks regardless of infringements on civil lib-
erties are now in the minority (40 percent). The majority (56 percent) would
disapprove of those measures infringing on fundamental civil liberties. In January
2002, these numbers were still nearly equal (47 percent versus 49 percent).29 This
data supports the thesis that “the higher the fear, the greater the willingness to
curtail liberty to protect safety…if the panic subsides some more, the proportion
of those supporting a curtailment of rights will further decline.”30

This change of perception in public opinion could encourage some members
of Congress to put civil liberties back into the center of the legislative agenda along
with the now dominant security aspects. According to The New York Times,
“Responsible questioning and dissent are essential elements of our democracy. As
Senator Charles Schumer has properly noted, there is no subject more suited to public
debate and legislative oversight than the tension between liberty and security.”31

     
..   

The tension between civil liberties and security affects not only national
debates, but also issues with acute international relevance. The main issues
involve (1) the status of detained Taliban and al-Qaeda combatants, (2) the cre-
ation of military commissions, (3) the arrest and “preventive detention” of suspi-
cious foreign nationals, and (4) the immigration restriction for, and general
stigmatization of, foreign students originating from Muslim countries.

Outlaws: The Status of Detained Taliban and al-Qaeda Combatants

About 600 to 800 Taliban and al-Qaeda fighters, captured primarily
during combat in Afghanistan, have been held since early January 2002 at the
U.S. Marine base in Guantanamo Bay, Cuba.32 The location was not chosen by
accident. Since a court decision has confirmed that Guantanamo Bay lies outside
of U.S. sovereign territory, foreign nationals detained there have no right to trial
by an American jury.33

This and other similar decisions have created a legal vacuum. Accordingly,
a task force of the American Bar Association has confirmed, referring to Supreme
Court precedents, “Aliens not within the United States have few, if any, constitu-
tional protections.”34

Further evidence indicates that the Bush administration actually considers
these prisoners outlaws. The first published photos of hooded and chained pris-
oners forced to kneel on the back of the truck bringing them to “Camp X-Ray”
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triggered a wave of international protests, including from Mary Robinson, former
UN High Commissioner for Human Rights. The U.S. government justified the
detainees’ treatment as necessary, precautionary security measures. But it was the
prisoners’ status that offered grounds for stronger and more fundamental protest.
The American president—without prior consultation with the Congress—
revoked the detainees’ prisoner of war (POW) status and designated them
“unlawful combatants,” thus acting outside of international law. According to
Article 5 of the Third Geneva Convention, this decision should have been made
by an appropriate court.35 Rather, President Bush, Vice-President Richard
Cheney, and Secretary of Defense Donald Rumsfeld declared that the Third
Geneva Convention applies to none of the detainees.36

These declarations not only incurred international outrage, but caused con-
troversy within the executive branch at home as well. Secretary of State Colin
Powell, with the support of the Joint Chiefs of Staff, was able to convince Secretary
Rumsfeld to oppose the President’s position.37 The decisive concern on the part of
the military was that if the United States disregards such basic norms, American
soldiers may reciprocally not enjoy the same international protective rights either.
The President revised his position on February 7, 2002, and declared that the
Third Geneva Convention would apply to the Taliban combatants, but not to
members of al-Qaeda. At the same time, Bush stood by his refusal to grant POW
status to either group,38 his decision in part motivated by the legal status of POWs
and, in particular, their right to refuse to testify if interrogated. The status granted
by the President instead allowed security agencies the possibility of interrogating
detainees to gain operationally useful information for the fight against terrorism.

Creation of Military Commissions through Presidential Executive Order

As commander-in-chief, President Bush had assumed the role of a legisla-
tor and a judge. Independently and without the backing of Congress, Bush issued
an executive order on November 13, 2001, authorizing military tribunals.

According to this order, the accused would
not be tried before a jury but by a military
court behind closed doors. The defense
counsel would not have access to incrimi-
nating witness testimonies. A two-thirds
majority of the military panel, not the usual
unanimous jury decision, could convict and
even pass a death sentence. The President

reserved the right to a “final decision by me” without a possibility of an appeal.39

Massive public criticism40 led the President to tone down the order: the tri-
bunals, it was said, would take place in public, the defense would have access to the
prosecution’s evidence, the accused would be granted the right to refuse testimony,
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and, finally, the President would no longer have the last word in legal matters. “The
President’s initial order, which imperiously claimed ‘a final decision by me’ on the
outcome of these trials, has been modified (nobody dares say ‘reversed’) by the
Pentagon rule stating that a verdict of not guilty ‘shall not be changed.”41 But
regardless of this modification, many observers still consider these military tribunals
to be a legally precarious instrument with only weak constitutional legitimacy, sub-
ject to heavy criticism at home and abroad.42

From a political standpoint, Congressman Jerrold Nadler (D-NY),
member of the House Judiciary Committee, interpreted the President’s action as
an “arrogation of power”: “For the administration to do this without coming to
Congress is a tremendous arrogation of power….If they had suggested military
tribunals, they would have been laughed out of Congress. So instead, they do it
by executive order…to avoid the Congress.”43

President Bush legitimated his decision on the basis of a congressional
resolution, as well as by referring to historical precedents, granting him the right
to use force in the War against Terrorism.44 However, both justifications are con-
troversial when measured against the constitutional principle of checks and bal-
ances. According to a task force of the American Bar Association, Congress did not
present the President with a blank check when it passed the resolution.45

Furthermore, the historical parallels are not completely accurate. In the first rele-
vant precedent, Ex Parte Milligan,46 the Supreme Court argued in 1866 that
President Lincoln had not been granted approval by Congress to create military
tribunals. And the 1942 Supreme Court ruling in Ex Parte Quirin47 is not really
applicable either, since the Second World War was formally declared by Congress,
explicitly granting President Roosevelt the right to create military courts.48

Furthermore, in these cases, additional controlling mechanisms were still intact,
including judicial review of executive decisions.

In addition to this important constitutional discussion about the institu-
tional balance of power and legitimization of presidential action, the administra-
tion’s decisions brought out politically motivated misgivings with regard to
foreign policy. “We need to understand the international implications of the
President’s order, which sends a message to the world that it is acceptable to hold
secret trials and summary executions, without the possibility of judicial review, at
least when the defendant is a foreign national,” then Senate Judiciary Committee
Chairman Patrick Leahy (D-VT) warned his colleagues.49 Indeed, the executive’s
notion that there are two classes of accused is questionable. “Foreign terrorists
who would face trial in a military tribunal don’t deserve the same guarantees and
safeguards that would be used for an American citizen going through the normal
judicial process,” as Vice-President Cheney interprets the law.50

Nevertheless, the executive had broad popular support for these measures,
as long as these military tribunals try only foreign nationals in the most remote
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sense.51 Yet, while the suspected American terrorist John Walker Lindh was tried
and convicted before regular courts, two other American citizens, Yaser Esam
Hamdi and Jose Padilla (alias Abdullah al-Muhajir), have been classified as
“enemy combatants.” Martial law has thus been applied to Americans as well,
their basic rights have been revoked, and the debate about the application of mar-
tial law assumed a new dimension. The extension of martial law’s jurisdiction
awakened public awareness that every U.S. citizen could have his or her civil lib-
erties curtailed. In light of these developments, the American Bar Association
took an initial public (albeit not official) stand in the form of its “preliminary
report,” declaring that “the implications of these detentions are much broader

than these two cases [of Hamdi and
Padilla].”52 Editors of The New York Times
were alarmed too, as not just the civil liber-
ties of foreign nationals, but now also
domestic civil liberties were jeopardized.53

The Bush administration countered
that in times of war, only the executive had
the authority to determine enemy combat-
ants. The judiciary had no constitutionally
founded powers to question such decisions
by the commander-in-chief. According to

Attorney-General John Ashcroft, it is a matter of life and death: “We are acting
very carefully to protect American lives.”54 And the President—all the more so
after recent court rulings—feels legitimated, “given the danger to the safety of the
United States and the nature of international terrorism,” to override the usual
legalities of investigation with American citizens as well.55

The courts found that in the Padilla case, the President was authorized to
“exercise the full powers of the commander-in-chief which also includes the
authority to arrest unlawful combatants. The fact that Jose Padilla is a U.S. citi-
zen and was arrested on American soil doesn’t matter.”56 And in the Hamdi case,
the judges made an even clearer statement about the powers of the President.
Based on “the conviction that the balance of power gains special significance
when the nation itself is attacked,” the three judges unanimously ruled that “the
constitutional allocation of war powers affords the President extraordinarily
broad authority as commander-in-chief and compels courts to assume a deferen-
tial posture in reviewing exercises of this authority.”57

It is important to note that the judges in the Hamdi case, like their col-
leagues in the Padilla case, did not go so far as to deny habeas corpus. Nevertheless,
judicial review of the legality of internment was reduced to a minimum. Yet,
sooner or later, the issue of unlawful combatants’ legal status will have to be
brought before the Supreme Court.
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Arrest and “Preventive Detention” of Suspicious Foreign Nationals

On September 18, 2001, the Bush administration issued a directive autho-
rizing security personnel in a national state of emergency to detain suspicious
immigrants or foreign nationals residing in the United States. According to unof-
ficial estimates, more than 1,200 persons, mostly of Arabic or South Asian origin,
were placed in “preventive detention.” Most of them have since been deported to
their home countries or released from custody.58 Despite repeated court rulings
and orders, the exact number of those detained, released, or deported has been
kept secret. Among those held in preventive custody were individuals detained on
misdemeanors (for example, remaining in the country after visa expiration date),
as well as so-called material witnesses considered useful sources of information. A
memorandum dated September 21, 2001,59 stipulates secrecy in special interest
cases, that is, deportation hearings following violations of immigration and resi-
dency regulations: “no visitors, no family, no press.”60 This practice, because of its
complexity, will also pass through several
jurisdiction levels before probably landing
in the Supreme Court. 

To strengthen its own position in this
theater of the War against Terrorism, the
Bush administration obtained backing from
Congress with the USA Patriot Act of
October 26, 2001. 61 This act authorized the
attorney-general to detain foreign nationals
for an indefinite time period if deportation does not seem possible,62 or if these
foreign nationals are believed to constitute a threat to the security of the United
States, general safety, or the safety of an individual.63 The attorney-general’s judg-
ment can also be based on secret evidence, unknown to both the detainee and his
or her lawyers. While this evidence may not be used in a later trial, it lays the
foundation for the legitimacy of imprisonment. 

This example of targeting foreign nationals reflects the observable ten-
dency to fundamentally reinterpret the role of the law. As Attorney-General
Ashcroft said in December 2001 before the Senate Judiciary Committee: “We are
at war with an enemy who abuses individual rights as it abuses jet airliners: as
weapons with which to kill Americans. We have responded by redefining the mis-
sion of the Department of Justice. Defending our nation and its citizens against
terrorist attacks is now our first and overriding priority.” 64 From the standpoint
of the executive, the preventive function has priority over the functions of due
process and the rule of law. 

Such interpretation of the law is controversial. On August 2, 2002, a court
ruled that the practice of preventive detention derived from this understanding
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was “odious to a democratic society.” Representatives of 22 civil liberties advo-
cacy groups—among them the Center for National Security Studies, the
American Civil Liberties Union, the Reporters Committee for Freedom of the
Press, the American Arab Anti-Discrimination Committee, and the People for
the American Way—brought forth litigation against the government’s arrest
policy. Justice Gladys Kessler from the Federal District Court in Washington,
D.C., ruled that the government had to publish the names of those in custody,
with only a few exceptions. In her opinion, she emphasized that regardless of the
executive’s task to protect the American people, the highest priority is still given
to operating within the constraints of democracy and the rule of law.65

Transparency is essential to determining whether a state is operating within the
legal requirements.

The ruling is the clearest judicial challenge to the executive branch to date,
although after Justice Kessler approved an appeal, the decision is pending higher
court rulings. The Supreme Court will also have to deal with this precarious issue.66

The Bush administration’s tenacity became evident in its immediate reac-
tion to Justice Kessler’s ruling. Robert McCallum, assistant attorney-general for
the Civil Division, strongly condemned the decision.67 The advocates of the exec-
utive prerogative of judicial interpretation adhered to their previous strategy and
evoked threatening scenarios of further attacks: “We are standing firm in our
commitment to protect American lives….We’re removing suspected terrorists
who violate the law from our streets to prevent further terrorist attack. We believe
we have al-Qaeda membership in custody, and we will use every constitutional
tool to keep suspected terrorists locked up.”68

While observers demand more proof of “preventive detention’s” effi-
ciency,69 those responsible must increasingly answer to specific cases of abuse.
Reports and charges abound regarding individuals who have evidently fallen
victim to the abuse of government power.70 One of the detainees, an Egyptian
student Abdallah Higazy, was released after it had been revealed that a security
agency officer had constructed evidence against him. A further investigation has
been launched as to whether the FBI threatened Higazy that his failure to con-
fess would endanger his family.71

Available information indicates that this was an isolated incident; yet still,
it is not impossible that other cases of abuse of power will be unearthed when the
attorney-general reveals the names of detainees, including those already released
or deported.

Foreign Students of Muslim Origin under General Suspicion

After government officials indicated that many terrorists involved in the
September 11 attacks were in the United States on student visas, the manhunt
focused on Muslim students. However, education is one of the United States’
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most important exported goods. According to data from the U.S. Department of
State Bureau of Consular Affairs, the number of foreign students visiting the
United States on non-immigration “F,” “J,” and “M” category visas has more
than doubled in the past two decades.72 Foreign students not only provide cul-
tural and financial enrichment for American universities, but they also serve as
vehicles for the exercise of the U.S.’s “soft power.” Foreign students are often the
future elite of their home countries who, in the course of their professional edu-
cation in the United States, establish personal contacts and relationships with
American elites. This reciprocal investment
in foreign human capital amortizes itself in
no small way. In the United States as well as
abroad, future decision makers and public
leaders have gained a better understanding
of alternative models of government and
society, which, as a result, informs their sub-
sequent behaviors.

At the same time, this free flow of
human capital and ideas also means a higher
risk to national security. There had already
been a cause for concern, and security mea-
sures had been taken, before the September 11, 2001, attacks. Indeed, one of the
convicted perpetrators of the first attack on the World Trade Center in 1993 was
a student who remained illegally in the United States after his student visa had
expired. 

In 1996, Congress passed the Illegal Immigration Reform and
Immigration Responsibility Act (IIRIRA), which ordered the attorney-general, in
cooperation with the Departments of State and Education, to establish a com-
prehensive database of every holder of category “F,” “J,” and “M” non-immigra-
tion visas with his or her personal data and school or university status by the year
2003. The implementation of this Student and Exchange Visitor Information
System (SEVIS) was to be financed by visa fees while following regionally limited
pilot projects set up nationwide. Various education institutions resisted this ini-
tiative on the grounds that it violated data confidentiality, and influenced their
congressional representatives until the operation was postponed indefinitely.73

However, these protests were silenced after September 11. The USA Patriot Act
of October 2001 approved measures to expand SEVIS and allocated an addi-
tional $36 million to the program. 

In another initiative, in November 2002, the FBI tried to persuade educa-
tional institutions to provide names, addresses, telephone numbers, nationalities,
dates, places of birth, and other information about foreign students and interna-
tional faculty members. The Office of the Attorney-General and the FBI base
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these measures on the USA Patriot Act, while stressing that the information was
provided to them “voluntarily.” At the same time, the agencies have not excluded
the possibility of legal action and a threat of punishment to induce educational
institutions to cooperate. 

Opinion on the legality of these measures is divided. While two Senate
Judiciary Committee members, Patrick Leahy (D-VT) and Edward Kennedy (D-
MA), as well as countless associations and educational institutions, questioned
the legitimacy of these initiatives, others, such as Sheldon Steinbach of the
American Council on Education, had no qualms about the FBI’s recent inquiries:
“This is part of the new landscape that we’re all becoming accustomed to since
September 11.”74

A series of initiatives was put before Congress, including a demand for
moratoria on student visas until appropriate security precautions could be
taken.75 The bills were in no small part inspired by popular sentiments.
Immediately following the attacks, 84 percent of Americans favored stricter con-
ditions for student and other visa holders;76 still in May 2002, 36 percent were
willing to suspend all visas for foreign students.77

Special security measures now apply to students from Muslim countries. For
example, since November 2001, visa applicants for students from 26 designated
Muslim countries have to wait an additional 20 days while security agencies run
background checks. This group of students, ranging from ages 16 to 45, is addi-
tionally obliged to fill out more extensive questionnaires. Male guests from Iran,
Iraq, Libya, Sudan, and Syria are registered upon arrival, with authorities taking
their fingerprints and a passport-size photo.78

Furthermore, foreigners already staying in the United States are subjected
to special scrutiny. About 5,000 foreign students, business travelers, and tourists
from countries suspected of cooperating with terrorists were personally invited by
security agencies for interviews. Although these interviews are purportedly vol-
untary, there is the danger that those who refuse to interview would make them-
selves appear suspicious or give an impression of having something to hide. There
are also incentives to interviewing: possible U.S. citizenship was offered as a
reward for useful information.79

In November 2002, the attorney-general issued another order, calling upon
male citizens, aged 16 and older, from 20 Muslim countries to register within a
certain period of time by submitting a photo and fingerprints. Failure to comply
with this order would result in criminal prosecution and eventual deportation.
The first deadline for citizens of Iran, Iraq, Libya, Sudan, and Syria had run out
on December 16, 2002. According to unofficial estimates, 1,000 people, mostly
Iranians, were arrested upon registering.80 Further deadlines had been set for
January and February 2003 for people from Afghanistan, Algeria, Yemen,
Morocco, Pakistan, and Saudi Arabia.
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On January 16, 2003, the authorities confirmed that 1,169 people had
been arrested during this registration drive, primarily on violations of immigra-
tion laws. In about 170 cases, all those in custody were released on the condition
that they appear at the deportation hearings.81 Upon release of the official num-
bers—which were twice as high as originally admitted—another five countries
(Egypt, Bangladesh, Indonesia, Jordan, and Kuwait) were added to the list requir-
ing registration, now totaling 25.82 Visitors to the United States from these coun-
tries were asked to register between March 24 and 28, 2003.

While the Pakistanis and Saudi Arabians had time until February 21, other
nationals whose deadline had already passed were granted “another chance” for
registry between January 27 and February 7.83 Reports about registration prac-
tices and arrests caused insecurity and even panic, which deterred many from reg-
istering. Because of mass arrests, the American-Arab Anti-Discrimination
Committee, the Alliance of Iranian Americans, the Council on American-Islamic
Relations, and the National Council of Pakistani Americans have filed a class
action suit against the Immigration and Naturalization Service and Attorney-
General John Ashcroft.84

         

Problems regarding civil liberties restrictions have revealed that those in charge
distinguish between two classes of legal identities: American citizens and “non-
Americans.” Regardless of due process or equal protection measures guaranteeing
civil liberties of “any person,” foreign nationals in the United States, in the view of
the Bush administration—and contrary to common legal opinion and previous judi-
cial interpretation85—do not enjoy the same
protection under the law as American citi-
zens. And if they have been classified as
alleged terrorists, they lose even these “limited
rights.” When such individuals are not within
the sovereign territory of the United States,
they are treated as outlaws, like the impris-
oned Taliban and al-Qaeda combatants at
Guantanamo Bay. The decision as to who
“deserves” which rights is made a priori by the
executive branch; an ex post facto assessment
by the courts is not possible. Many observers, speaking from a constitutional stand-
point, consider this a precarious balancing act which threatens to undermine the
principle of checks and balances inherent to the U.S. political system. 

By contrast, the advocates of extraordinary executive authority feel these are
legitimized by the commander-in-chief ’s protective function. From this standpoint,
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it is tenable that in times of war, civil law, which emphasizes individual civil liber-
ties, might mutate into martial law which places collective security above all other
considerations. A common denominator in the aforementioned illustrative cases
seems to be that the criminal prosecution of individual perpetrators is less impor-
tant than the general prevention of possible future acts of violence. According to
Attorney-General Ashcroft, the “culture of inhibition” before September 11 was “so
sharply focused on investigations of past crimes that it limited the prevention of
future terrorism.”86

The Ashcroft Doctrine of prevention, which has rid itself of such inhibi-
tions, manifests itself by not letting groups of potentially dangerous people who
display certain characteristics into the country, deporting them, “removing them
from the street,” or placing them in “preventive detention.” Possible informants
are made material witnesses. Military tribunals become weapons in the War
against Terrorism: “The military order adds additional arrows to the President’s
quiver,” explained U.S. Ambassador-at-Large for War Crimes Issues Pierre-
Richard Prosper before the Senate.87

The boundaries between civil prosecution and prevention on the one hand,
and military operation and martial law on the other, are becoming increasingly
blurred. In that respect, the emerging paradigmatic shift in the interpretation of
the state’s protective function has repercussions not only for the understanding of
democratic rule of law, but also for the system of checks and balances that guar-
antees the protection of individual civil liberties.

Checks and Balances for the Protection of Individual Civil Liberties

Civil liberties are guaranteed primarily through the principle of checks and
balances, the competing executive, legislative, and judicial branches of government
controlling each other. However, throughout American history there have been
times of external security threats in which the balance of power among the com-
peting branches of government shifted in favor of executive power. In his exten-
sive analysis of this phenomenon, All the Laws but One: Civil Liberties in Wartime,88

former Supreme Court Chief Justice William Rehnquist warns of the danger pre-
sent when the commander-in-chief is tempted by additional wartime powers to
test the limits of constitutional constraints.89 Yet, Rehnquist is not very optimistic
that a sense of restraint and the power of the judiciary will contain the executive
within the appropriate boundaries and guard civil liberties during wartime. “If the
decision is made after the hostilities have ceased,” Rehnquist writes, “it is more
likely to favor civil liberty than if made while hostilities continue.”90

Although some civil society advocacy groups have achieved partial successes
through relevant court rulings, these were usually refuted by executive pressure in a
higher jurisdiction or declared null and void. As long as the War on Terrorism con-
tinues—and, judging by repeated statements by President Bush and his secretary of
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defense, that will be a long time—the Roman maxim inter arma silent leges91 will
remain applicable to U.S. political system. In times of crisis or war, the Supreme
Court as a non-political institution exercises restraint. It does not want to stab the
commander-in-chief in the back. Thus, all eyes are focused on the Congress.
Accordingly, a Washington Post editorial warned: “The administration owes the
country a more thoughtful balance; Congress’s role—the patriotic thing to do—is
to help find it.”92

Unlike the more homogenous, closed, and party-disciplined German
Bundestag, the U.S. Congress is a competitive arena of individual entrepreneurs,
offering more avenues of influence to outsiders. Unlike legislatures in parliamen-
tary systems of government, the U.S. Congress has a very strong and institution-
ally grounded position of power beside the executive. However, when national
security is perceived to be under threat, Congress exerts this potential power very
judiciously; in wartime, each individual, normally acting on his or her own
behalf, or that of his or her constituents, must join the cause of national security.
Although American representatives are not party soldiers, they stand by the com-
mander-in-chief when it is necessary to grant him “patriotic authority” and sup-
port him in “defending the homeland.” As long as there is still danger ahead,
concern for protecting civil liberties and the balance of power “necessarily”
remains secondary.

The USA Patriot Act and Homeland Security Department—
Significance for the Balance of Power

It is not surprising that the USA Patriot Act,93 which puts a number of
severe restrictions on civil liberties, was propelled by heavy administrative pres-
sure through the legislative channels of Capitol Hill without great resistance from
members of Congress. The pressure to act was further increased on October 11,
2001, when the FBI issued a public warning that further terrorist attacks could
occur within the next few days. In light of this “clear and present danger,”94

Congress did not push for any significant changes.95 Parliamentary discussion was
reduced to a minimum, and many members of Congress voted for the compre-
hensive legislation package without knowledge of its content.96 Meanwhile, some
analysts voiced concerns that the new law would not withstand judicial scrutiny
because of its insufficient legislative history.97

With the passage of the USA Patriot Act, Congress gave the commander-
in-chief the backing he sought in the fight against terrorism. Attorney-General
Ashcroft, in an address to Congress, went so far as to put criticism of the restric-
tion of civil liberties in the same league as treason.98 But in mid-2002, the leg-
islative branch won an interim victory coinciding with a period of leadership
weakness perceived in the President. The percentage of Americans articulating
their doubts about the nation’s political course rose noticeably. President Bush’s
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popularity was also sucked into the vortex of increasingly dissatisfied general
public opinion. Within one week, his confidence rating dropped from 77 percent
on May 28-29 to 70 percent on the June 3-6, 2002 (see Figure 2).

The President was able to regain the initiative from Congress and reverse
the downward trend of his poll ratings when on June 6, 2002, he unveiled the
plan for the creation of the Department of Homeland Security.99 The President
thus appropriated an idea he had originally categorically refused when Congress
developed and articulated such plans to the executive. Furthermore, Bush asked
that Congress implement his reorganization plans before the end of the year. In
an early June Gallup poll, almost three-quarters (72 percent) of those polled were
in favor of the new Department of Homeland Security.100 Meanwhile, the
Congress, especially the Democratic leadership in the House, did not let them-
selves be sidelined by the President and even tried to outdo him. The House
Minority Leader Richard Gephardt (D-MO), although without direct influence
on or responsibility for the timetable, took the political offensive and demanded
that Congress pass the bill on the new department so that the President could
sign it into law before the first anniversary of the terrorist attacks. 

With less than 50 session days left and faced with a number of difficult
budget bills on the legislative agenda, the Senate and the House had little time to
intensively deal with the very complex and politically precarious material entail-
ing the most comprehensive administrative reorganization in the United States

since the end of World War II. According to
the President’s plan, 22 federal agencies with
approximately 170,000 employees and an
annual budget of $37.5 billion were to be
subsumed under the new Department of
Homeland Security. Until then, about 80
congressional committees and sub-commit-
tees controlled the relevant executive orga-
nizational structures.

The President signed the bill on
November 25, 2002,101 after some contro-
versial items were taken out and their dis-

cussion postponed to the next session of Congress. The law’s implementation
itself promises a political tug-of-war over the redistribution of financial resources
and political authority within both the legislative and the executive branches, and
between the two branches themselves. It seems that in this case, too, the execu-
tive branch, led by the commander-in-chief, will have the upper hand. As the
Congressional Quarterly Weekly report, “Homeland Security Department: Another
Victory for Administration,” puts it, “the slowly and subtly shifting balance of
power between the White House and Congress lurched toward Pennsylvania
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Avenue.”102 According to expert opinion, “this President has done such a terrific
job on focusing the American attention on terrorism…that Congress is essen-
tially paralyzed.”103 Under these circumstances—as the name of the planned
department already indicates—the creation of the Department of Homeland
Security will put the national security aspect back into the foreground and rele-
gate any concerns about the curbing of civil liberties to the background.

This does not mean that Congress has not exercised any control over the
executive in the past. The Republican House leadership had spoken out vehe-
mently against the attorney-general’s plans to implement an informant network
under the acronym TIPS (Terrorism Information and Prevention System).104 The
new Department of Homeland Security will also have a so-called privacy officer,
although it remains to be seen what authority the position will actually wield.

As with the USA Patriot Act, Congress has yet to assert its institutional role
in effectively maintaining the balance between national security and individual
civil liberties in the course of the debate over the Department of Homeland
Security. Nevertheless, tactical potential has emerged: it became clear that even a
wartime president is forced to react to a congressional initiative, which in turn
should not run counter to public opinion. Public opinion on the War against
Terrorism in general as well as on concrete policy initiatives are especially signif-
icant if future congressional hearings and bills are to give civil liberties any more
weight.

     

Why are these issues of interest to Europeans? As the boundaries between
civil prosecution and crime prevention, and military operations and martial law,
become increasingly blurred, so does the distinction between domestic and foreign
policy. This emerging domestic policy paradigm shift in the interpretation of the
nation’s protective function affects not only the understanding of democratic rule
of law, but also the jurisdiction of international law. It is thus crucial to include
European as well as U.S. decision makers in this debate. As the “common transat-
lantic values” and “German-American friendship” are being tested, it should be
taken for granted that frank and controversial debate “among friends” is possible
concerning basic democratic principles which form the nucleus of a new world
order.

European decision makers and public leaders should thus use various pri-
vate and public channels to bring the following issues onto the transatlantic
agenda: (1) prosecuting terrorists according to international law and (2) increased
use of soft power in international diplomacy.

The creation of military tribunals for the prosecution of suspected terror-
ists and the impending death penalty will continue to burden the cooperation
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between the United States and many of its allies, as Spain’s refusal to extradite
apprehended terrorists has already demonstrated.105 Prosecution of terrorists
according to international law would mark a significant change in the Bush
administration’s previous attitude, evidenced in the conflict over the
International Criminal Court’s jurisdiction and reservation towards ad hoc tri-
bunals for war crimes in the former Yugoslavia and Rwanda. These issues are
only the tip of an iceberg of diverging conceptions of sovereignty and interna-
tional rule of law. But there are ways to avoid a collision with this transatlantic
iceberg. Both political and legal discussions about the presidential executive
order authorizing military tribunals106 should favor an international approach.107

Furthermore, the commander-in-chief ’s
powers in combating terrorism also entail
using international ways and means:
“Nothing in this title shall prohibit the
United States from rendering assistance to
international efforts to bring to justice
Saddam Hussein, Slobodan Milosevic,
Osama bin Laden, members of al-Qeeda,
leaders of Islamic Jihad, and other foreign
nationals accused of genocide, war crimes
or crimes against humanity.”108 This
approach is supported by a majority of the
American people—in a Gallup/CNN/USA

Today poll, 41 percent favored trying Osama bin Laden before an international
court, while only 29 percent favored a secret military tribunal, and 17 percent
voted in favor of the regular U.S. court system.109

The international solution would be an opportunity for the Bush admin-
istration to counter domestic and international criticism and offer a guiding prin-
ciple—justice and freedom—to hold together the international coalition against
terrorism. It would contribute to public diplomacy, which is just as necessary to
win the War against Terrorism as are the increased security measures. 

The soft power of public diplomacy would enhance the credibility of the
“USA” brand, which stands for “democracy, personal freedom and free mar-
kets,”110 and increase international brand allegiance. Both the legislative and the
executive branches have recognized the importance of this strategy. But as Graham
Fuller, an expert on the Middle East and former high-ranking CIA official, warns,
“If fundamental policies are seen to be flawed, a prettied-up package will not make
a difference.”111 It would be laudable for the United States to set the goals that cor-
respond to the actual policy, thereby providing an example that preserves civil lib-
erties and does not waste the enormous potential of soft power.112
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:    

“America’s view of the world will change, with friends and enemies more
sharply defined. Americans will debate fundamental questions of freedom and
security.”113 American decision makers’ new view of the world and its repercussions
need to be understood and followed attentively. Both political action and the legal
interpretation of constitutional principles are shaped by, and bound to shape,
public awareness and societal value preferences. Accordingly, the competing values
of a living Constitution requiring the balance of national security and civil liber-
ties are continuously reevaluated. The
September 11 attacks have left indelible
traces in the collective consciousness. They
form the background against which the
nation’s protective function has gained sig-
nificance at the cost of civil liberties.114

The threat to national security has
given the presidency a power advantage over
its institutional adversary in Congress, as
well as over the judiciary. In these circum-
stances, the Congress, it seems, has a unique responsibility. It must ensure that
even in times of national insecurity, individual civil liberties are not overly
restricted by the collective need for protection. 

Congressional elections on November 5, 2002, once again exemplified the
significance of the President’s special position as well as the perceived threat to
national security. Hitherto, neither the Supreme Court nor Congress has been able
to offer sustainable guarantees for the protection of civil liberties. It remains to be
seen further whether and to what extent the general wartime mentality and need
for protection increase through possible further attacks or warnings. For
Europeans, deteriorating protection of civil liberties in America is not merely of
academic interest, but of increasingly deep concern for policymakers in general. �
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