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Executive summary

At the heart of the ongoing digital transformation lies the force of data. Its processing and
utilization stand as the cornerstone of unprecedented advancements and innovations, ren-
dering data one of the most prized assets in today’s information age. Embedded in a global
competition for markets, influence, and ideas, the extraction and governance of data also
affects the relationship between Africa and Europe. Historically, Africa has trailed behind in
terms of regulation of the digital space. Nevertheless, as the youngest continent, it hosts a
growing population of digital natives, also fostering better and more comprehensive ap-
proaches to data governance. Under the auspices of the African Union (AU) and pioneering
countries, Africa has adopted a more strategic and assertive approach towards its digital
transformation trajectory. No fewer than 36 African states have enacted some sort of data
protection guidelines at the time of writing. After ten years of waiting, the AU data protec-
tion convention entered into force in 2023. Conversely, the European Union (EU) stands as a
global leader in data governance, advocating for a regulated digital sphere to promote what
it terms a human-centric approach to data. Moreover, the EU leverages the export of its reg-
ulatory model as a strategic tool to assert its position in a digital realm dominated by both
state and non-state actors from the United States and China.

Drawing on an extensive review of the literature, alongside first-hand interview material
and survey data collected in six African countries, the paper delves into the dynamics and
patterns of cooperation between Africa and Europe within the domain of digital data gov-
ernance, shedding light on both promising avenues and inherent constraints. Based on this
analysis, the text draws three main conclusions.

First, it observes a highly dynamic African data space with increasing uptake of regulatory
frameworks and data protection norms. At the same time, it points to persisting differences
between countries, and to the challenges in implementing newly established legislation.

Second, the EU’s pioneering role in this domain not only strengthens existing partner-
ships but also offers new avenues of intensified cooperation. A more regulated and stand-
ardized African data space can be beneficial for individual African citizens as well as for eco-
nomic growth. However, and despite global leadership in the area of data protection, the
EU is only one among many partners when it comes to the African digital market, and its in-
vestment remains modest by comparison with that of others. This is important to note, as
investment, knowledge exchange and regulatory harmonization need to go hand in hand in
order to realize full potential and create a strong partnership between the two regions.

Third, it remains uncertain whether the solutions on offer align with existing demands.
African tech entrepreneurs, innovators, and policymakers may not necessarily turn to the
EU when charting their technological trajectories and innovation paths. In particular, the
EU’s emphasis on regulatory rigour is not always embraced by everyone but is sometimes
even viewed as a hindrance to economic development. Debates in Africa focus on the ap-
propriate and balanced level of regulation, with various stakeholders advancing different
viewpoints. And while the benefits of a digital single market are emphasized by both African



and European policymakers, it is crucial not to overlook the disparities between the two re-
gions (as well as within them).

In light of these observations, the paper advocates for the EU to follow a strategic and dif-
ferentiated approach to cooperation, and to avoid adopting an overly paternalistic stance
that heavily relies on conditionality. Instead, it recommends fostering a discourse centred
on the global significance of data sovereignty and leveraging the EU’s expertise in establish-
ing a digital single market as a constructive contribution to the partnership. Further re-
search can offer more dependable data regarding local demands in various different African
contexts as well as unpacking Africans’ perceptions of the different digital governance mod-
els vying for the continent’s consideration. Additionally, exploring the nexus between re-
gime types and the adoption of digital governance is prone to produce valuable insights.
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Introduction

The processing and appropriation of data is at the core of unprecedented advances and in-
novations, making data one of the most valuable resources of the modern information age.
Major technology companies have perfected the extraction, systematization and monetiza-
tion of data trails of billions of humans and in so doing made extraordinary profits.! In 2023,
the market valuation of Alphabet surpassed that of the entire German DAX Index, while Am-
azon’s annual revenue exceeded the GDP of any African economy.? These companies pro-
vide innovative services and uncover previously unknown information to the extent that
they generate novel forms of knowledge and capabilities that in specific areas already sur-
pass human skills. This holds true even before considering all the possible implications of
the ongoing Al revolution.

The potential of digital solutions extends to industrialized, emerging, and developing
markets alike, presenting substantial opportunities for progress and growth. In Africa, in
particular, where young populations and a comparatively untapped market spur growth
fantasies, the digital is poised to spark major transformations in the upcoming decades.
Much of the digital promise is rooted in the sector’s economic might. A collaborative report
by the International Finance Corporation (IFC) and Google - relying on forecast data by Ac-
centure - projects the internet economy to contribute nearly USD 180 billion (5.2% of pro-
jected GDP) to Africa’s economy by 2025 and USD 712 billion (8.5% of projected GDP) by
2050.2 While these projections underscore the vast potential of the digital economy, they
also highlight the persistent technology gap between Africa and other world regions. A tell-
ing example of this duality is evident in the successful acquisition of USD 1.2 billion in start-
up funding by Africa in 2020 - a substantial six-fold surge since 2015. Yet, in the broader
context, this figure remains a mere fraction, representing less than 1% of the staggering
USD 156 billion raised by US start-ups in the same year.* By 2025, venture capital invest-
ment in Africa is forecast to reach USD 10 billion, with a strong concentration of capital in
Nigeria, Kenya, Egypt, South Africa, and Ghana.® Most importantly, these projections are
contingent upon the implementation of appropriate policies and increased technology
adoption by businesses.® Data extraction and its monetization not only revolutionize the
human existence and offer significant business opportunities, they also pose a threat to the
right to privacy, fostering surveillance, and exacerbating social inequalities. Datafication re-
fers to the continuous and pervasive recording of everyday data. Some of this data render-
ing is willingly accepted by citizens, while most is collected without our awareness.” The
large-scale purchase of surveillance technologies by African governments is just one exam-
ple of how new technologies, intended to address issues like crime prevention and

! Soshana Zuboff, The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of Power
(New York: Hachette, 2019).

2 Data retrieved from: Companies Market Cap, https://companiesmarketcap.com/; Deutsche Bérse
https://www.boerse.de; and International Monetary Fund, https://www.imf.org/exter-
nal/datamapper/NGDPD@WEO/OEMDC/ADVEC/WEOWORLD.

3 Google and International Finance Cooperation (IFC), e-Conomy Africa 2020: Africa's $180 Billion Internet Economy
Future, (Google, IFC, 2020), 15-17. N.B. The forecast relies on extrapolation and as such is subject to high levels of
uncertainty.

*Harsha Desai et al., Regional Action Group for Africa: Attracting Investment and Accelerating Foruth Industrial
Revolution Adoption in Africa, White Paper: January 2022 (World Economic Forum & Deloitte, 2022).

® Niall McCarthy, Funding for Africa's Startups Is at a Record High-This Is Where It's Going (World Economic Forum,
2021).

¢ Google and IFC, e-Conomy Africa 2020, 15-17. N.B. The forecast relies on extrapolation and as such is subject to
high levels of uncertainty.

"Wendy H. Wong, We, the Data (Cambridge, MA: MIT Press 2023), 3.


https://companiesmarketcap.com/
https://www.imf.org/external/datamapper/NGDPD@WEO/OEMDC/ADVEC/WEOWORLD
https://www.imf.org/external/datamapper/NGDPD@WEO/OEMDC/ADVEC/WEOWORLD
https://www.ifc.org/en/insights-reports/2020/google-e-conomy
https://www.ifc.org/en/insights-reports/2020/google-e-conomy
https://www.weforum.org/publications/regional-action-group-for-africa-attracting-investment-and-accelerating-fourth-industrial-revolution-adoption-in-africa/
https://www.weforum.org/publications/regional-action-group-for-africa-attracting-investment-and-accelerating-fourth-industrial-revolution-adoption-in-africa/
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conviction rates, often simultaneously and purposefully undermine privacy rights and free-
doms, as seen in Uganda and Zambia.® Uganda’s USD 126 million purchase of Huawei CCTV
equipment in 2019 illustrates this and also points to the interlinkage of the economic and
the geopolitical dimensions of the digital revolution.®

The harvested information endows technology firms with unprecedented levels of control
over people. Echoing Foucault’s surveillance paradigm (panopticism), control - be it for the
purpose of economic gain or political power - in the digital era hinges predominantly on
constant, pervasive, and automated observation.® Consequently, a handful of corporations
wield power surpassing that of nation-states by a considerable margin. Economists refer to
this phenomenon as “a positive network effect”, whereby a select few platforms amass user
bases rivalling or even surpassing entire populations of states or even continents.™!

In contexts where the establishment of robust data protection measures is either still un-
derway, or enforcement is lacking, citizens are particularly vulnerable to abuse and exploi-
tation. This reality is prevalent across many African countries, where the potential benefits
of the digital revolution intersect with the risks of extractive practices.

The Geopolitics of Technology

Whilst the digital revolution’s key players - corporations - are actors in their own right and
in pursuit of economic gains, they emerge and act in a given political and socio-cultural
context. The competition over who controls whose data brings to the fore hard-nosed inter-
ests. In their quest for power, influence or returns, corporations and states seek to extract
and shape the digital world according to their own preferences, often without any regard to
those from whom the information emanates in the first place. States also proactively en-
gage in the collection and treatment of data for a wide variety of reasons, ranging from eco-
nomic competition, strategic autonomy, security-related concerns to absolute control of
their citizenry. As such, states find themselves in a dual role: they can either protect their
citizens against abusive data extraction or leverage data pools for their own interests.

Amidst the ongoing geo-political competition, various great powers present diverse prop-
ositions concerning the treatment of data, each emanating from different political and soci-
etal traditions and resonating with distinct stakeholder groups. Among the leading econo-
mies, the US, China, and the EU adopt contrasting approaches to digital governance.

The US embraces a liberal, business-driven stance, which critics associate with the con-
cerning practices of surveillance capitalism.*? Capitalizing on a largely hands-off approach
by the US government, Silicon Valley has seized the opportunity to assert its dominance in
the global digital landscape. China puts forth a model centred on state-led techno-policy
and innovation, and strong surveillance, coupled with extensive investment in infrastruc-
ture. With the introduction of the Digital Silk Road (DSR), China “combines the domestic
push to export Chinese technologies developed with assertive industrial policies, with a
broader agenda to augment interoperability and compatibility between Chinese and over-
seas technological networks, on Chinese terms”.** While Europe has been instrumental in

8 Samuel Woodhams, "Huawei Says its Surveillance Tech Will Keep African Cities Safe but Activists Worry it’ll Be
Misused," Quartz, 2020.

° Elias Biryabarema, "Uganda's Cash-Strapped Cops Spend $126 Million on CCTV from Huawei," Reuters, 2019.

1 Michel Foucault, Discipline and Punish: The Birth of the Prison (London: Penguin, 1975 (1991)).

" Henry Kissinger, Eric Schmidt, and Daniel Huttenlocher, The Age of Al and Our Human Future (London: John
Murray, 2021), 95-96.

2 7uboff, The Age of Surveillance Capitalism.

3 Brigitte Dekker, Maaike Okano-Heijmans, and Eric Siyi Zhang, Unpacking China's Digital Silk Road, (Clingendael
Report, July 2020), 2.


https://qz.com/africa/1822312/huaweis-surveillance-tech-in-africa-worries-activists
https://qz.com/africa/1822312/huaweis-surveillance-tech-in-africa-worries-activists
https://www.reuters.com/article/us-uganda-crime/ugandas-cash-strapped-cops-spend-126-million-on-cctv-from-huawei-idUSKCN1V50RF/
https://www.clingendael.org/sites/default/files/2020-07/Report_Digital_Silk_Road_July_2020.pdf
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laying much of the groundwork for the digital revolution, the EU faces challenges in building
a digital ecosystem that rivals others. In response, it focuses on leveraging its current
strengths and advocating for robust regulation, positioning itself as a champion of a hu-
man-centric approach to data usage. This approach is an attempt to win partners’ hearts
and minds. It entails a robust and effective regulatory framework, with a primary focus on
safeguarding individual privacy rights. Simply put, the United States leads in exporting its
private sector, which includes some of the world’s most valuable companies, China wields
power and influence through extensive infrastructure programmes by means of which it
also seeks to export its alternative regulatory model, whereas Europe focuses on influence
qua regulation.*

That said, these different models also share commonalities. For instance, arguments for a
rules-based international digital order (although with a different outlook) can be heard in
Europe, China, and the US. Most importantly, each of the three models can be conceptual-
ized and comprehended as imperial enterprises with their own unique characteristics.*
Their divergent strategies underscore the significance of data in shaping global dynamics,
as these great powers vie for influence and control over the digital realm. Each approach
carries its own allure and implications, adding complexity to the evolving landscape of digi-
tal governance and its far-reaching impact on societies and economies worldwide. In their
difference, the digital empires share the fact that they are “both admired and reviled across
the territories that fall under their influence”.*¢

The reason why such initiatives, whether we define them as imperialistic or simply as ef-
forts at norm externalization, take root in Africa is partly due to the constituent nations of
Africa having been reluctant to develop their own data protection frameworks and promote
their underlying principles. This inertia stems from a variety of factors, including resource
constraints, lack of political impetus, and a low level of awareness of the risks of unregu-
lated data extraction.!” Other explanations advance the contested view of the collectivist
nature of African societies.® And yet others point to divergent priorities, and, as Abdulrauf
argues, a belated recognition by the African Union (AU) of its pivotal role in championing
data privacy and regulatory compliance. The specific composition of factors varies between
countries. The thinking has changed, but has also put the continent at a disadvantage and
has relegated it primarily to the role of a norm taker rather than a norm maker.*®

By intertwining discussions on digital empires with the swift technological evolution oc-
curring on the African continent, this study calls for the filling of a void in the existing litera-
ture, which has yet to delve into detailed and more systematic analyses of how African gov-
ernments interact with various digital partnership proposals. The focus of this study centres
on the crucial role of data governance in the Europe-Africa relationship. This consideration
takes into account the vast potential and associated risks linked to data as the foundation
of the digital transformation.?® The significance of this focus emerges from Africa’s rapid

* Anu Bradford, Digital Empires: The Global Battle to Regulate Technology (Oxford: Oxford University Press, 2023),
290.

1t is important to note that the global competition for digital leadership extends beyond these three entities.
However, at the time of writing, these three pools possess the most far-reaching influence over global data regula-
tion. Consequently, they are at the heart of the following considerations.

6 Bradford, Digital Empires, 21.

" Lukman Adebisi Abdulrauf, "Giving 'Teeth' to the African Union Towards Advancing Compliance with Data
Privacy Norms" Information & Communications Technology Law 30, no. 2 (2021): 98.

18 Alex B. Makulilo, "A Person Is a Person through Other Persons - a Critical Analysis of Privacy and Culture in
Africa," Beijing Law Review 7 (2016). Makulilo refutes the notion of Africans living in a collectivist culture as overly
static. Instead, privacy in Africa, too, is an evolving concept allowing for the emerging of privacy regulation over
time.

¥ Abdulrauf, "Giving 'Teeth' to the African Union Towards Advancing Compliance with Data Privacy Norms".

20 For a more detailed comparison between the different models, see: Benedikt Erforth and Kerstin Fritzsche,
Towards a Digital Development Partnership that Meets African Interests (Washington, DC: Heinrich Boll Stiftung,


https://www.tandfonline.com/doi/full/10.1080/13600834.2021.1849953
https://www.tandfonline.com/doi/full/10.1080/13600834.2021.1849953
https://www.scirp.org/journal/paperinformation?paperid=69939
https://www.scirp.org/journal/paperinformation?paperid=69939
https://us.boell.org/sites/default/files/2022-01/20220127-HB-paper%2001-digital%20development-01.pdf
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adoption of digital tools, existing interdependencies, and the EU’s substantial commitment
to contributing to African data regulation. It is further corroborated by the fact that China
and the US also engage in regulatory outreach, rendering the field increasingly contested.

As a yardstick of the state of the current debate, and as a conversation starter, the paper
begins with a brief overview of key definitions and trends pertaining to data governance in
the African data space(s). The section highlights both risks and opportunities associated
with data processing in the region. It also points to the latest advancements in the realm of
data regulation, which oscillate between African self-assertion and adoption of interna-
tional, mainly European, standards. The subsequent section introduces the core tenets of
the geopolitical competition on data, and explores the European approach to global data
governance, which also goes by the Brussels-bred moniker “human-centric approach” and
makes use of the “Brussels effect”, which denotes the “unilateral power to regulate global
markets”, examining its reach and limitations.? Lastly, the paper evaluates the potential,
limitations, and areas of cooperation between Africa and Europe in the realm of data. The
section argues that the EU’s regulatory influence carries weight in Africa and could bolster
the continent’s regulatory landscape. However, while it presents opportunities, it is not a
cure-all for the challenges faced by African nations and, in its rigid application, may even
impede the continent’s economic progress. EU involvement in African data regulation must
prioritize mutual ownership and acknowledge regional disparities to be effective. In es-
sence, drawing on extensive desk and literature research, ten expert interviews conducted
between 2020 and 2024, and first-hand survey data in six African countries, this paper ex-
plores data governance in the African context and the prospects for fruitful cooperation be-
tween Europe and Africa, all while acknowledging the broader ramifications of such efforts
in our rapidly changing world.

2022); Chloe Teevan and Lidet Shiferaw Tadesse, Digital Geopolitics in Africa: Moving from Strategy to Action,
Briefing Note 150 (ECDPM, 10 October 2022); Bradford, Digital Empires.
2 Anu Bradford, The Brussels Effect: How the European Union Rules the World (Oxford: Oxford University Press 2020).


https://ecdpm.org/work/digital-geopolitics-africa-moving-strategy-action
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The Regulatory State of
the African Data Space

Africa is currently witnessing one of the most rapid data protection adoption rates on a
global scale. At the current rate of adoption, one can anticipate that by the end of the 2020s
data protection frameworks will encompass the entire continent. The political goals of Afri-
can data protection frameworks at the continental, regional, and local levels centre on eco-
nomic development qua harmonization and giving Africa a voice at the global stage. Human
rights and the privacy of citizens are also part of the canon but are less emphasized than in
Europe.? The primary challenge for African data protection, however, does not lie in the ab-
sence of or insufficient regulation; instead, it resides in the effective implementation and
enforcement of these laws.

The African digital landscape has historically operated in a state of relative regulatory am-
biguity. More recently, both on a national and continental scale, Africa has undergone a sig-
nificant regulatory transformation, resulting in the adoption of more robust data protection
and privacy frameworks. Whilst substantial differences between countries persist, to date,?
the proliferation of digital solutions and the rapid expansion of internet and smartphone
usage have underscored the necessity for comprehensive data privacy laws. Before 2016,
only 16 African countries had established specific data protection legislation,* but as of the
time of writing, this number has risen to 36 across the continent. Notably, the majority of
these data protection laws empower designated independent data protection authorities, a
crucial component of a well-functioning data protection scheme. Despite provision for such
authorities, it is worth noting that approximately half of the African countries with data pro-
tection regulations in place have yet to establish these oversight bodies.” In some cases,
these authorities have limited or no independence from the funding ministry. Only 11 coun-
tries have implemented safeguards to prevent the unjust removal of data protection com-
missioners, while 14 countries remain ambiguous on the matter, and another 11 lack such
protection altogether.?® While the potential for constitutional protection of privacy in Africa
is considerable, practical application remains limited, with minimal case law to date.?” Con-
sequently, a significant gap persists between the theoretical commitment to data privacy
and its real-world implementation. Without adequate regulation, individuals are left vulner-
able to potential exploitation and misuse of their personal data by both public and private
entities. This lack of oversight increases the likelihood of data breaches, identity theft, and
infringement of individuals’ privacy rights, undermining trust in digital systems but also hin-
dering economic and social development due to the limited access that African companies
have to more regulated markets.

22 Graham Greenleaf and Bertil Cottier, "International and Regional Commitments in African Data Privacy Laws: A
Comparative Analysis," Computer Law & Security Review 44, no. April (2022): 33.

2 pata Protection Africa, https://dataprotection.africa/.

24 Brian Daigle, "Data Protection Laws in Africa: A Pan-African Survey and Noted Trends," Journal of International
Commerce and Economics February (2021): 6.

% Greenleaf and Cottier, "International and Regional Commitments in African Data Privacy Laws,” 6-7.

% Data Protection Africa, "How Independent Are African Data Protection Authorities? ,"
https://dataprotection.africa/standing-alone-the-independence-of-african-data-protection-authorities/.

2" Greenleaf and Cottier, "International and Regional Commitments in African Data Privacy Laws," 10.


https://www.sciencedirect.com/science/article/pii/S0267364921001114
https://www.sciencedirect.com/science/article/pii/S0267364921001114
https://dataprotection.africa/
https://www.usitc.gov/staff_publications/jice/data_protection_laws_africa_pan_african_survey_and
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Overview African Data Protection Laws

) Data protection authority
" appointed

M Law enacted
Draft law
No law

© 2024 Megatrends Afrika / Data provided by Applied Law & Technalogy (Pty) Ltd (t/a ALT Advisory), https://dataprotection.africa

At the continental level, the AU’s Digital Transformation Strategy for Africa (2020-2030),
which builds on several regional and international initiatives, seeks to harmonize digital
policies to allow the creation of an African Digital Single Market. The AU strategy empha-
sizes the importance of “continental ownership with Africa as a producer and not only a
consumer in the global economy”?® as well as the need to “[e]nsure digital identity data be-
longs to, and remains in the control of Africans”.?

The 2014 Malabo Convention on Cybersecurity and Personal Data Protection constitutes
an important step towards a more data-secure Africa. It reflects the AU’s commitment to Af-
rican ownership and calls for a continent-wide common data protection framework.* Nine
years after its adoption, the Malabo Convention came eventually into force on 8 June 2023,
following Mauritania’s ratification of the document by which the threshold of 15 ratifying
nations was passed. The Convention is a milestone in African data protection law. It is also
the “only binding regional treaty on data protection outside Europe”.*! The Convention de-
rives the right to privacy from international human rights law, and calls upon each state
party that it shall “commit itself to establish a legal framework aimed at strengthening fun-
damental rights and public freedoms, particularly the protection of physical data, and pun-
ish any violation of privacy without prejudice to the principle of free flow of personal

28 African Union, The Digital Transformation Strategy for Africa 2020-2030, (Addis Ababa: African Union, 2020), 2.
2 |bid., 42.

% Daigle, "Data Protection Laws in Africa," 2.

3Yohannes Eneyew Ayalew, The African Union’s Malabo Convention on Cyber Security and Personal Data
Protection Enters into Force nearly after a Decade. What Does it Mean for Data Privacy in Africa or Beyond?, EJIL:
Talk!, 17 June 2023.


https://au.int/sites/default/files/documents/38507-doc-dts-english.pdf
https://www.ejiltalk.org/the-african-unions-malabo-convention-on-cyber-security-and-personal-data-protection-enters-into-force-nearly-after-a-decade-what-does-it-mean-for-data-privacy-in-africa-or-beyond/
https://www.ejiltalk.org/the-african-unions-malabo-convention-on-cyber-security-and-personal-data-protection-enters-into-force-nearly-after-a-decade-what-does-it-mean-for-data-privacy-in-africa-or-beyond/
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data.”? Concretely, for Guinea Bissau and Sierra Leone, two countries without data protec-
tion laws, who have signed yet not ratified the Convention, this means that they are now
obliged under international law to enact a national privacy law. For monist countries
among the signatories (Rwanda, Mozambique, Namibia), the entering into force of the AU
convention implies that the convention should become part of their national laws. In prac-
tice, however, it is expected that Rwanda and Mozambique will apply a more narrow inter-
pretation of the provisions.®

As these examples show, there is a momentum in the African data space. Several factors
instigated this rise in data protection legislation. First, the increased penetration of digital
technologies and growing digital markets across the continent make more sophisticated
regulatory frameworks necessary. Second, African nations, both individually and at the AU-
level, are committed to make the continent’s digital transformation work, which in turn re-
quires legal certainty. Third, the advancement of the African Continental Free Trade Area -
economic and trade integration - and the broader globalization of African societies, rein-
forced the need for pan-African regulatory standards. The waning collectivism and the re-
turn to individualism in post-colonial and globalized African societies can be regarded as a
further impetus for stricter privacy legislation, where the individual takes precedence.? Al-
most all African constitutions recognize the right to privacy as a human right.?® Currently,
the main obstacle to comprehensive data protection is not the absence of a legal frame-
work, but rather the lack of coherence across jurisdictions and the challenges encountered
in its implementation.*® Some of these challenges are related to resource constraints by
governments, which also impede the continent’s data sovereignty; others emerge from a
lack of independence of data protection agencies, and the absence of their separation from
government.

Lastly, the regime type of the country under consideration needs to be factored in in the
reflections. To start with, there is little structured data available and few studies investigat-
ing a correlation between regime types and data protection levels. This is clearly an area
where more research will be needed in the years to come. In common parlance, the bottom-
line assumption persists that the right to privacy is a liberal concept, and as such a correla-
tion is drawn between robust privacy laws and (liberal) democratic governance, contrasting
with a lack of stringent privacy regulations in autocratic regimes. Yet, this correlation, when
juxtaposed with case-study findings, is weak and continues to dwindle as data protection
legislation is further disseminated. China is a prime example of an authoritarian regime with
a proclivity for strong data protection regulation.” Of course, such protection standards ad-
vance a different understanding of the relationship between the individual and the state,
and the rights and duties of both, when compared to liberal democracies.

Surfshark, a cybersecurity company, publishes an annual Digital Quality of Life Index that
measures data protection levels on a scale from 0 (no data protection) to 5 (GDPR-level data

32 pAfrican Union Convention on Cyber Security and Personal Data Protection (also called Malabo Convention),
adopted on June 27,2014, entered into force on 8 June 2023, Article 8.

3 Greenleaf and Cottier, "International and Regional Commitments in African Data Privacy Laws: A Comparative
Analysis," 9.

34Yohannes Eneyew Ayalew, "Untrodden Paths Towards the Right to Privacy in the Digital Era under African
Human Rights Law" International Data Privacy Law 12, no. 1 (2022); Makulilo, "A Person Is a Person through Other."
3 Ayalew, "Untrodden Paths" 16-17.

% Bitange Ndemo and Aaron Thegeya, "A Prototype Data Governance Framework for Africa," in Data Governance
and Policy in Africa, ed. Bitange Ndemo, et al. (Cham: Palgrave Macmillan 2023), 10.

3" Mark Jia, "Authoritarian Privacy," The University of Chicago Law Review (Forthcoming). In his study, Jia contends
that China, driven not only by the desire to build trust in its digital economy and attract data flows to enhance its
global influence and national security but also by a bottom-up movement that emerged amidst an unregulated
environment and major scandals, eventually resulted in the Party characterizing privacy invasions as a source of
social instability (p.5).


https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3993942
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3993942
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protection). Comparing these data with regime types, researchers find that democracies av-
erage a data protection level of 3, while autocracies average 1.3® In Africa, this correlation is
weaker. Among the 24 African countries in the dataset, the average democracy scores 1.6,
and the average autocracy scores 1.3 on the data protection index. Next to the overall lower
level of data protection, the findings suggest that the regime type in Africa carries less
weight when compared to other world regions. Some African nations with robust demo-
cratic systems have enacted comprehensive privacy laws to protect individuals’ personal
data. In these countries, privacy regulations may reflect the principles of democratic gov-
ernance, including transparency, accountability, and respect for human rights. However,
the situation is not uniform across the continent. Other African countries with democratic
systems may have weak or inadequate privacy laws due to various factors such as limited
resources, competing priorities, and above all challenges in implementation and enforce-
ment. Conversely, certain autocratic regimes in Africa have strict privacy regulations, alt-
hough these are primarily aimed at controlling information and suppressing dissent rather
than safeguarding individual privacy rights.

The study is of exploratory nature, which implies that the results should be read with cau-
tion. The hybrid nature of political regimes across the continent is likely to have impacted
the conclusion. Still, one possible explanation of smaller than expected margins between
regime types is related to the fact that data protection and privacy regulation are motivated
by a series of factors ranging from economic reasoning to geopolitical considerations. In the
competition for global data flows, data protection creates the necessary trust for data ex-
change. It is from this perspective that both democratic and authoritarian states show inter-
est in data protection and data governance, or, as de la Bruyére and colleagues put it, “in a
digital environment, power is therefore a function of both capturing data and controlling
the architecture of digital exchange”.*® Moreover, a turn to privacy law can allow govern-
ments in authoritarian regimes to offer an alternative avenue to legitimacy when electoral
legitimacy is lacking.*°

On Data Colonialism, Extraction and
Sovereignty

Another pivotal aspect in the African context is the enduring power disparities, which con-
strain the region’s capacity to play a more significant role in shaping global data govern-
ance standards. Consequently, African citizens often find themselves in a position of rein-
forced vulnerability, subject to the dominance of large data processors predominantly lo-
cated beyond the continent’s borders, relegating them to the status of passive data sub-
jects.

In line with this structural deficit, critical and Marxist scholars coined the term “data colo-
nialism” or “digital colonialism”, which - according to their reading - combines “the preda-
tory extractive practices of historical colonialism with the abstract quantification methods
of computing” to eventually induce a new stage of capitalism for which the appropriation of
human life through data will be central.** One does not need to embrace Marxist rhetoric to
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acknowledge that data has become a commodity. The appropriation of human life through
data is facilitated by the economic needs of data subjects, which, the more vulnerable they
are, the more likely they agree into forfeiting their data in exchange for immediate rewards.
While privacy preferences are also attributed to cultural factors, the individual’s economic
circumstances and awareness of risks related to the sharing of personal data play a more
significant role. According to Thatcher and Dalton, “there are real material advantages to
the acts of participation that play out differently across different populations [...] the very
choice is only offered to those who have access to the advantages through other means”.*

Data extraction, as a global phenomenon, assumes a distinct character and encounters
comparatively less resistance when it infiltrates contexts lacking robust constitutional pro-
tections for personal data or where such protections have only recently been enacted. Ac-
tivist-researchers from Pollicy have identified nine methods of digital extraction, which they
contend perpetuate colonial legacies. These methods include (1) digital labour, (2) illicit fi-
nancial flows, (3) data extraction, (4) natural resource mining, (5) infrastructure monopo-
lies, (6) digital lending, (7) funding structures, (8) beta testing, and (9) platform govern-
ance.® In each of these domains the researchers detect forms of extractivism, which sees
the “African market as an untapped source of data”, leading to profit maximization outside
the continent.** Although the argument is somewhat limited due to its linear and mono-
causal nature, it remains undeniable that all nine areas mentioned contain methods of ex-
traction and are tangible realities within the African digital landscape.

The risks, widely present in various African countries, are compounded by the prevailing
bias in global development and investment narratives. These narratives often present digi-
tal solutions in a predominantly positive light, particularly when addressing what is com-
monly known as the Global South. While cautious discourse on technology is often encoun-
tered in advanced economies, particularly in the EU, it is, if not replaced, at least overshad-
owed by a narrative of opportunity when applied to developing contexts.* Interestingly
enough, this careless techno-optimist narrative is not yet accompanied by the investments
one would expect, and which the continent would need. These two dynamics, when com-
bined, pose a risk of marginalizing the most vulnerable participants in the market. To miti-
gate these consequences, it is essential to adopt a more nuanced perspective that acknowl-
edges both the risks and opportunities of digital technologies. It is crucial to emphasize that
this approach does not seek to negate the benefits of technology, nor does it stem from a
desire to stifle innovation or promote a pessimistic view of technology. Instead, it repre-
sents a genuine effort to engage honestly with the empirical reality of digital Africa, which
combines the need for economical and swift solutions with the imperative to provide pro-
tection within an environment where regulatory oversight and enforcement remain con-
strained.

To avoid abuses, the collection and processing of data needs to occur within the bounda-
ries of regulatory standards in order to protect the individual and assure fair competition. In
conjunction, with various forms of data use and extraction, the notion of data sovereignty is
key. The term data sovereignty carries a multitude of different meanings. For some, data
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sovereignty is “reducible to more specific conditions and values”, for others it describes an
ability to obtain a specific result, and yet again for others it is a right.*® At a very elementary
level, data sovereignty “relates in some way to meaningful control, ownership, and other
claims to data or data infrastructure”.” The AU acknowledges the safeguarding of data sov-
ereignty as one of its key priorities concerning Africa’s digital agenda. Beneath the pursuit
of sovereign recognition for the African data space lies a deeper aspiration: to evolve Africa
into a vibrant ecosystem of digital innovators, rather than merely a hub for digital consump-
tion.*”® One of the biggest challenges on the path to a data sovereign Africa are the related
costs that occur when building the necessary infrastructure, such as data centres.

In sum, sustainable governance of the African data space needs to reduce the risks per-
taining to data extraction while developing a foundation for a data sovereign continent.
This requires the right balance between self-assertion and economic and technological in-
tegration. The regulatory dynamics evident across the continent indicate that governments
and regulators recognize this reality and are actively working to address it.

Innovation Before Regulation?

Attitudes and practices of stakeholders towards data protection are also shaped by their re-
spective desire to employ technological innovation for the purpose of economic develop-
ment and job creation. Within the current discourse on African digital capacities and needs,
various voices, particularly those emerging from the African tech community, raise con-
cerns regarding excessively stringent regulation, particularly if it originates from a different
context and may consequently overlook the intricacies of the African digital ecosystem.
“Ideas”, according to an African industry representative, that “may seem good in Europe
may hinder the economic development in Africa”.* “Regulators”, as a former African gov-
ernment official put it, “need to allow innovators a certain degree of freedom to innovate”.*
This discourse has taken hold of both tech and government circles, especially concerning
recent advancements and future developments of Artificial Intelligence (Al). As articulated
by Kenya’s ambassador to the EU, “regulation around Al needs to be slow” until we attain a
comprehensive understanding of the technology under consideration.>! On the opposite
end of the spectrum, advocates for data protection and digital rights denounce the inade-
quate adoption and execution of data protection laws, particularly highlighting the inclu-
sion of problematic exemptions evident across various jurisdictions. This phenomenon
transcends regime types and is observable, for instance, in both Kenya and Uganda. In
Kenya, the Data Protection Act of 2019 features several exemptions, while in Uganda, the
Data Protection and Privacy Act of 2019 similarly grants exemptions, citing national security
concerns.*

A similar debate is currently unfolding within the EU in the context of the EU Artificial In-
telligence (Al) Act and its global implications. Critics of a rights-driven approach are not
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singular to the African region, but also a constant in the European discourse, assuming
“that stringent regulation hinders innovation and therefore explains why the EU has fallen
behind the US and China in nurturing a thriving tech industry”.>®* Another widely voiced con-
cern with European data regulation and its export is “that it might be too blunt, with the risk
of constraining value creation of all sorts of platforms that might fall under the gatekeeper
status, doing little to promote competition, and in some cases producing unintended con-
sequences that actively harm competition”.>* A core argument that these critics bring for-
ward states that regulation generally “performs poorly in dynamic markets with rapid tech-
nological change”.* The digital economy is such a market, especially in Africa.

Arguably, the key lies in striking a right balance between creating a regulatory environ-
ment that allows for cross-border flows of data, creates trust, predictability and legal cer-
tainty without overburdening market participants. Despite the internet’s global reach, there
is no one-size-fits-all regulation that can easily be applied around the world. Many stake-
holders in the African tech discourse perceive significant benefits in digital regulatory sand-
boxes, which convene a wide array of relevant participants, including policymakers, regula-
tors, entrepreneurs, academics, civil society members, and regional and international part-
ners. These sandboxes facilitate dialogue aimed at formulating reliable regulations that ad-
dress local needs effectively.>®

From the outside, the stringently regulated European digital market can also be seen as
highly protective. Due to high compliance costs, it is especially difficult or even impossible
for small and micro-enterprises in Africa to penetrate the European market.>” This is an im-
portant factor to consider, given that the promises of the digital sector are also based on its
ability to dismantle such barriers owing to its intangible nature. Practices like the offshoring
of digital labour or the processing of user data in third countries could then present eco-
nomic opportunities for the African continent.
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European Ambitions: The
Power and Intent to
Regulate

The EU - to paraphrase former Belgian Foreign Minister Mark Eyskens - often appears as a
dwarf in the areas of digital innovation and Al investments.*® Contrary to its initial aspira-
tion, set out in the Lisbon strategy in 2000, to become “the most competitive and dynamic
knowledge-based economy in the world by 2010”, the EU continues to lag behind the US
and China.* At the same time, it is arguably the one regime in the world that offers individu-
als the farthest reaching levels of data protection.® In response, the EU seeks, among other
policy measures, to “put forward a new approach to digital transformation that projects Eu-
ropean values onto the international stage”.®*

This new approach, according to the European Commission, will help establish a Euro-
pean model as a citizen-centred alternative to both the US-bred surveillance capitalism and
Chinese state-led digital surveillance. By definition, this focus puts regulation first. In line
with past experience, the EU hopes to achieve, qua regulation and emulation, what Brad-
ford labelled the “Brussels effect”, that is, the voluntary alignment with European standards
and norms.®? As part of this strategy, and given the intensified competition with global lead-
ers, namely the US and China, other regions - especially the neighbourhood and growth-
heavy Africa - move increasingly into the focus of the EU’s efforts to shape the global digital
order.®®* From an economic policy perspective, this focus on global competition is meaning-
ful. At the same time, and in the context of developing discourses in and with Africa, the EU
has been criticized for viewing the continent through the lens of global competition, reduc-
ing the region to a battleground rather than a source of innovation and a partner in the digi-
tal transformation.

The European Commission leaves no doubt that it seeks to shape the global digital order.
In its Communication “Shaping Europe’s Digital Future”, the European Commission affirms
that the “European model has proved to be an inspiration for many other partners around
the world” and that “the EU should leverage its regulatory power, reinforced industrial and
technological capabilities, diplomatic strengths and external financial instruments to ad-
vance the European approach and shape global interactions”.® Accordingly, partnerships
with other regions are deemed crucial and are partly viewed in instrumental terms:
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The EU needs to strengthen its capacity to project its digital goals into its international cooperation promot-
ing its human-centric, rules-based approach. This requires the development of partnerships and alliances that
can underpin European investment in infrastructure, capacity building and the enabling environment, as well as
fostering regulatory cooperation notably with like-minded partners.%

Commission President Ursula von der Leyen put it even more bluntly at the beginning of
her mandate, when saying, “We will jointly define standards for this new generation of tech-
nologies that will become the global norm”.%¢ This manifestation of political will is also at-
tested in the more recent Commission proposal for an Al Regulation. The regulation, which
was adopted in April 2024, stands to “support[] the objective of the Union being a global
leader in the development of secure, trustworthy and ethical artificial intelligence”.®” The
EU’s involvement in Africa’s digital transformation is propelled by the conviction that a hu-
man-centric approach represents a superior method. Simultaneously, it is also motivated
by the notion that the EU can propagate its values through standardization, aiming to es-
tablish a level playing field and predictable regulations for the conduct of business with Afri-
can partners.® At the operational level, the dialogue sometimes takes on a distinct tone. EU
officials assert that their foremost objective is not the imposition of their regulatory frame-
work but rather the exchange of expertise and the acknowledgment of shared adequacy
standards. Their aim is to facilitate a seamless data exchange by recognizing similar, if not
identical, standards, thereby fostering a climate conducive to free data flow.%

The notion of European leadership and technological sovereignty emerges as the most
prominent trope in the EU’s digitalization discourse. With the advances of Al, both the need
for new regulation and the rivalries that accompany this regulatory moment have further
increased. Currently, the regulatory rivalries surrounding Al mainly unfold between the EU,
China and the US, yet their implications are to be felt globally.™

The combination of regulatory appetite, skills and capacities and the world’s largest com-
mon market transform the EU in a global regulator. The EU’s influence on third party legis-
lation occurs on two different levels. On the one hand, there is the extraterritorial reach of
the GDPR. On the other hand, there is active promotion of its standards through technical
assistance and other support measures that the Union willingly offers to third party coun-
tries. Both facets of externalization are united in the fact that they stem directly from EU do-
mestic policymaking and are harmonized with decisions formulated for the common mar-
ket. As one Commission official insisted, “there is total alignment of internal and external
policies and priorities”.™

Extraterritorial Application of European
Regulation

As stipulated in the General Data Protection Regulation (GDPR), the regulation covers all
“processing of personal data of data subjects who are in the Union by a controller or
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processor not established in the Union, where the processing activities are related to: (a)
the offering of goods or services [...]. to such data subjects in the Union; or (b) the monitor-
ing of their behaviour [...] within the Union.”” With this, the EU enacted a radical shift in
how to view general data protection. With the adoption of the GDPR, the application of EU
law shifted “the primary focus from the geographical location of the processing to the place
where the effects of the processing are felt”.™ It is worth noting that the extraterritorial ex-
tension of the EU’s regulatory reach is based on territoriality. It requires a “terri-national”
affiliation of those being monitored for EU law to be applicable.” Due to the territorial limits
of enforcement jurisdiction, the GDPR’s reach depends on cooperation with third party reg-
ulators as much as it depends on third parties’ desire to engage in trustworthy relationships
with the EU.”™ In other words, the desire to partner with the EU, mainly incentivized by the
large European consumer base, makes EU law such a powerful tool at the global level.” Be-
yond voluntary cooperation, the EU approaches the limited enforceability of EU law abroad
by adding additional safeguarding measures, which take effect ex-ante, such as require-
ments to store data within the EU, to designate a data representative in the EU, or the
above-mentioned adequacy clause. From this perspective, alignment by third parties can
be described as quasi-voluntary behaviour in response to legal conditionalities, with eco-
nomic consequences imposed by the world’s largest common market. Through the Brussels
effect, that is the unilateral exercise of its jurisdiction abroad, the EU has affected global
corporations and international legislation.

Helping Others to Adapt

The Commission sees a “strong digital presence in the EU’s enlargement, neighbourhood
and development policy”” as a prerequisite to and enabler of the achievement of the SDGs.
Through its digital development agenda, the EU seeks to capacitate developing states to
develop both the digital infrastructure and regulatory environment that allow for economic
growth and help strengthen human rights and democratic values. Digital development co-
operation, according to Okano-Heijmanns and Vosse, by far exceeds grants and loans in the
ICT sector and “includes assistance with the design and implementation of infrastructural
broadband projects, as well as capacity building with the aim of governance of the digital
domain that reflect norms and values of a free and open internet”.™

To achieve what is often termed “Africa’s digital transformation”, the Commission em-
phasizes the role of the EU-African Union Digital Economy Task Force and pushes for the
creation of a single African Digital Market.” On the one hand, exporting the idea of a digital
single market is guided by the expected economic benefits of a harmonized market, which
is both competitive and innovative. On the other hand, in so doing, the EU also exports
parts of its own DNA. When stating that the EU “stands ready to share its experience in
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integrating previously fragmented markets”, it externalizes the centre piece of its domestic
integration project - the common market - and as such contributes to a further promotion
of the European model at the global stage.® It is in this context that the DETF also recom-
mends strong links between a future African digital single market and the European digital
single market - a relationship that shall be governed by the principles of the GDPR.%

Technical assistance and support in skills developments constitute two of the central
tools the EU offers to partner countries willing to reform their domestic systems in line with
the EU’s global aspirations. With the introduction of the Digital for Development Framework
in 2017, the EU began to “mainstream digitalisation in EU interventions for sustainable de-
velopment and economic growth” globally and especially in Africa.®

This support can occur either as part of a multilateral effort, as was the case when the Eu-
ropean Union lent support to ITU and African governments in establishing the Harmoniza-
tion of ICT Policies in Sub-Saharan Africa (HIPSSA) Framework, or bilaterally, when advising
African governments in setting up their national data regulation frameworks. A lot of this
work also happens on the basis of experience sharing.®® According to the Commission,

cooperation between developing countries and the EU in the area of digitalisation can lead to a “win-win” situa-
tion. “Made-in-Europe” solutions can help address the needs of developing countries and in parallel promote
EU policies and standards, as well as create opportunities for European companies to extend their presence
in new markets. Policy approximation between the EU and Africa, in particular, will also contribute to develop-
ing business relationships in the fast-growing markets of the developing world, based on co-development and

co-innovation.®

The Commission aims to foster a proactive industrial policy by assisting others in adopt-
ing standards akin to those in the EU. This approach is anticipated to yield mutual benefits
for the economies of partner countries as well as for the EU itself. In this regard, the EU in-
corporates aspects of both the Chinese and the US approaches to global digital governance.
By leveraging strong state intervention, the aim is to unleash competitive market forces
that drive growth.

While the desire to influence the global digital order according to its own standards, that
is, centring on individual privacy, regulatory oversight, and firm checks and balances, is a
prevalent theme in Brussels, the strategic planning does not currently encompass Africa to
its fullest extent. Projects and investments are primarily evaluated on a case-by-case basis
rather than through a coordinated regional and long-term approach.® Consequently, the
EU is not yet prepared or inclined to pursue a more confrontational stance in regions where
competitors, namely China and the US, hold sway. For example, in Uganda, the EU exercises
caution when engaging with the public sector, which has shown a propensity to adopt Chi-
nese surveillance technology. Instead of presenting a counter-offer, the EU opts to engage
with the private sector.8¢

These dynamics unfold against the ongoing trend that causes EU development coopera-
tion to increasingly distance itself from its original mandate - poverty alleviation - towards
a more interest-driven and strategic approach. As the SDGs gradually recede from the fore-
front of EU public discourse and action, doubts arise regarding the frequently touted notion
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of a mutually beneficial partnership. The efficacy of the European model still needs to with-
stand the test of practice, necessitating a tangible demonstration of whether the model is
actual superior or the most apt solution from the perspective of partner countries. It must
substantiate its value proposition through practical implementation, proving why it stands
as the preferred choice among many alternatives.
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The African Data Space
the EU

Against the backdrop of an increasingly data-conscious Africa, global competition, and an
EU that seeks to further disseminate its own model of global data governance, the EU-Af-
rica digital partnership unfolds. Soon after its adoption in 2016, the wide-ranging GDPR
emerged as a global data privacy standard as it was gradually adopted by all leading Ameri-
can and European tech companies.®” The rest of the world followed suit, with more and
more countries aligning with European standards in line with respective policy goals and
capacities, with Africa being no exception.® The collaborative and adaptable nature of EU
regulation, coupled with its availability in over 20 languages, facilitates adoption and imple-
mentation in various contexts through simple copy-paste operations.®® The cost of this exer-
cise lies in the risk of generating misplaced regulation that could ultimately harm the end-
user.

The implementation of the EU’s GDPR has not only spurred the harmonization of current
laws but has also catalyzed the introduction of new data protection regulations in Africa.
Many of these regulations either bear strong resemblance to the GDPR or share close align-
ment with its principles. The EU’s influence on African data protection is evident across
multiple fronts. For instance, there is a notable qualitative transformation in African data
protection laws when comparing the periods before and after the adoption of the GDPR, as
highlighted by Daigle.*® He observes a trend toward more stringent data protection regula-
tions across the African continent after the adoption of the EU GDPR in 2016. It is important
to highlight that the observed norm externalization both pre-dates and surpasses the
GDPR’s scope. Notably, the 1981 Council of Europe Convention (Convention 108, later up-
dated to 108+ in alignment with the GDPR) on data protection had a significant influence on
several African states. When the Convention’s Consultative Committee and the Council of
Europe decided to globalize the Convention, African countries were among the earliest
adopters of the framework. Cabo Verde, Mauritius, Morocco, Senegal, and Tunisia even
joined the said regional framework.** Greenleaf and Cottier note that the AU Convention, in
particular, does not display any Africa-specific approach to data protection but, rather, mir-
rors European instruments to a point that similarities even pertain to areas that go beyond
OECD privacy guidelines, which could be considered as the global minimum standard.® One
explanation that is put forward to explain why the AU and the majority of its member states
tend to replicate European norms rather than develop a distinctly African data privacy
framework, relates to the underlying economic rationale driving African actors’ engage-
ment with data protection. Given the overarching goal of bolstering commerce and attract-
ing European business ventures, adopting the regulatory framework of the European region
appears logical, as it aligns with efforts to cultivate economic relationships.*®

8" Bradford, Digital Empires, 324.

8 paul M. Schwartz and Karl-Nikolaus Peifer, "Transatlantic Data Privacy Law," Georgetown Law Journal 106, no. 1
(2017).

8 Bradford, Digital Empires, 332.
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However, alignment with European standards is not necessarily an indicator for the suc-
cess or effectiveness of norm externalization. Survey data from six African countries (Ethio-
pia, Ghana, Kenya, Nigeria, Senegal, and Tanzania) reveal that public perception generally
views the EU as lagging behind China in terms of its role and impact on ICT development.
When asked about areas of cooperation where the EU or China play a very important role,
respondents in all six countries rated China’s involvement in the ICT sector higher than that
of the EU. Even in Ghana, where 20% of respondents consider the EU a particularly influen-
tial partner, 27% believe the same about China. In Kenya, 16% believe in the EU’s influence
whereas 22% see China as a particularly influential partner. The difference is most pro-
nounced in Nigeria, where only 16% view the EU as influential, compared to 34% who at-
tribute this influence to China. As we will see below, these results are largely unrelated to
the EU’s formal role and impact on the development of data protection frameworks in these
countries. In the case of China, there is a strong positive correlation between its overall per-
ception as an important and influential partner and its role as a key partner in ICT develop-
ment. This correlation is much weaker for the EU, suggesting that the EU’s footprint in the
digital sector is generally less pronounced than that of China.** While the European data
protection regime is considered as a global standard, African actors do not necessarily
equate it with influence of the EU over their domestic regime.

Finally, adopting EU standards also stems from the aspiration to meet the adequacy re-
quirements of the EU, and in so doing avoid the exclusion from a dominant market.% This
runs the opposite risk of igniting the accusation of Europe exerting some form of data impe-
rialism. Whilst the coercive nature of the EU’s market power is manageable across industri-
alized nations, “for emerging countries, the cost and administrative burden of applying the
EU privacy standards can be daunting” and risk being viewed as a practice derived from and
reinforcing colonial asymmetries.*

When Nigeria and Kenya, Africa’s second and seventh largest economies respectively,
adopted their national data privacy legislation in 2019, they emulated the GDPR. The scope
of the Nigerian regulation, for instance, was nearly the same as that for the GDPR. At the
same time, it had limitations such as the absence of extraterritorial processing or pro-
cessing data of foreign non-residents of Nigeria. Moreover, the Nigerian Information Tech-
nology Development Agency was not an independent data protection authority but a gov-
ernment agency. Taken together, this made an adequacy decision on the part of the EU ra-
ther unlikely.®” Following pressure, among others from ECOWAS, Nigeria adopted the Nige-
ria Data Protection Act in 2023 and instituted an independent data protection authority.*® In
that sense, the developments observed in Nigeria are a prime example of institutional
learning and conversion. Nonetheless, public perception consistently ranks the EU’s influ-
ence in the ICT sector below that of China.*
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The Kenyan Data Protection Act acts as a general data protection law, which takes inspi-
ration from the EU’s GDPR and serves as stand-alone comprehensive law governing data
protection and privacy. The law regulates the handling of data by the government and both
national and international corporations. Since the adoption of the law in November 2019,
the EU and its member states, notably Germany, have continued to support Kenyan efforts
in the realm of data protection by providing financial and technical expertise to the newly
established Office of the Data Protection Commissioner. The Commissioner, which started
from scratch, setting up both staff and offices, offers a unique opportunity for the EU to co-
constitute Kenyan privacy narratives and contribute to the promotion of European norms.
This exercise, however, has brought challenges, ranging from technical difficulties to active
resistance on the part of government or other stakeholders. In the concrete case of the Ken-
yan Data Protection Commissioner, an overly strong EU involvement would put into ques-
tion the very legitimacy of the office, which is rooted in absolute independence.

Alongside countries that have developed data protection regulations in accordance with
the GDPR, there are others that had pre-existing data protection regimes that pre-dated the
GDPR and do not, therefore, conform to it. When comparing the evolution of data privacy
and data protection regulation in the EU and South Africa, Michael Gastrow and Rachel Ad-
ams identify “both areas of alignment and misalignment”.'® The drafting of South Africa’s
Protection for Personal Information Act (POPIA) debuted in 2003 and was based on the 1994
EU data protection regulation. It took another 17 years before the act finally came into ef-
fect in 2020. In the meantime, the EU had moved on and adopted the GDPR. Despite numer-
ous similarities, the fact that POPIA is based on a predecessor of GDPR and does not match
the “stronger focus on data flows of personal information”, makes it unlikely that South Af-
rica will be granted adequacy by the European Commission. Unless data protection regula-
tion is “rapid and responsive”, it risks falling behind the standards set by the dominant reg-
ulator. This reading is also based on the observation of persisting colonial asymmetries be-
tween the two data spaces.'®

Two observations can be made here, which, in combination, amount to a dilemma. First,
formal influence over rule-making does not equate to perceived influence. The EU may ac-
tively promote a human-centric, privacy-based regulatory framework and still not be seen
as one of the most influential external actors in a country’s ICT development. Second, if the
EU is perceived as an influential power, its rigid regulatory system risks evoking negative
connotations, such as the impression that it stifles the development of emerging countries.

100 Michael Gastrow and Rachel Adams, "Digitalisation in Science and Technology Policy: Engagement, Alignment,
and Misalignment between the European Union and South African Data Protection and Privacy Frameworks," in
Africa-Europe Cooperation and Digital Transformation ed. Chux Daniels, Benedikt Erforth, and Chloé Teevan
(London: Routledge 2022), 161.
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Emergence of an African-
European Partnership 1n
Data Governance?
Conclusions and Future
Research Agenda

The paper has described a highly dynamic African data space, with increasing and conti-
nent-wide uptake of more stringent regulatory frameworks. In this context, the prospect of
establishing an African-European data partnership holds considerable promise, presenting
opportunities for collaboration and mutual benefit. The mutual recognition that Africa and
Europe, each to varying extents and across diverse domains, are trailing in the global race
for digital supremacy could serve as a unifying factor between these regions. Proximity in
other policy fields may reinforce this trend,'*> which benefits from the proactive pursuit of
engagement between the two regions by African partners in recent years. For some coun-
tries, such as Ghana, Kenya, and Nigeria, the EU has become the reference point in their ef-
forts to reform, modernize and adapt their domestic data protection regulation.*®® This is
particularly noteworthy, given that cooperation in other areas pertaining to fundamental
rights, such as the rule of law and democracy, is witnessing regressive tendencies. The rea-
son for this, of course, lies in the economic promise that looms behind a frictionless flow of
data.

EU engagement for a more regulated and standardized African data space can be benefi-
cial for data subjects. The intent of embedding African data extraction and processing in
firmer and more restrictive frameworks can serve individuals’ privacy rights and shelter
them from additional layers of exclusion. In the medium- to long-term it can also provide
for more attractive environments for investors. If the EU supports African states in their en-
deavour to establish a more protective and competitive data environment, this can be con-
sidered a positive outcome in the partnership. However, this potential faces numerous ob-
stacles that may impede its realization.

Firstly, the EU’s involvement in digital cooperation still appears modest, particularly in
contrast to China’s extensive infrastructure initiatives over the past decade. This emerging
domain of collaboration is intricately linked to the broader vitality of the Africa-Europe
partnership. While it presents an opportunity for non-politicized engagement, its success
hinges on the foundational health of the overall relationship. The EU’s regulatory power
holds significant potential for reshaping global regulatory frameworks and markets. Yet,
this power is contingent upon partners possessing robust industrial foundations and sub-
stantial trade and investment ties with the EU common market. Moreover, the conditional-
ity underpinning the EU’s regulatory influence and a rather static and strict interpretation of
data protection and privacy may not align well with emerging markets and developing
economies still seeking a competitive edge. It may even be perceived as a paternalistic or

102 Interview, African Union, 27 January 2021.
103 Interview, European Commission DG JUST, 24 March 2021.
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neo-colonial approach to data extraction.’® Consequently, in the absence of expansive digi-
tal infrastructure initiatives, the primary focus of engagement should revolve around
knowledge exchange, skill enhancement, and technical expertise development.

Secondly, it remains uncertain whether the offered solutions align with existing demands.
African tech entrepreneurs, innovators, and even policymakers may not necessarily turn to
the EU when charting their technological trajectories and innovation paths. Despite the
GDPR’s significant dissemination effect, the EU’s emphasis on regulatory rigour, in particu-
lar, is not always embraced, and is sometimes viewed as a hindrance to economic develop-
ment.

Aspirations for national data sovereignty cannot be ignored. Whilst EU support qua a hu-
man-centric approach may improve the sovereignty of individuals it may equally be per-
ceived as an act of interference in the national data space. As interlocutors both from the
private and public sector have voiced regularly, African stakeholders seek solutions that are
adapted to their local contexts.'® A European blue-print might then not only be ill-fitting,
but also be perceived as an additional barrier that the EU imposes in order to hinder the
more dynamic and less institutionalized digital development on the African continent.

Thirdly, while the benefits of a unified digital single market are emphasized by both Afri-
can and European policymakers, it is crucial not to overlook the disparities between the two
regions (as well as within them). Despite the often-claimed notion of equal partnership, the
reality remains largely one-sided. This also evokes a conundrum. The mantra of equal part-
nership makes international partners, and as such the EU, focus on advanced tech environ-
ments around a handful of African capitals. This is where a partnership between equals can
be realized, where economic opportunities are looming and geopolitical interests are lo-
cated. At the same time, the EU is committed to, and is called upon to assure that, marginal-
ized groups in particular are not further disenfranchised. Catering to both dimensions,
when it comes to digital cooperation, still remains somewhat elusive.

Alignment between the two regions should not be considered as an automatism. It is also
unlikely to unfold across the entire continent to the same extent. A more likely scenario in-
volves consortia of like-minded states that work together on an ad-hoc basis or within se-
lected issue areas.

The African data space is experiencing a noticeable surge, emphasizing the critical need
for implementing recently adopted regulations. The EU possesses valuable technical exper-
tise that can support this process during both legislative development and implementation
phases. However, it is imperative for the EU to steer clear of adopting an overly paternalistic
stance, which could potentially entail imposing conditionalities tied to its market size. In-
stead, a discourse emphasizing the global significance of data sovereignty is to be pre-
ferred. This said, the notion of sovereignty in digital governance is also at the heart of the
Chinese state-driven model and exported as part of the country’s digital offer. To maintain a
balance between the right to sovereignty and preventing the undermining of multistake-
holder institutions, the EU should provide additional support to regional organization, no-
tably the AU, and its efforts to establish an African digital single market. In this regard, the
EU can play a particularly constructive role by sharing the expertise it has gathered while
establishing its own digital single market.

Regulation and expertise alone will not suffice to create more equitable data environ-
ments and associated economic opportunities. The need for reliable and accessible infra-
structure and private investments remains. For the EU, this implies not only being
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associated with the regulatory side of the African data space but also becoming a reliable
and visible partner on those other dimensions, providing hands-on solutions to some of the
continent’s most pressing problems.

Lastly, research can accompany this policy momentum across several fronts. Firstly, there
is a pressing need for deeper exploration of local demands, and their alignment with the di-
verse offerings in the global digital market. Complementing this demand-side analysis is a
heightened emphasis on partner perceptions. Understanding both the perceived and actual
impact of EU policy actions is crucial. Additionally, there is a call for studies to enhance un-
derstanding of African agency in the data space, for example, examining it from institutional
perspectives and investigating the relationship between regime types and data protection
regulations. Furthermore, existing research on the needs of innovators, particularly SMEs,
should be expanded and supported to foster growth within their respective ecosystems.*®
Finally, it is essential to broaden focus beyond economic growth to consider the social im-
plications of the data revolution, including issues such as equitable access and ethical data
extraction practices.
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